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1.1.

1.2.

Introduction

The laundering of criminal proceeds, the financing of terrorism and proliferation financing
(henceforth ref erMLENH and R¥") thraughlthe fintinéial aad bysinesss  “
systems of the world is vital to the success of criminal, terrorist and proliferation operations. To

this end, criminals, terrorists and proliferators s eek t o expl oit the faci
businesses in order to benefit from such proceeds or financing.

Increased use of technologyandi nt egr ati on of t h eadwoenbihedwits f i nan
the removal of barriers to the free movement of capital, have enhanced the ease with which

criminal proceeds can be laundered or terrorist or proliferation funds transferred and have added

to the complexity of audit trails. The future of the Bailiwick 0 f G u e reBailewyck” (ps‘a
well-respected international financial centre depends on its ability to prevent the abuse of its

financial services b u s i NFSE Sand (réscribed business ( PB” )ectors by criminals and

terrorists.

Background and Scope

The Bailiwick authorities are committed to ensuring that criminals, including money launderers,

terrorists and those financing terrorism or the proliferation of weapons of mass destruction,

cannot launder the proceeds of crime through the Bailiwick or otherwise use the Bailiwick’ S

finance and business sectors. The Guer nsey Fi nanci al the®€@mmiysionld @ s Co mr
endorses the International Standards on Combating Money Laundering and the Financing of

Terrorism & Proliferation issued by the Financial Action Task For c e ( “ F#dFATF and
Recommendations” )This Handbook is a statement of the standards expected by the Commission

of all specified businesses in the Bailiwick to ensure the B a i | i owrmpliakcé veith the FATF
Recommendations.

Should a specified business assist in ML, TF and/or PF, it could face regulatory investigation, the
loss of its reputation, and law enforcement investigation. The involvement of a specified business
with criminal proceeds, terrorist funds or proliferation financing would also damage the
reputation and integrity of the Bailiwick as an international finance centre.

Throughout this Handbook references to PF relate solely to the breach, non-implementation,
circumvention or evasion of targeted financial sanctions that are imposed under any international
sanctions measure implemented in the Bailiwick which relate to the proliferation of weapons of
mass destruction ( “ WM [dd jts financing. The term “proliferator”  uksed in the Handbook to
refer to those involved in PF which could include State actors seeking to enhance their own
WMD, individuals or entities seeking to profit from proliferation of WMD and terrorist groups
which may acquire or develop WMD for use in terrorist acts. References to WMD relate to
biological, chemical or nuclear (including radiological) weapons.

Under Section 1(1) of the Criminal Justice (Proceeds of Crime) (Bailiwick of Guernsey) Law,
1999 as @aadewi dlieoffencés that are indictable under the laws of the Bailiwick are
considered to be predicate offences and therefore funds or any type of property, regardless of
value, acquired either directly or indirectly as the result of committing a predicate offence, are
considered to be the proceeds of crime. Under Bailiwick law all offences are indictable, with the
exception of some minor offences which mainly concern public order and road traffic. The range
of predicate offences is therefore extremely wide and includes, but is not limited to, the following:

(a) participation in an organised criminal group and racketeering;
(b) terrorism, including TF;

(c) financing of proliferation of weapons of mass destruction;

(d)  human trafficking and migrant smuggling;
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(e)  sexual exploitation, including sexual exploitation of children;
(f)  illicit trafficking in narcotic drugs and psychotropic substances;
(g) illicit arms trafficking;

(h) illicit trafficking in stolen and other goods;

(i)  corruption and bribery;

(G)  fraud and tax evasion;

(k)  counterfeiting and piracy of products;

(I)  environmental crime;

(m) murder, manslaughter and grievous bodily injury;

(n)  kidnapping, illegal restraint and hostage taking;

(o) robbery and theft;

(p)  smuggling;

(qQ) extortion;

(r)  forgery;

(s) piracy; and

(t)  insider trading and market manipulation.

The Baiahtiimwinek’' 4 a AMO'e)c o mrgt € i ng t he fCEF@"a)nci ng
and countering the financingofpr ol i f er ati on of we ap olegislatimf mass
(and by extension this Handbook) applies to all specified businesses conducting business in the

Bailiwick. This includes Bailiwick-based branches and offices of companies incorporated outside

of the Bailiwick conducting financial services and/or prescribed business within the Bailiwick. In

this Handbook all references to * t firr@’ shall have the same meaning as specified business in

Paragraph 21(1) of Schedule 3, and includes all such businesses whether natural persons, /egal

persons or legal arrangements, including but not limited to, companies, partnerships and sole

traders.

Schedule 3 to the Law (v ef er r ed t Gchetluke 8’ chedfthis Handbookahsve been
drafted to take into account the fact that not all of the requirements of the FATF
Recommendations are relevant to all businesses. In this regard, while certain provisions (for
example, the application of a risk-based approach, corporate governance, customer due diligence
( €DD” ,)suspicion reporting, employee training and record keeping) apply equally to all firms,
there are other requirements set out in this Handbook which may not be as relevant to some
particular areas of industry (for example, wire transfers and virtual assets). Taking such an
approach to the drafting of Schedule 3 and this Handbook is intended to prevent the application
of unnecessary and bureaucratic standards.

TheBai | i wi cOFT aad CRENFtamework

TheBai | i AMLeOFT asd CPF framework includes the following legislation (henceforth
ref er r éaReldvaat ErmuSmernts” )

(@) The Criminal Justice (Proceeds of Crime) (Bailiwick of Guernsey) Law, 1999;
(b)  The Drug Trafficking (Bailiwick of Guernsey) Law, 2000;

(c)  The Terrorist Asset-Freezing (Bailiwick of Guernsey) Law, 2011;

(d)  The Sanctions (Bailiwick of Guernsey) Law, 2018;

(e)  The Terrorism and Crime (Bailiwick of Guernsey) Law, 2002;

(f)  The Disclosure (Bailiwick of Guernsey) Law, 2007;

(g) The Transfer of Funds (Guernsey) Ordinance, 2017;

(h)  The Transfer of Funds (Alderney) Ordinance, 2017;

(i)  The Transfer of Funds (Sark) Ordinance, 2017,

()  The Disclosure (Bailiwick of Guernsey) Regulations, 2007;

(k)  The Terrorism and Crime (Bailiwick of Guernsey) Regulations, 2007;
(I)  The Prescribed Businesses (Bailiwick of Guernsey) Law, 2008;

(m) The Beneficial Ownership of Legal Persons (Guernsey) Law, 2017;
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(n)  The Beneficial Ownership of Legal Persons (Alderney) Law, 2017;

(o)  The Beneficial Ownership (Definition) Regulations, 2017;

(p) The Beneficial Ownership (Alderney) (Definitions) Regulations, 2017;

(q) The Beneficial Ownership of Legal Persons (Provision of Information) (Transitional
Provisions) Regulations, 2017;

(r)  The Beneficial Ownership of Legal Persons (Provision of Information) (Transitional
Provisions) (Alderney) Regulations, 2017;

(s)  The Beneficial Ownership of Legal Persons (Nominee Relationships) Regulations, 2017;

(t) The Beneficial Ownership of Legal Persons (Nominee Relationships) (Alderney)
Ordinance, 2017; and

(u) The Beneficial Ownership of Legal Persons (Provision of Information) (Limited
Partnerships) Regulations, 2017;

and such other enactments relating to ML, F'T and PF as may be enacted from time to time in the
Bailiwick.

10.  Sanctions legislation is published by the States of Guernsey’ ®olicy & Resources Committee
and can be accessed via the below website:

www.gov.gg/sanctions

1.4. Handbook Purpose

11.  This Handbook has been issued by the Commission and, together with statements and instructions
issued by the Commission, contains the rules and guidance referred to in: Sections 49AA(7) and
48MB(1)of the Law; Paragraph 3(7) of Schedule 3 to the Law; Sections 15(8) and 74C(1) of the
Terrorism and Crime (Bai | i wi ck of Guer nseythe Teraivm Lan2 ) 02 as
Section 15 of the Disclosure (Bailiwick of Guernsey) Law, 2 0 0 7 a s @&diBstdodueed (
Law” ;)and Section 11 of the Transfer of Funds (Guernsey) Ordinance, 2017, the Transfer of
Funds (Alderney) Ordinance, 2017 and the Transfer of Funds (Sark) Ordinance, 2017 ( the
Transfer of Funds Ordinance” .)

12.  This Handbook is issued to assist the firm in complying with the requirements of the relevant
legislation concerning ML, TF and PF financial crime and related offences to prevent the
Bailiwick’ financial system and operations from being abused for ML, TF and PF. The Law and
the Terrorism Law as amended state that the Bailiwick courts shall take account of rules made
and instructions and guidance given by the Commission in determining whether or not the firm
has complied with the requirements of Schedule 3.

13.  This Handbook has the following additional purposes:

(a)  to outline the legal and regulatory framework for AML, CFT and CPF requirements and
systems;

(b) to interpret the requirements of the Relevant Enactments and provide guidance on how
they may be implemented in practice;

(¢) to indicate good industry practice in AML, CFT and CPF procedures through a
proportionate, risk-based approach; and

(d) to assist in the design and implementation of systems and controls necessary to mitigate
the risks of the firm being used in connection with ML, TF and PF and other financial
crime.

14. The Commission acknowledges the differing approaches adopted by specified businesses to
achieve compliance with the requirements of the Relevant Enactments and Commission Rules.
The Commission encourages all firms to consider how developments in technology could assist
them in complying with their obligations as well as streamlining business processes. This
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Handbook therefore seeks to adopt a technology neutralpositive stance, allowing the—firmfirms
to embrace whichever technological solution(s) i#-deemsthey have assessed and deem appropriate
to meet its—ebligations-their obligations. The Handbook still allows firms to utilise existing
measures to meet their obligations, provided those measures remain effective, proportionate and
do not unduly prevent 0 t h e r ust of tech®logy, for example, by refusing to accept a
signature in electronic form or electronically certified/verified CDD documentation as allowed
by this Handbook. Further information about the use of technology can be found in Chapter 3 of
this Handbook.

1.5. Requirements of Schedule 3

+4:15.Schedule 3 includes requirements relating to:

(a)  risk assessment and mitigation;

(b) applying CDD measures;

(c)  monitoring customer activity and ongoing CDD;

(d)  reporting suspected ML, TF and PF activity;

(e) employee screening and training;

(f)  record keeping; and

(g) ensuring compliance, corporate responsibility and related requirements.

1+5:16. Any paraphrasing of Schedule 3 within parts of this Handbook representst he Co mmwns Si on’ s
explanation of that schedule and is for the purposes of information and assistance only. Schedule
3 remains the definitive text forthe f i r m’ SCFTPaMILCPF obligations. The Co mmi s si on’
paraphrasing does not detract from the legal effect of Schedule 3 or from its enforceability by the
courts. In case of doubt, you are advised to consult a Bailiwick Advocate.

+6-17.1In addition to the requirements of Schedule 3, section 48MA of the Law and section 74A of The
Terrorism Law include offences relating respectively to failure to prevent money laundering and
failure to prevent terrorist financing. Under these sections a firm licensed under the Regulatory
Laws( f or the purposes of tidguils ofaneoffence iDapersonish e “ | i ¢
engaged in money laundering or terrorist financing when acting in the capacity of a person
associated with the licensed firm, unless the licensed firm can prove it had in place prevention
procedures in relation to the activities of the person associated with the licensed firm when the
money laundering or terrorist financing offence occurred.

+7%18.1f the licensed firm has in place effective policies, procedures and controls to counter ML, TF
and PF which are in line with the requirements of Schedule 3 and the Handbook, they could be
considered towards prevention procedures in relation to the offences under section 48MA of the
Law and section 74A of The Terrorism Law.

1.6. Structure and Content of the Handbook

1+8-19.This Handbook takes a two-level approach:

(a Level CommisionRilles’ ) s et Sthe Gowhissidn eequires the firm to meet
the requirements of Schedule 3. Compliance with the Commission Rules will be taken into
account by the courts when considering compliance with Schedule 3 (which is legally
enforceable and a contravention of which can result in prosecution); and
(b) Level guidme’ ) “presents wa ySsheddef3 and ther@@nimiysiom g wi t h
Rules. The firm may adopt other appropriate and effective measures to those set out in
guidance, including policies, procedures and controls established by the group Head Office
of the firm, so long as it can demonstrate that such measures also achieve compliance with
Schedule 3 and the Commission Rules.
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19-20. When the requirements of Schedule 3 are explained or paraphrased in this Handbook, the term
‘s hal | dnd the &xt is gegeitted in blue shaded boxes for ease of reference. Reference is
also made to the relevant paragraph(s) of Schedule 3.

20-21. When the requirements of the Transfer of Funds Ordinance and the EU Regulation are explained
or paraphrased in Chapter 14 of this Handbook,t h e t er m ‘aslthatdxtlis’preséntsd
in clear boxes for ease of reference. Reference is also made to the relevant paragraph(s) of the
Ordinance.

21.22. Where the Commission Rules are set out, the term* mu S t ' and tlse text iS peesbnted in red

shaded boxes to denote that these are rules.

2223 Inallcases t he t er msdicate shdt thebe provisianfack mdndmorysahd’subject
to the possibility of prosecution (in the case of a contravention of Schedule 3 or the Transfer of
Funds Ordinance) as well as regulatory sanction and any other applicable sanctions.

23.24.In respect of guidance, this Handbooku s es t he terms ‘ shoul d’
the requirements of Schedule 3, the Transfer of Funds Ordinance and the Commission Rules can
be satisfied, but allowing for alternative means of meeting the requirements as deemed
appropriate by the firm.

24.25 References to the Commission Rules within this Handbook, are made by stating the Chapter
number, followed by the paragraph number, for example, Commission Rule 7.23 refers to the
rule stated within Chapter 7 at paragraph 23. Sections have also been included within this
Handbook for ease of navigation.

25:26.The Commission will from time to time update this Handbook to reflect new legislation,
developments in the financial services and PB sectors, changes to international standards,
recommendations from mutual evaluations, good practice and amendments to Schedule 3 or the
Relevant Enactments.

26-27.This Handbook is not intended to provide an exhaustive list of appropriate and effective policies,
procedures and controls to counter ML, TF and PF. The structure of this Handbook is such that
it permits the firm to adopt a risk-based approach appropriate to its particular circumstances. The
firm should give consideration to additional measures which may be necessary to prevent any
exploitation of it and of its products, services and/or delivery channels by persons seeking to
carry out ML, TF and/or PF.

1.7. Significant Failure to Meet the Required Standards

27:28.For any firm, whether regulated by or registered with the Commission, the primary consequences
of any significant failure to meet the standards required by Schedule 3, the Commission Rules
and the Relevant Enactments will be legal ones. In this respect the Commission will have regard
to the firm' sompliance with the provisions of Schedule 3, the Commission Rules and the
Relevant Enactments when considering whether to take enforcement action against it in respect
of a breach of any requirements of the aforementioned. In such cases, the Commission has powers
to impose a range of disciplinary and financial sanctions, including the power to withdraw,
restrict or suspend the licence of the firm where applicable.

28-29. Where the firm is regulated by the Commission, the Commission is entitled to take such failure
into consideration in the exercise of its judgement as to whether the firm and its directors and
managers have satisfied the minimum criteria for licensing. In particular, in determining whether
the firm is carrying out its business with integrity and skill and whether a natural person is fit and
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proper, the Commission must have regard to compliance with Schedule 3, the Commission Rules
and the Relevant Enactments.

29-30.In addition, the Commission can take enforcement action under the Enforcement Law, the
Regulatory Laws and/or the Financial Services Commission Law for any contravention of the
Commission Rules where the firm is licensed under one or more of the Regulatory Laws.

30:31. Where the firm is not regulated by, but is registered with the Commission, the Commission is
entitled to consider compliance with Schedule 3, the Commission Rules and the Relevant
Enactments when exercising its judgement in considering the continued registration of the firm.
In this respect the Commission can also take enforcement action under the PB Law where the
firm is registered with the Commission under that law.

1.8. Data Protection

3132.T h e B a i AMLMWFTcakd CBF legislation requires the firm to collate and retain records
and documentation. Where such records and documentation contain personal data, the firm will
need to comply with the Data Protection (Bailiwick of Guernsey) Law, 2017 ( the Data
Protection Law” Which brings the Bailiwicki nt o | i ne wi t h t heGerfelr o pean
Data ProtectionRe gul ati on (“ GDPR")

https://www.guernseylegalresources.gg/laws/guernsey-bailiwick/d/data-protection/data-
protection-bailiwick-of-guernsey-law-2017-consolidated-text/

https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32016R0679

1.9. The Financial Action Task Force

32.33.The FATF is an inter-governmental body that was established in 1989 by the ministers of its
member jurisdictions. The mandate of the FATF is to set standards and to promote effective
implementation of legal, regulatory and operational measures for combating ML, FT, PF and
other related threats to the integrity of the international financial system.

33:34.The FATF Recommendations are recognised as the global AML, CFT and CPF standard. The
FATF Recommendations therefore set an international standard which countries should
implement through measures adapted to their particular circumstances. The FATF
Recommendations set out the essential measures that countries should have in place to:

(a) identify risks and develop policies and domestic co-ordination;

(b) pursue ML, FT and PF;

(c) apply preventive measures for the financial sector and other designated sectors;

(d) establish powers and responsibilities for the competent authorities (for example,
investigative, law enforcement and supervisory authorities) and other institutional
measures;

(e) enhance the transparency and availability of beneficial ownership information of /egal
persons and legal arrangements; and

(f) facilitate international co-operation.

1.10. The National Risk Assessment

34.35.In accordance with the FATF Recommendations, the Bailiwick, led by the States of Guernsey’ S
Policy & Resources Committee, undertakes a periodic* nat i on al dfthaMLsTé& snd me n t
PF risks to the Bailiwick. The first National Risk Assessment ( NRA” ,)published in 2020, was
based on the methodology developed by the International Monetary Fu n d = ( “supplmehtgd
by additional information provided by the relevant agencies within the Bailiwick and industry to
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ensure a thorough assessment of the ML and FT risks presented by the individual sectors within
the finance industry and products and services from within the Bailiwick. New information and
analysis, as well as an update on the 2020 assessment, was published in 2023 and included for
the first time an assessment of the PF risks to the Bailiwick. An extension of the 2023 NRA was
published in 2024 on legal persons and legal arrangements.

35.36.The key finding of beththe NRAs with regard to ML risk is that as an international finance centre
with a low domestic crime rate,t h € B a igrheatestwM/Lcrikk ‘comes from the laundering of
the proceeds of foreign criminality- largely through legal persons and legal arrangements which
are used for cross-border business, holding or managing assets. The underlying offences most
likely to be involved are bribery and corruption, fraud and tax evasion. The key finding of beththe
NRAs with regard to TF risks is that the greatest risks come from its cross-border business being
used to support foreign terrorism, by funds being passed through or administered from the
Buailiwick. However, this risk is much lower than the ML risks from cross-border business. TF
from cross-border business is most likely to arise in the context of secondary terrorist financing,
i.e. where criminal proceeds are used to fund terrorism. The key finding of the sestmore recent
NRA with regard to PF risks is that the greatest risks come from its cross-border business being
used for the movement of funds linked to proliferation activity, by funds being passed through or
administered from the Bailiwick. However, as the Bailiwick has no diplomatic connections, and
no known economic, geographic, ideological or political links with the two sanctioned countries
for proliferation —the Democr at i ¢ Peopl e’ s R enpluai this r&5k isanbre
remote than the TF risks from cross-border business.

36-37.The assessment of risks and vulnerabilities detailed within an NRA4 will naturally cascade through
to specified businesses within the Bailiwick. In this respect, references are made throughout
Schedule 3 and this Handbook requiring the firm to have regard to the content of the latest
ARANRAs when undertaking certain activities, for example, the formulation of its business risk
assessments and risk appetite.

3%.38.The Bailiwick reviews the AR4NRAs on an on-going and trigger-event basis, making changes as
necessary taking into account market changes, the advancement of technology and data collected
from industry, for example, through various surveys and regulatory returns.

38:39.All references to the NRA in the Handbook refer to the latest versionversions published by the
States of Guernsey, including the 2024 assessment of legal persons and legal arrangements. A
copy oft h e B a iNR4is cani be fluhdsn the website of the States of Guernsey’ Bolicy &
Resources Committee:

National Risk Assessment
1.11 MONEYVAL

39:40.The Committee of Experts on the Evaluation of Anti-Money Laundering and the Financing of
Terrorism ( MONEYVAL” )is a monitoring body of the Council of Europe. The aim of
MONEY VAL is to ensure that its member states have in place effective systems to counter ML,
TF and PF and comply with the relevant international standards in these fields.

46:41.0n 10 October 2012 the Committee of Ministers of the Council of Europe, following a request
by the United Ki n g d 0 m , 4d6pteldia redolution to allow the Bailiwick, the Bailiwick of
Jersey and the Isle of Man ( t hCeown“Dependencies” Yo participate fully in the evaluation
process of MONEY VAL and to become subject to its procedures.

42. MONEYVAL’ s mo st r e che Bdtliwick waa lcoudacted during @cfober

2044 April 2024 and assessed the Bai | i wdmpliknceswith the FATF 26032012
Recommendations. In its report, published on +5-Fanuary264610 February 2025, MONEYVAL
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concluded that since the last evaluation in 2014 the Bailiwick h a $—mataremade significant

efforts to strengthen its legal and regulatory s—ystem—and—su+rpassed the

byAML/CFT framework’ with a ‘robust AML/CFT legal framework for technicalc o mp | i anc e
aligned with the IME-#120610-FATF Recommendations.

www.coe.int/en/web/moneyval/jurisdictions/guernesey
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Corporate Governance
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2.1. Introduction

1. Good corporate governance should provide proper incentives for the board or senior management
to pursue objectives that are in the interests of the firm and its shareholders and should facilitate
effective monitoring of the firm for compliance with its AML, CFT and CPF obligations.

2. The Organisation for Economic Co-operation and Development ( OECD” )describes the
corporate governance structure of a firm as the distribution of rights and responsibilities among
different participants, such as the board, managers and other stakeholders, and the defining of
the rules and procedures for making decisions on corporate affairs.

3. The presence of an effective corporate governance system, within an individual company and
across an economy as a whole, is key to building an environment of trust, transparency and
accountability necessary for fostering long-term investment, financial stability and business
integrity and helps to provide a degree of confidence that is necessary for the proper functioning
of a market economy.

4. This Chapter, together with Schedule 3, provide a framework for the oversight of the policies,
procedures and controls of the firm to counter ML, TF and PF.

5. In accordance with Paragraph 21(2) of Schedule 3, references in this Chapter and in the wider
Handbook to the “board” shall mean the board of directors of the firm where it is a body
corporate, or the senior management of the firm where it is not a body corporate (but is, for
example, a partnership or a branch).

6. With reference to Paragraph 21(3) of Schedule 3, where the firm is a sole trader (for example, a
personal fiduciary licence holder or a natural person registered as a prescribed business operating
alone), references to the “board” ar e references to the natur al
registration issued by the Commission, unless specified otherwise within this Handbook.

2.2. GFSC Code of Corporate Governance

7. The firm is expected to maintain good standards of corporate governance. In order to provide
locally regulated F:SBs and individual directors with a framework for sound systems of corporate
governance and to help them discharge their duties efficiently and effectively, the Commission
hasi ssued the Finance SectormeCade’de. of Corporate

https.://www.gfsc.go/sites/default/files/inline-
files/Finance%20Sector%20Code%200f%20Corporate%20Governance%202021.pdf

8. The Code is a formal expression of good governance practice against which the Commission can
assess the degree of governance exercised over regulated persons. In this regard, the Commission
is focussed on outcomes based regulation, i.e. the Code focuses on high-level principles which
allow each firm to meet the requirements in a manner suitable to the specific F S B Business
without having to adhere to prescriptive rules.

9. Whilst the Code does not apply to firms registered with the Commission under the PB Law, to
partnerships, or to Bailiwick branches of foreign domiciled companies, its content can be helpful
asaguidetot h e Co mmkpsctations whensassessing compliance with this Chapter by
those businesses.
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2.3.

10.

Board Responsibility for Compliance

The board of the firm has effective responsibility for compliance with Schedule 3 and the
Commission Rules. References to compliance in this Handbook generally are to be taken as
references to compliance with Schedule 3 and the Commission Rules.

11.

The board of the firm is responsible for managing the firm effectively and is in the best position
to understand and evaluate all potential risks to the firm, including those of ML, TF and PF. The
board must therefore take ownership of, and responsibility for, the business risk assessments and
ensure that they remain up to date and relevant.

12.

More information on the process and requirements for conducting business risk assessments can
be found in Chapter 3 of this Handbook.

13.

In accordance with Paragraphs 15(1)(b) and 16A of Schedule 3, and in addition to complying
with the requirements of Paragraphs 1 to 14 of Schedule 3, the firm shall have policies,
procedures and controls which have regard to the ML, TF and PF risks and the size of the
business for the purposes of forestalling, preventing and detecting ML, TF and PF.

14.

The board must organise and control the firm effectively, including establishing and maintaining
appropriate and effective policies, procedures and controls as detailed below, and having
adequate resources to manage and mitigate the identified risks of ML, TF and PF taking into
account the size, nature and complexity of its business.

15.

Taking into account the conclusions of the business risk assessments, in accordance with
Paragraphs 2(b) and 16A of Schedule 3, the firm shall have in place effective policies, procedures
and controls to identify, assess, mitigate, manage, review and monitor those risks in a way that
is consistent with the requirements of Schedule 3, the Relevant Enactments, the NRA and the
Commission Rules in this Handbook.

16.

17.

In addition to the general duty to understand, assess and mitigate risks as set out in Paragraph 2
of Schedule 3 and the requirement to maintain effective policies, procedures and controls
contained therein, the firm should be aware that other paragraphs of Schedule 3 and this
Handbook also contain more specific requirements in respect of the policies, procedures and
controls required to mitigate particular risks, threats and vulnerabilities.

These policies, procedures and controls should enable the firm to comply with the requirements
of Schedule 3 and the Commission Rules, including amongst other things, to:

(a)  conduct, document and maintain business risk assessments to identify the inherent ML, TF

and PF riskstothe firmand t o def i n eCFT andeCPH riskrappétirs (sed ML

Chapter 3);
(b)  conduct risk assessments of all business relationships and occasional transactions to
identify those to which Enhanced Customer Due Di | i g eEQeDé )masures and

monitoring must be applied, and those to which Simplified Customer Due Diligence
( SCDD” neasures can be applied where this is considered appropriate (see Chapter 3);

(c) apply sufficient CaDdt b mme a Nlentefye sd vbrdyghe n c e

identity of, customers, beneficial owners and other key principals, whether natural persons,
legal persons and legal arrangements, and to establish the purpose and intended nature of
the business relationship or occasional transaction (see Chapters 4-7);

(d) apply ECDD measures to those business relationships and occasional transactions deemed
to pose a high risk of ML, TF or PF and/or enhanced measures to those business
relationships or occasional transactions involving, or in relation to, one or more of the
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higher risk factors prescribed by Paragraph 5(2) of Schedule 3 sufficient to mitigate the
specific risks arising (see Chapter 8);

(e) apply SCDD measures in an appropriate manner where the circumstances of a business
relationship or occasional transaction are such that the ML, TF and PF risks have been
assessed as low (see Chapter 9);

(f)  conduct transaction and activity monitoring (see Chapter 11);

(g) monitor business relationships on a frequency appropriate to the assessed risk to ensure
that any unusual, adverse or suspicious activity is highlighted and given additional
attention (see Chapter 11);

(h)  screen customers, payees, beneficial owners and other key principals to enable the prompt
identification of any natural persons, legal persons or legal arrangements subject to United
Nat i on , K otbir danction (see Chapter 12);

(i)  report promptly to the FIU where an employee knows or suspects, or has reasonable
grounds for knowing or suspecting, that another person is involved in ML, TF and/or PF
(including in connection with an attempted transaction) (see Chapter 13);

(j)  screen transfers of funds for missing or incomplete payer and payee information where the
fitimisapay ment s er \PSPY @ce Ghaperdd);der ( °

(k)  screen potential employees to ensure the probity and competence of board and staff
members (see Chapter 15);

(I)  provide suitable and sufficient AML, CFT and CPF training to all relevant employees,
identify those employees to whom additional training must be provided and provide such
additional training (see Chapter 15);

(m) maintain records for the appropriate amount of time and in a manner which enables the
firm to access relevant data in a timely manner (see Chapter 16);

(n)  ensure that, where the firm is a majority owner or exercises control over a branch office or
subsidiary established outside the Bailiwick, the branch office or subsidiary applies
controls consistent with the requirements of Schedule 3 or requirements consistent with
the FATF Recommendations; and

(o) establish controls for ensuring compliance with Schedule 3 and the rules in the Handbook,
including a compliance monitoring programme and, where relevant, with regard to the ML,
TF and PF risks, the size and nature of its business and rules and guidance in the
Handbook, an independent audit function to evaluate the adequacy and effectiveness of its
policies, procedures and controls.

2.4. Board Oversight of Compliance

18.  The board is responsible for ensuring that the firm has policies, procedures and controls which
are effective and proportionate to its ML, TF and PF risks and to the size and nature of its
business. In determining the calibration of these policies, procedures and controls, the board
shoul d have r egar d,botetheichereht WL, TFand PHrBks presertedh” s s i z
by the types of products and services it offers, its delivery channels and to the types of customers
it has and their geographic connections. These factors should not be considered singly, but
cumulatively in determining the appropriateness of its policies, procedures and controls.
Essentially the higher the ML, TF and PFriskspr esent t hrough the nature
and customers, the more robust the control environment should be.

2.4.1. Independent Audit Function

19. In accordance with Paragraphs 15(1)(ba) and 16A of Schedule 3, the firm shall establish an
independent audit function (where appropriate, having regard to the ML, TF and PF risks, and
the size and nature, of the specified business in question), for the purpose of evaluating the
adequacy and effectiveness of the policies, procedures and controls adopted by the specified
business to comply with Schedule 3, the Relevant Enactments and the Handbook.
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The independent audit function can be performed by an employee of the firm, but that employee
shoul d be i ndepende nwhodpplydtspolitiek, procddires aml'comtrole. mp | oy e ¢
An employee who has designedt he f i rm’s pol i ci es ,revipMingtte@dur es

21.

within the Compliance Mdonekamperthie MQHCO,Rvoukl gotba mme  ( “

considered independent. Conversely, where a firm has separate individuals holding the MLRO
position to that of the MLCO, the MLRO could feasibly perform the independent audit where
they have not designed or r evi eweduwindépdndent
audit function will not look the same across all sectors, as different types of firms represent
different types of risk. Specified businesses which are part of a large, potentially international,
financial group are likely to maintain their own internal audit function, or utilise that of their
group to periodically examine and evaluate their policies, procedures and controls and other risk
management controls.

Specified businesses which have no internal or group audit function could use the services of a
suitably skilled external person, provided that, whomever is chosen is conversant with the
Bailiwickk s AML/ CFT fexanann@&dweoaludte thésecontrols. Where a firm utilises
external services to fulfil the independent audit function, the Commission would expect the firm
to apply the principles in the outsourcing guidance note issued by the Commission referenced in
Section 2.5 of this Handbook, when considering the suitability of the proposed external party.

22.

The firm must ensure that:

(a) the independent audit function examines and evaluates the adequacy and effectiveness of the
policies, procedures and controls adopted by the firm to comply with Schedule 3 and this
Handbook;

(b) the independent audit function reports on and make recommendations to the board in relation
to those policies, procedures and controls;

(c) if carried out by an internal or group audit function; that internal or group audit function
monitorst he firm’ s complianceanwi th those 1

(d) if the independent audit is carried out by an external party that is unable to further monitor
the firm s compl i an c e; thatiretpdnsibilith foranenitoring the
firm s compl i ance wiistaskigned to thesheurdr e c 0 mme n

23.

Where a suitably skilled external auditor undertakes, as part of an audit of the f i r andua
financial statements, an assessment of the adequacy and effectiveness of the policies, procedures
and controls within the firm on which they also report to the board either separately to or within
the Management Letter, and the firm understands the scope of the audit undertaken, it could be
regarded as an independent audit function where the board concludes the scope was adequate to
meet this requirement. So too would the periodic engagement of a suitably skilled external
compliance consultant, law firm or other third partyt 0 assess t he potjciesa
procedures and controls and to report on that assessment to the board.

24.

Where a firm establishes an internal audit function, the employees carrying out this function must
be different to the employees who applythef i r m” s pol i ci e s, onpgemmal ¢
day-to-day basis.

25.

A specified business must consider in combination all of the following factors when determining
whether to have an independent audit function:

(a) whether the firm is operating in a higher risk sector as indicated by the NRA;

(b) the risk profile of its customer base, including that of any specified businesses which it
manages or administers;

(c) the size of the firm, and
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(d) any other significant factors which would affect ML, TF and PF risk, including, but not
limited to:
i. an acquisition and integration of another specified business or book of business; or
ii. significant or recurring breaches identified during previous audits, through its
compliance monitoring programme or by the Commission.

26.  Where a firm is of a large size, and/or the inherent ML, TF and PF risks presented by the types
of products and services it offers, its delivery channels, the types of customers it has and/or their
geographic connections are of a higher risk, the firm should have a distinct and separate
independent audit function. When assessingt he f i rm’ s si ze considerat.i
number of customers and the value of the assets under management.

27.  Within all sectors there can be higher risk firms arising from the size and/or nature of the
customer base. Firms should consider these risks on both an individual and combined basis and
not ¢ oncl urdkisolely bnéts sikeiorrating @tributed to their sector in the NRA.

2. An audit may c oV epolicia,brbcedures andr@trols. It mafy ocaur arfnialty m’ s

or less frequently, for example every three years. Anaudi t° s frequency and sc
whether audits are full, themed or targeted, the size and nature of the firm and its risk profile.

Other factors will also be relevant for determining the frequency and scope of the audit, including

whet her the firm's compliance monitoring pr o
breaches for which it would be prudent for an independent function to examine and evaluate

remediation, or where the firm has acquired another specified business or significant book of

business where an independent audit could confirm if it has been fully and properly integrated

into the firm s business.

29.  Where a firm does not have an independent audit function, whether internal or group, or where
it has contracted no external party to undertake such an audit within the preceding three years,
the board of the firm must consider on an annual basis whether it would be appropriate to
commission an independent audit to examine and evaluate its policies, procedures and controls
and, where the board considers it not to be appropriate, document the reasons for its decision.
Such a decision should not be made solely on the basis that the size of the firm is too small.

30. A specified business which relies on the policies, procedures and controls of a specified business
which is managing or administering it is required to take sufficient measures to meet these
requirements. This may be met by relying on the independent audit function of its manager or
administrator.

2.4.2. Compliance Monitoring Programme ( “ CMP 7 )

31. In accordance with Paragraph 15(1)(c) of Schedule 3, the firm shall establish and maintain an
effective policy, for which responsibility shall be taken by the board, for the review of its
compliance with the requirements of Schedule 3 and this Handbook, and such policy shall include
provision as to the extent and frequency of such reviews.

3. The firm s policy for reviewing its complianc
with the requirements of Schedule 3 and the rules in the Handbooki . e . est alCMP.sh t he
Additionally the policy should set, where appropriate based upon ML, TF and PF risks and the
firm s size, whet her i t fusctioo to ¢xanindaadwwvaluataits | nd e p e
AML/CFT/CPF controls.

33. The board must consider the appropriateness and effectiveness of its compliance arrangements
and its policy for the review of compliance at a minimum annually, or whenever material changes
to the business of the firm or the requirements of Schedule 3 or this Handbook occur. Where, as
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a result of its review, changes to the compliance arrangements or review policy are required, the
board must ensure that the firm makes those changes in a timely manner.

34.

As part of its compliance arrangements, the firm is responsible for appointing an MLCO who is
responsible for monitoringt he fi rm’” s compl i ance with i
forestall, prevent and detect ML, TF and PF. This Section should therefore be read in conjunction
with Section 2.8.1. of this Handbook which sets out the roles and responsibilities of the MLCO.

35.

In addition to appointing an MLCO, the board must ensure that the policy for the review of
compliance takes into account the size, nature and complexity of the business of the firm,
including the risks identified in the business risk assessments. The policy must include a
requirement for sample testing of the effectiveness and adequacy of the f i r policgs,
procedures and controls.

36.

37.

The sample testingof t he effectiveness and adequacy

controls detailed above is often referred to as a CMP.

The board should take a risk-based approach when defining its compliance review policy and
ensure that those areas deemed to pose the greatest risk to the firm are reviewed more frequently.
In this respect the policy should review the appropriateness, effectiveness and adequacy of the
policies, procedures and controls established in accordance with the requirements of Schedule 3
and this Handbook. This includes, but is not limited to:

(a)  the application of CDD measures, including ECDD, SCDD and enhanced measures;

(b) the Management Information ( “ M teceiyed by the board, including information on any
branch offices and subsidiaries;

(c) the management and testing of third parties upon which reliance is placed for the
application of CDD measures, for example, via an introducer relationship or under an
outsourcing arrangement;

(d) the ongoing competence and effectiveness of the MLRO,;

(e) the handling of internal disclosures to the MLRO and external disclosures and any
production orders or requests for information to or from the FIU;

(f)  the management of sanctions risks and the handling of sanctions notices;

(g) the provision of AML, CFT and CPF training, including an assessment of the methods
used and the effectiveness of the training received by employees; and

(h)  the policies, procedures and controls surrounding bribery and corruption, including both
the employees and customers of the firm, for example, gifts and hospitality policies and
registers.

38.

In accordance with Paragraph 15(1)(d) of Schedule 3, the firm shall ensure that a review of its
compliance with Schedule 3 and this Handbook is discussed and minuted at a meeting of the
board at appropriate intervals, and in considering what is appropriate, the firm shall have regard
to the risk taking into account —

(a) the size, nature and complexity of the firm,
(b) its customers, products and services, and
(c)  the ways in which it provides those products and services.

39. The board may delegate some or all of its duties but must retain responsibility for the review of
overall compliance with the AML, CFT and CPF requirements of Schedule 3, this Handbook and
the Relevant Enactments.

40. Where the firm identifies any deficiencies as a result of its compliance review policy, it must

take appropriate action to remediate those deficiencies as soon as practicable and give
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consideration to the requirements of Commission Rule 2.63 where the deficiencies identified are
considered to be serious or material.

41.

2.5.

42.

43.

44,

45.

Where the firm is managed or administered by another specified business, the responsibility for
the firm and its compliance with Schedule 3, this Handbook and the Relevant Enactments is
retained by the board of the managed or administered firm and not transferred to its manager or
administrator.

Outsourcing

Where the firm outsources a function to a third party (either within the Bailiwick or overseas, or
within its group or externally) the board remains ultimately responsible for the activities
undertaken on its behalf and for compliance with the requirements of Schedule 3, this Handbook
and the Relevant Enactments. The firm cannot contract out of its statutory and regulatory
responsibilities to prevent and detect ML, TF and PF.

ThisSecti on should be read as referring to
compliance with its obligations under Schedule 3, this Handbook and the Relevant Enactments,

forexample,t he appoi nt ment of MACObriMLROgr the as¢ of aythirda s

party to gather the requisite identification datat o r t hcestorbers andwthe key principals.
Where the firm is considering the outsourcing of functions to a third party, it should:

(a) review the Commissi 0 rgdidsnce notes on outsourcing;

(b)  consider implementing a terms of reference or agreement describing the provisions of the
arrangement;

(c)  ensure that the roles, responsibilities and respective duties of the firm and the outsourced
service provider are clearly defined and documented;

(d) ensure that the board, the MLRO, the MLCO, other third parties and all employees
understand the roles, responsibilities and respective duties of each party; and

(e)  ensure that it has appropriate oversight of the work undertaken by the outsourced service
provider.

Below are linkstot h e C o0 mnguidanseing@er on the outsourcing of functions. While the
documents are applicable only to those firms licensed under the Protection of Investors
(Bailiwick of Guernsey) Law, 2020 ( the POI Law” ,)the Banking Supervision (Bailiwick of
Guernsey) Law, 2020 ( the Banking Law” jnd the Insurance Business (Bailiwick of Guernsey)
Law, 2thy OB2Law( ‘respectively, the principles contained within are relevant across
industry and provide a useful reference when considering an outsourcing arrangement:

https://www.gfsc.gg/sites/default/files/202 1 -
10/Guidance%20Note%200n%20the%200utsourcing%200f%20Functions%20by%20En
tities%20Licensed%20Under%20The%20Protection%200f%20Investors%620%28Bailiwi
ck%200/%20Guernsey%629%20Law%2C%202020.pdf
https://www.gfsc.ga/sites/default/files/Outsourcing-Risk-Guidance-Note-for-Banks.pdf
https://www.gfsc.ga/sites/default/files/20180711%20-%200utsourcing%20Guidance.pdf

46.

Prior to a decision being made to establish an outsourcing arrangement, the firm must make an
assessment of the risk of any potential exposure to ML, TF and PF and must maintain a record
of that assessment as part of its business risk assessments.

47.

The firm should monitor the risks identified by its assessment of an outsourcing arrangement and
review this assessment on an on-going basis in accordance with its business risk assessment
obligations.
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48.

49.

The firm should ensure, at the commencement of an outsourcing arrangement and on an ongoing
basis, that:

(a)  the outsourced service provider:

(i)  has the appropriate knowledge, skill and experience;

(il))  1is cognisant of the applicable AML, CFT and CPF requirements;

(i)  is sufficiently resourced to perform the required activities;

(iv) has in place satisfactory policies, procedures and controls which are, and continue
to be, applied to an equivalent standard and which are kept up to date to reflect
changes in regulatory requirements and emerging ML, TF and PF risks; and

(v) is screened and subject to appropriate due diligence to ensure the probity of the
outsourced service provider;

(b)  the work undertaken by the outsourced service provider is monitored to ensure it complies
with the requirements of Schedule 3, this Handbook and the Relevant Enactments;

(c) any reports or progress summaries provided to the firm by the outsourced service provider
contain meaningful, accurate and complete information about the activities undertaken,
progress of work and areas of non-compliance identified; and

(d)  the reports received from the outsourced service provider explain in sufficient detail the
materials reviewed and other sources investigated in arriving at its conclusions so as to
allow the firm to understand how findings and conclusions were reached and to test or
verify such findings and conclusions.

The fact that the firm has relied upon an outsourced service provider or the report of an
outsourced service provider will not be considered a mitigating factor where the firm has failed
to comply with a requirement of Schedule 3, this Handbook or the Relevant Enactments. The
board should therefore ensure the veracity of any reports provided by an outsourced service
provider, for example, by spot-checking aspects of such reports.

50.

The firm must ensure that the outsourced service provider has in place procedures which include
a provision that knowledge, suspicion, or reasonable grounds for knowledge or suspicion, of ML,
TF and/or PF activityi h connecti on wit h t hwilbexepdrtel byuhe
outsourced service provider to the MLRO of the outsourcing firm (subject to any tipping off
provisions to which the outsourced service provider is subject) in a timely manner.

51.

An exception to Commission Rule 2.50 would be where the outsourced service provider forms a
suspicion that the outsourcing firm is complicit in ML, TF and/or PF activity. In such cases the
outsourced service provider, where it is a specified business, must disclose its suspicion to the
FIU in accordance with Chapter 13 of this Handbook and advise the Commission of its actions.

52.

2.6.

Where the firm chooses to outsource or subcontract work to an unregulated entity, it should bear
in mind that it remains subject to the obligation to maintain appropriate policies, procedures and
controls to prevent ML, TF and PF. In this context, the firm should consider whether such
subcontracting increases the risk that it will be involved in, or used for, ML, TF and/or PF, in
which case appropriate and effective controls to address that risk should be implemented.

Foreign Branches and Subsidiaries

53.

In accordance with Paragraph 15(1)(e) of Schedule 3, the firm shall ensure that any of its branch
offices and, where it is a body corporate, any body corporate of which it is the majority
shareholder or control of which it otherwise exercises, which, in either case, is a specified
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business in any country or territory outside the Bailiwick ( col | ecti vel vy,
complies there with:

(1)  the requirements of Schedule 3 and this Handbook, and
(1) any requirements under the law applicable in that country or territory which are consistent
with the FATF Recommendations,

provided that, where requirements under (i) or (ii) above differ, the firm shall ensure that the
requirement which provides the highest standard of compliance, by reference to the FATF
Recommendations, is complied with.

54.

In determining whether the firm exercises control over another entity, examples could include
one or more of the following:

(a)  where the firm determines appointments to the board or senior management of that entity;
(b)  where the firm determines that entity’ s b u s i n esSkappaire ghddr o r
(c)  where the firm is involved in the day-to-day management of that entity.

55.

In addition to the entities covered by Paragraph 2.53 above, in accordance with Paragraphs
15(1)(g) and 16A of Schedule 3, where the firm is an F'SB, it shall ensure that the conduct of any
agent that it uses is subject to requirements to forestall, prevent and detect ML, TF and PF that
are consistent with those in the FATF Recommendations in respect of such an agent.

56.

The AML, CFT and CPF programmes should incorporate the measures required under Schedule
3, should be appropriate to the business of its subsidiaries and should be implemented effectively
at the level of those entities.

57.

In accordance with Paragraphs 15(1)(f) and 16A of Schedule 3, the firm shall ensure that it and
its subsidiaries effectively implement policies, procedures and controls in respect of the sharing
of information (including but not limited to customer, account and transaction information)
between themselves for the purposes of:

(a) carrying out CDD:

(b) sharing suspicions relating to ML, TF and PF that have been formed and reported to the
FIU (unless the FIU has instructed that they should not be so shared), and

(c) otherwise forestalling, preventing and detecting ML, TF and PF,

whilst ensuring that such policies, procedures and controls protect the confidentiality of such
information.

S8.

The policies, procedures and controls referenced above should ensure that adequate safeguards
on the confidentiality and use of information exchanged between the firm and its subsidiaries are
in place and that such sharing and use is subject to the provisions of the data protection legislation
of the jurisdictions within which its subsidiaries are located.

59.

In accordance with Paragraph 15(2) of Schedule 3, the obligations in Paragraphs 2.53 and 2.57
above apply to the extent that the law of the relevant country or territory allows and if the law of
the country or territory does not so allow in relation to any requirement of Schedule 3, the firm
shall notify the Commission accordingly.

60.

In addition to advising the Commission, the firm should also ensure that appropriate controls are
implemented to mitigate any risks arising related to the specific areas where compliance with
appropriate AML, CFT and CPF measures cannot be met.
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61.

The firm must be aware that the inability to observe appropriate AML, CFT and CPF measures
is particularly likely to occur in countries or territories which do not, or insufficiently apply, the
FATF Recommendations. In such circumstances the firm must take appropriate steps to
effectively deal with the specific ML, TF and PF risks associated with conducting business in
such a country or territory.

62. Where the firm is a money service provider registered with the Commission in accordance with
Schedule 4 to the Law, it must apply the requirements of this section where it uses agents to
provide services on behalf of the firm, whether by contract or under the direction of the firm. It
must also include these agents in its AML/CFT/CPF programmes and monitor them for
compliance with these programmes.

2.7. Liaison with the Commission

63. The board of the firm must ensure that the Commission is notified of any material failure to
comply with the provisions of Schedule 3, this Handbook or the Relevant Enactments, or of any
serious breaches of the policies, procedures or controls of the firm.

64. The following are examples of the types of scenarios in which the Commission would expect to
be notified. This list is not definitive and there may be other scenarios where the Commission
would reasonably expect to be notified:

(a) the firm identifies, either through its compliance monitoring arrangements or by other
means (for example, a management letter from an auditor), areas of material non-
compliance where remediation work is required,

(b)  the firm receives a report, whether orally or in writing, from an external party engaged to
review its compliance arrangements, identifying areas of material non-compliance where
remediation work is recommended;

(c)  the firm receives a report from a whistle-blower and an initial or provisional investigation
reveals some substance to the concerns raised;

(d) the firm is aware that an aspect of material non-compliance may have occurred across more
than one member of its corporate group, including the firm (or the parent of the firm where
it is a branch office), whichmay have a bearing on the
CFTandCPF obl i gations and/ or the effect;i

(e) the firm discovers that the party to whom it has outsourced functions critical to compliance
with Schedule 3, this Handbook or the Relevant Enactments has failed to apply one or more
of the requirements of Schedule 3, this Handbook or the Relevant Enactments and
remediation work is required;

(f) any aspect of material non-compliance identified involving a business relationship or
occasional transaction with a relevant connection to a country listed in Appendix H to this
Handbook and those covered by sanctions legislation applicable in the Bailiwick,
regardless of the values involved; or

(g) any breach of the requirements placed upon the firm by t h e B a isdndtiond
framework, regardless of the number of business relationships/occasional transactions or
values involved.

65. In addition to the above, the Commission would expect to be notified where the firm identifies a
breakdown of administrative or control procedures (for example, a failure of a computer system)
or any other event arising which is likely to result in a failure to comply with the provisions of
Schedule 3, this Handbook and/or the Relevant Enactments.

66. The Commission recognises that from time to time the firm may identify instances of non-

compliance as part of its ongoing monitoring or relationship risk assessment review programmes.
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67.

68.

69.

2.8.

2.8.1.

Provided that a matter meets the following criteria then notification to the Commission is not
required:

(a) itisisolated in nature;

(b) itis readily resolvable within a short period of time;
(c) it does not pose a significant risk to the firm; and
(d) it does not compromise the accuracy of:

(i)  the CDD information held for the customer, beneficial owner or other key principal,;

(i) t he funderstandiigz of the beneficial ownership of the customer; and

(Gi) the firm’ s uthecaposs tnd imtehded ativity bf the business
relationship.

Notwithstanding that notification to the Commission is not required in the above circumstances,
the firm should document its assessment of a matter and its conclusions as to why it is not
considered to be material. The Commission reserves the right to enquire about such instances of
non-compliance during on-site visits, thematic reviews and other engagements with the firm.

Where the firm has determined that a matter warrants notification to the Commission, the
Commission would expect to receive early notice, even where the full extent of the matter is yet
to be confirmed or the manner of remediation decided.

While not an exhaustive list, the following are examples of what the Commission considers to
constitute poor practice in relation to a failure to notify it under Commission Rule 2.63:

(a) the firm lacks the resources to immediately address the non-compliance or seeks to
undertake the necessary remediation work before notifying the Commission;

(b) the firm has found no evidence that an actual financial crime has occurred as a result of
the non-compliance; or

(c) having identified a widespread weakness within its controls, the board decides to delay
advising the Commission while it undertakes a full audit to assess the extent of the issue.

Key Persons

Money Laundering Compliance Officer

70.

In accordance with Paragraph 15(1)(a) of Schedule 3, the firm shall, if it comprises more than
one individual, appoint a person of at least manager level as the Money Laundering Compliance
Of f i ME@O” )end provide the name, title and email address of that person to the
Commission as soon as is reasonably practicable and, in any event, within fourteen days starting
from the date of that person’s appointm

71.

Notifications made in accordance with Schedule 3 should be submitted viat he CommQ s si on

Portal:

https://online.gfsc.gg

72.

The MLCO appointed by the firm must:

(a) be anatural person;

(b) be of at least manager level;

(c)  have the appropriate knowledge, skill and experience to fulfil a compliance role within the
firm;
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(d) be employed by the firm or an entity within the same group as the firm (in the case of
managed or administered businesses it is acceptable for an employee of the manager or
administrator of the firm to be appointed as the MLCO); and

(¢) be resident in the British Islands.

73.

The firm must ensure that the MLCO:

(a) has timely and unrestricted access to the records of the firm;

(b) has sufficient resources to perform his or her duties;

(c) hasthefullco-oper ati on of the firm s staff;

(d) s fully aware of his or her obligations and those of the firm; and

(e) reports directly to, and has regular contact with, the board so as to enable the board to
satisfy itself that all statutory obligations and provisions in Schedule 3, this Handbook and
the Relevant Enactments are being met and that the firm is taking sufficiently robust
measures to protect itself against the potential risk of being used for ML, TF or PF.

74.

As defined in Paragraphs 21(1) and 16A of Schedule 3, the MLCO appointed by the firm shall
monitor compliance with policies, procedures and controls to forestall, prevent and detect ML,
TF and PF.

75.

76.

In accordance with Section 2.3. above, the boardi s r esponsi bl e for the
Schedule 3 and this Handbook, including establishing appropriate and effective policies,
procedures and controls to forestall, prevent and detect ML, TF and PF. By contrast, the MLCO' s
roleistomonitort he f i r m’ s ¢ politjed, proceduresand awritrdlstand petiodically
report thereon to the board. In this respect the functions of the MLCO include:
(a) overseeing the monitoring and testing of AML, CFT and CPF policies, procedures,
controls and systems in place to assess their appropriateness and effectiveness;
(b) investigating any matters of concernornon-c o mp |l i ance ari sing from
review policy;
(c) establishing appropriate controls to mitigate any risks arisingf r om t he fi rm’ s
review policy and to remediate issues where necessary and appropriate in a timely manner;
(d) reporting periodically to the board on compliance matters, including the results of the
testing undertaken and any issues that need to be brought to the b 0 a rattedtien; and
(e) acting as a point of contact with the Commission and to respond promptly to any requests
for information made.
While it is not anticipated that the MLCO will personally conduct all monitoring and testing, the
expectation is that the MLCO will have oversight of any monitoring and testing being conducted
by the firm, for example, by a compliance team or an outsourcing oversight team, in accordance
with the firm s compliance review policy.

71.

The circumstances of the firm may be such that, due to the small number of employees, the
MLCOhol ds additional functions or is re
Where this is the case, the firm must ensure that any conflicts of interest between the MLCO role
and any other functions held are identified, documented and appropriately managed.

78.

For the avoidance of doubt, the same individual can be appointed to the positions of Money
Laundering Reporting Of f i cMLRO” Yald MLCO, provided the firm considers this
appropriate having regard to the respective demands of the two roles and whether the individual
has sufficient time and resources to fulfil both roles effectively.
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2.8.2.  Money Laundering Reporting Officer

79. In accordance with Paragraph 12(1)(a) of Schedule 3, the firm shall appoint a person of at least
manager level as the MLRO, provide the name, title and email address of that person to the
Commission as soon as is reasonably practicable and, in any event, within fourteen days starting
from the date of tahdansureh® 4ll snployéesare avprgobdthe naindn
of that person.

80. In addition to notifying the Commission, in accordance with Paragraph 12(1)(d) of Schedule 3,
the firm shall provide the name, title and email address of the MLRO to the FIU as soon as is
reasonably practicable and, in any event, within fourteen days starting from the date of that
person’s appointment .

81. Notifications made in accordance with Schedule 3 should be submitted viat he CommQssi on’'
Portal:

https://online.gfsc.gg

82. The MLRO appointed by the firm must:

(a) be anatural person;

(b) be of at least manager level;

(c) have the appropriate knowledge, skill and experience;

(d) be employed by the firm or an entity within the same group as the firm (in the case of a
managed or administered business it is acceptable for an employee of the manager or
administrator to be appointed as the MLRO); and

(e) be resident in the Bailiwick.

83. The firm must ensure that the MLRO:

(a) is the main point of contact with the F/U in the handling of disclosures;

(b) has unrestricted access to the CDD information 0 f  t h ecustbniers, mc¢ludling the
beneficial owners thereof;

(c) has sufficient resources to perform his or her duties;

(d) is available on a day-to-day basis;

(e) receives full co-operation from all staff;

(f)  reports directly to, and has regular contact with, the board or equivalent of the firm; and

(g) 1is fully aware of both his or her personal obligations and those of the firm under Schedule
3, this Handbook and the Relevant Enactments.

84. The firm must provide the MLRO with the authority to act independently in carrying out his or
her responsibilities under Part 1 of the Disclosure Law or Section 12, 15 or 15A of the Terrorism
Law. The MLRO must be free to have direct access to the F/U in order that any suspicious activity
may be reported as soon as possible. The MLRO must also be free to liaise with the F/U on any
question of whether to proceed with a transaction in the circumstances.

2.8.3.  Nominated Officer

85. In accordance with Paragraph 12(1)(b) (where the firm is an FSB) or 12(1)(c) (where the firm is
a PB) of Schedule 3, the firm shall, if it comprises more than one individual, nominate a person
to —

(a) receive disclosures, under Part [ of the Disclosure Law and Section 12 or Section 15 of the
Terrorism Law (__aNoniinated Officer” )in,the absence of the MLRO, and
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(b) otherwise carry out the functions of the MLRO in that officer’s absence,

and ensure that all employees are aware of the name of that Nominated Officer.

86.

In accordance with Paragraph 12(1)(d) of Schedule 3, the firm shall provide the name, title and
email address of any person nominated under Paragraphs 12(1)(b) or 12(1)(c) as set out above
to the FIU as soon as is reasonably practicable and, in any event, within fourteen days starting
from the date of that person’s appointm

87.

The Nominated Officer must:

(a) Dbe anatural person; and
(b) have the appropriate knowledge, skill and experience.

88.

There is no obligation to advise the Commission of the name, title or email address of the
Nominated Olfficer except for those firms licensed under the Banking Law. However, where the
Nominated Officer is acting in place of the MLRO to cover an extended period of absence (for
example, maternity leave, sabbatical or long-term sick leave) the firm should consider appointing
the Nominated Olfficer as the MLRO on a temporary basis. Where this occurs the Commission
should be notified in accordance with Section 2.8.2. above.

9.

The firm must communicate the name of the Nominated Olfficer to all employees of the firm and
ensure that all employees of the firm are aware of the natural person(s) to whom internal
disclosures are to be made in the absence of the MLRO.

90.

For the avoidance of doubt, in accordance with Paragraphs 12(1)(b)-(c) of Schedule 3, the
requirements of this section do not apply where the firm comprises one individual, for example,
a personal fiduciary licence holder and or a natural person registered as a PB and acting alone.
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3.1.

Introduction

This Chapter is designed to assist the firm in taking a risk-based approach to the prevention of its
products and services being used for the purposes of ML, TF and PF and is broken down into
three main sections:

(a) Risk-Based Approach - which provides a high-level overview of the risk-based approach;

(b) Business Risk Assessments - which details the relevant requirements of Schedule 3,
together with the Commission Rules and guidance, in respect of the firm undertaking ML,
TF and PF business risk assessments and determining its risk appetite; and

(c) Relationship Risk Assessments - which sets out the relevant obligations of Schedule 3,
together with the Commission Rules and guidance, for the conducting of risk assessments
of new and existing business relationships and occasional transactions.

Risk-Based Approach

3.2

2.

Definition, Purpose and Benefits

A risk-based approach towards the prevention and detection of ML, TF and PF aims to support
the development of preventative and mitigating measures that are commensurate with the ML,
TF and PF risks identified by the firm and to deal with those risks in the most cost-effective and
proportionate way. The PF risks to a firm relate solely to the breach of targeted financial
sanctions that are imposed under any international sanctions measure that has been implemented
in the Bailiwick and relate to the proliferation of weapons of mass destruction and its financing,
and for the avoidance of doubt, the breach of targeted financial sanctions includes their non-
implementation, circumvention or evasion. At a minimum, firms must assess their risk of
breaching targeted financial sanctions implemented in the Bailiwick in order to comply with
Schedule 3 and the Handbook, but depending on the nature, scale and complexity of their
business, firms may wish to undertake a wider risk assessment of proliferation financing in line
with the PF guidance issued by the States of Guernsey.

Paragraphs 2 and 16A of Schedule 3 provides a general duty for the firm to understand, assess
and mitigate risks. In this respect the firm shall:

(@) Understand its ML, TF and PF risks; and
(b) have in place effective policies, procedures and controls to:

(i) identify,

(i1)  assess,

(iii)) mitigate,

(iv) manage, and

(v)  review and monitor,

those 7isks in a way that is consistent with the requirements of Schedule 3, the Relevant
Enactments, the requirements of this Handbook and the NRA.

A risk-based approach prescribes the following procedural steps to manage the ML, TF and PF
risks faced by the firm:

(a)  identifying the specific threats posed to the firm by ML, TF and PF and those areas of the
f i r bwsings with the greatest vulnerability;

(b)  assessing the likelihood of those threats occurring and the potential impact of them on the
firm;
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10.

11.

12.

(c) mitigating the likelihood of occurrence of identified threats and the potential for damage
to be caused, primarily through the application of appropriate and effective policies,
procedures and controls;

(d) managing the residual risks arising from the threats and vulnerabilities that the firm has
been unable to mitigate; and

(e) reviewing and monitoring those risks to identify whether there have been any changes in
the threats posed to the firm which necessitate changes to its policies, procedures and
controls.

In applying a risk-based approach and taking the steps detailed above, it is crucial that, regardless
of the specific considerations and actions of the firm, clear documentation is prepared and
retained to ensure that the hoard and senior management can demonstrate their compliance with
the requirements of Schedule 3 and the Commission Rules in this Handbook.

A risk-based approach starts with the identification and assessment of the risk that has to be
managed. In the context of Schedule 3 and this Handbook, a risk-based approach requires the
firm to assess the risks of how it might be involved in ML, TF and PF, taking into account its
customers (and the beneficial owners of customers), countries and geographic areas, the products,
services and transactions it offers or undertakes, and the delivery channels by which it provides
those products, services and/or transactions.

In determining how the risk-based approach should be implemented, the firm should analyse and
seek to understand how the identified ML, TF and PF risks affect its business. This determination
should take into account a range of information, including (amongst others) the type and extent
of the risks that the firm is willing to accept in order to achieve its strategic objectives (its “risk
appetite” )its AML, CFT and CPF experience andthe Ba i | i MRM.c k' s

Through the business risk assessments and determination of a risk appetite, the firm can establish
the basis for a risk-sensitive approach to managing and mitigating ML, TF and PF risks. It should
be noted, however, that a risk-based approach does not exempt the firm from the requirement to
apply enhanced measures where it has identified higher risk factors as detailed in Chapter 8 of
this Handbook.

Schedule 3 and this Handbook do not prohibit the offering of any products or services or the
acceptance of any customer, unless it is known, or there are reasonable grounds to suspect, that
the customer, or the beneficial owner thereof, is undertaking or associated with ML, TF or PF.
The risk-based approach, as defined in Schedule 3 and this Handbook, instead requires that the
risks posed by customers (and the beneficial owners of customers), countries and geographic
areas, products, services, transactions and delivery channels are identified, assessed, managed
and mitigated and that evidence of such is documented and reviewed on an on-going basis.

By adopting a risk-based approach the firm should ensure that measures to prevent or mitigate
ML, TF and PF are commensurate with the risks identified. In this respect, the business risk
assessments will also serve to enable the firm to make decisions on how to allocate its resources
in the most efficient and effective way and to determine its appetite and tolerance for risk.

No system of checks will detect and prevent all ML, TF and PF. A risk-based approach will,
however, serve to balance the cost burden placed upon the firm and its customers with a realistic
assessment of the threat of the firm being used in connection with ML, TF and/or PF. It focuses
the effort where it is needed and has most impact.

The benefits of a risk-based approach include:

(a) recognising that the ML, TF and PF threats to the firm vary across its customers,

countries/geographic areas, products/services and delivery channels;
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13.

3.3.

14.

15.

(b)  providing for the board to apply its own approach to the policies, procedures and controls
of the firm in particular circumstances, enabling the board to differentiate between its
customers in a way that matches the risk to its particular business;

(c)  helping to produce a more cost-effective system of risk management;

(d) promoting the prioritisation of effort and activity by reference to the likelihood of ML, TF
and/or PF occurring;

(e) reflecting experience and proportionality through the tailoring of effort and activity to risk;

(f)  enabling the application of the requirements of Schedule 3 and this Handbook sensibly and
in consideration of all relevant risk factors; and

(g) allowing for the consideration of the accumulation of identified risks and the determination
of the level of overall risk, together with the appropriate level of mitigation to be applied.

It is important to acknowledge that various sectors and types of business, whether in terms of
products/services, delivery channels or types of customers, can differ materially. An approach to
preventing ML, TF and PF that is appropriate in one sector may be inappropriate in another.
Appendix D to this Handbook provides guidance on sector-specific risk factors to assist the firm
in the development of its 7isk management framework.

Identification and Mitigation of Risks

Risk can be seen as a function of three factors and a risk assessment involves making judgements
about all three of the following elements:

(a) threat —a person or group of persons, an object or an activity with the potential to cause
harm,;

(b)  vulnerability — an opportunity that can be exploited by the threat or that may support or
facilitate its activities; and

(c) consequence — the impact or harm that ML, TF and PF may cause.

Having identified where it is vulnerable and the threats that it faces, the firm should take
appropriate steps to mitigate the opportunity for those risks to materialise. This will involve
determining the necessary controls or procedures that need to be in place in order to reduce the
risks identified. The documented risk assessments that are required to be undertaken by Schedule
3 will assist the firm in developing its risk-based approach.

16.

In accordance with Paragraph 3(7) of Schedule 3, the firm shall have regard to:

(a) any relevant Commission Rules and guidance in this Handbook,
(b) any relevant notice or instruction issued by the Commission under the Law, and
(c) the NRA,

in determining what constitutes high or low risk, what its risk appetite is, and what constitute
appropriate measures to manage and mitigate risks.

17.

In addition to those noted above, information on ML, TF and PF risk factors could come from a
variety of other sources, whether these are accessed individually or through commercially
available tools or databases that pool information from several sources. The sources could
include:

(a) national and supranational risk assessments, such as those published by the UK, the EU
and other countries or territories similar to the Bailiwick;

(b) information published by law enforcement agencies (for example, the FIU) such as threat
reports, alerts and typologies;

(¢) information published by the Commission, such as thematic reports, warnings and the
reasoning set out in enforcement actions taken by it;
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(d) information on the purpose and rationale of UN, UK and other sanctions regimes;

fe)(a) Guidance on ML, TF and PF published by the States of Guernsey Policy and Resources
Committee;

H(b) information from international standard-setting bodies, including the FATF, such as
guidance papers and reports on specific threats or risks, as well as mutual evaluation
reports when considering the risks associated with a particular country or geographic area;

{=)(c) information provided by industry bodies, such as typologies and emerging risks;

f)(d) information published by non-governmental organisations (for example, Global Witness
or Transparency International); and

{H(e) information published by credible and reliable commercial sources, (for example, risk and
intelligence reports) or open sources (for example, reputable newspapers).

18.  Retaining documentation on the results of t h e  frisk asgessngent framework will assist the
firm to demonstrate how it:

(a) identifies and assesses the risks of being used for ML, TF and PF;

(b) agrees and implements appropriate and effective policies, procedures and controls to
manage and mitigate ML, TF and PF risk;

(c) monitors and improves the effectiveness of its policies, procedures and controls; and

(d) ensures accountability of the board in respect of the operation of its policies, procedures
and controls.

34. Accumulation of Risk

19. In addition to the individual consideration of each risk factor, the firm must also consider all
such factors holistically to establish whether their concurrent or cumulative effect might increase
or decr ease tisheeposiird andnhe dynandicvthet thia dould have on the controls
implemented by the firm to mitigate risk.

20.  Such an approach is relevant not only to the firm in its consideration of the risks posed to its
business as a whole as part of undertaking its business risk assessments, but also in the
consideration of the risk that individual business relationships or occasional transactions pose.

21.  There are also other operational factors which may increase the overall level of risk. These factors
should be considered in conjunction witht h e  fML, rTFdnds PF risks. Examples of such
factors could be the outsourcing of AML, CFT and CPF controls or other regulatory requirements
to an external third party or another member of the same group as the firm; or the use of on-line
or web-based services and cyber-crime risks which may be associated with those service
offerings.

34.1.  Weighing Risk Factors

22.  In considering the risk of a business relationship or occasional transaction holistically, the firm
may decide to weigh risk factors differently depending on their relative importance.

23.  When weighing risk factors, the firm should make an informed judgement about the relevance of
different risk factors in the context of a business relationship or occasional transaction. This will
likely result in the firm allocating varying* s cor es’ t o dedxainfleetlicrmimayf act or
decide thatac u s t operemal’ligks to a country, territory or geographic area associated with
higher ML, TF and/or PF risk is less relevant in light of the features of the product they seek.

24.  Ultimately, the weight given to each risk factor is likely to vary from product to product and

customer to customer (or category of customer). When weighing risk factors, the firm should
ensure that:
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(a)  the risk rating is not unduly influenced by just one risk factor;

(b)  economic or profit considerations do not influence the risk rating;

(c) the weight assigned does not lead to a situation where it is impossible for any business
relationship or occasional transaction to be classified as a high risk relationship;

(d)  the provisions of Paragraph 5(1) of Schedule 3 setting out the situations which will always
present a high risk (for example, the involvement of foreign PEPs or correspondent
banking relationships) cannot be over-ruled; and

(e) itisableto override any automatically generated risk scores where necessary. The rationale
for the decision to override such scores should be documented appropriately.

25.  Where the firm uses automated IT systems to allocate overall risk scores to business relationships
or occasional transactions and does not develop these in house but purchases them from an
external provider, it should understand how the system works and how it combines risk factors
to achieve an overall risk score. The firm should be able to satisfy itself that the scores allocated
refl ect t he f i MinTFand BFrrigkend isshoaldbe abl@itgdenmoiistrate this.

3.5. Policies, Procedures and Controls

26. In accordance with Paragraph 3(6) of Schedule 3, the firm shall —

(a) have in place policies, procedures and controls approved by its board that are appropriate
and effective, having regard to the assessed risk, to enable it to mitigate and manage:

(i)  risks identified in the business risk assessments, and relationship risk assessments
undertaken under Paragraph 3(4)(a) of Schedule 3; and

(i)  risks relevant, or potentially relevant, to the firm identified in the NRA (which risks
shall be incorporated into the business risk assessments);

(b) regularly review and monitor the implementation of those policies, controls and
procedures and enhance them if such enhancement is necessary or desirable for the
mitigation and management of those risks, and

(c) take additional measures to manage and mitigate higher risks identified in the business
risk assessments and in relationship risk assessments undertaken under Paragraph 3(4)(a)
of Schedule 3.

27. The firm's policies, procedures and cor

of t he f i rtogéther wohphe sisks idéntdfied in its business risk assessments, and
must be sufficiently detailed to allow the firm to demonstrate how the conclusion of each
relationship risk assessment has been reached.

Business Risk Assessments

3.6.

28.

29.

Introduction

A key component of a risk-based approach involves the firm identifying areas where its products
and services could be exposed to the risks of ML, TF and PF and taking appropriate steps to
ensure that any identified risks are managed and mitigated through the establishment of
appropriate and effective policies, procedures and controls.

The business risk assessments are designed to assist the firm in making such an assessment and
provide a method by which the firm can identify the extent to which its business and its products
and services are exposed to ML, TF and PF. Good quality business risk assessments are therefore

vital for ensuring that the firm s policies,

appropriately.
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30.

The board mu st ens ur e bisikes tisk dssbssenentk, togethet veith details of the
f i r W8k appetite, are communicated to all relevant employees.

31.

3.7.

I n communi c alusingssyiskushe®mertsiand fixk appetite, the firm should ensure
that relevant employees understand the implications of these on the day-to-day functions of
relevant employees and their effect on the strategic objectives of the firm, in particular those
relevant employees with customer-facing or business development roles.

Content and Structure

32.

In accordance with Paragraphs 3(1)(a) and 16A of Schedule 3, the firm shall carry out and
document a suitable and sufficient ML business risk assessment, a suitable and sufficient 7F
business risk assessment and a suitable and sufficient PF business risk assessment, which are
specific to the firm.

33.

In carrying out the business risk assessments in accordance with Paragraphs 3(1) and 16A of
Schedule 3, the firm must ensure that the assessments of the risks of ML, TF and PF are distinct
from one another, clearly addressing the different threats posed by each risk and should reflect
that appropriate steps have been taken in order to identify and assess the specific risks posed to
the firm.

34.

The format of the business risk assessments is a matter to be decided by the firm. However,
regardless of the format used, it is important that the business risk assessments are documented
in accordance with Paragraph 3(1)(a) of Schedule 3 in order to provide clear evidence to
demonstrate the basis upon which they have been conducted. Notwithstanding the requirement
for the ML, TF and PF business risk assessments to be distinct, there is nothing to prevent them
being contained within one over-arching document recording, in its entirety, t h e  f i
assessment of ML, TF and PF risk.

35.

In accordance with Paragraphs 3(3) and 16A of Schedule 3, the business risk assessments shall
be appropriate to the nature, size and complexity of the firm, and be in respect of:

(@) customers, and the beneficial owners of customers,

(b)  countries and geographic areas, and

(c) products, services, transactions and delivery channels (as appropriate), and in particular
in respect of the ML, TF or PF risks that may arise in relation to:

(i) the development of new products and new business practices, before such products
are made available and such practices adopted; and

(ii)) the use of new or developing technologies for both new and pre-existing products,
before such technologies are used and adopted,

and the business risk assessments must include (without limitation) consideration of the
implications for, and risks to, the business of the offences specified in the NRA as being the most
likely predicate offences of the Bailiwick being used for money laundering, terrorist financing
or proliferation financing.

36.

The business risk assessments must take account of the findings of the NRAandr e f | e c t
assessment of whether the risks identified in the NRA are relevant, or potentially relevant, to the
firm, and where they are, identify the measures for mitigating those risks. All business risk
assessments must consider the greatest ML, TF and PF risks identified within the NRA, including
the predicate offences most likely to be involved in ML, TF or PF, specifically bribery and
corruption, fraud, and tax evasion.
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37.

38.

The firm should have regard to the ML, TF and PF threats relevant to its sector as articulated in
the latest NRA, assess how those threats are relevant to the products and services it offers, and
assess its vulnerability to ML, TF and PF after taking into account mitigating measures. The
sections of the NRA which discuss the modalities of ML, and TF, and the case studies contained
within, are particularly relevant. The assessment of PF risks should be focused on the breach,
non-implementation, circumvention or evasion of international sanction measures implemented
in the Bailiwick which relate to PF in respect of sub-paragraph 3(3)(a) to (c) of Schedule 3.

Despite there being no TF or PF case studies in the NRA4, some of the countries and patterns of
behaviour involved in the case studies on sanctions and ML case studies will be relevant to
possible TF and PF activity, especially in relation to secondary TF or PF i.e. where the proceeds
of crime are used to fund terrorism or proliferation. Additionally the firm should have regard to
TF and PF typologies issued by the FATF.

FATF TF Guidance
FATF PF Guidance
FATF PF Typology

39.

In accordance with Paragraph 3(2) of Schedule 3, in carrying out its business risk assessments,
the firm shall consider all relevant risk factors before determining:

(a) the level of overall risk to the firm;
(b) t he fiskappaiites and
(c)  the appropriate level and type of mitigation to be applied.

40.

41.

The business risk assessments should contain references as to how the firm manages or mitigates
the risks which it has identified and the policies, procedures and controls which have been
established in this regard.

Industry sectors will have inherent and/or generic risk factors and these should be referenced in
t he fhisitesiisk assessments. Business risk assessments are likely to be deficient if the

riskst o t he firm’ s sMNRAdremat consideredot if te irreledance of thokeh e

risks to its business is not explained in the assessments. Additionally, the firm will also have risk
factors particular to its own business which should be analysed in the business risk assessments.

42.

The firm must not copy the business risk assessmentspr epar ed by anoth
the-s hel '’ 8 whiele pgesdemefn duggested ML, TF and PF risks without the firm
ensuring the assessments have been tailored to its business and the specific risks that it faces.

43.

44,

Such an approach i N ad o pt ithegh ealnf '* oaf sf deedstostim eimt failigg &on
accurately identify the ML, TF and PF risks specific to its business. This in turn can lead to
inadequate or inappropriate policies, procedures and controls that are either ill-suited to the firm

or fail to approprisksately mitigate the fi

In addition to the above, the business risk assessments should not:

(a) bea‘cutand paste’ version of the relevant sections of the Handbook and/or the NRA. This
does not demonstrate that the board has given serious consideration to the vulnerabilities
specific to the products, services and customers of the firm;

(b) be generic assessments which have simply been populated with general information.
Again, this does not demonstrate that the board has given serious consideration to the
vulnerabilities particular to its business;

(c) contain unsubstantiated, highly generalised references to the risks faced by the firm, for

example, a reference to all business being low riskor st at ement s such

t hat our products c¢oul dSuch satememssevduld hoobe f i
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45.

3.8.

acceptable unless they are backed-up with specific information evidencing how this
assessment had been made;

(d copyst at ement s sk froththe N&RA witkout fulsstantiaing why those risks
are relevant (or not relevant) to the firm; or

(e) focus upon isolated risk factors, for example, concentrating solely upon a geographic
location.

There may be occasions where threats span a number of risk categories, for example, there may
be operational risks associated with a piece of customer-facing technology in addition to ML, TF
and PF or other financial crime risks. Where the firm wishes to combine its ML, TF and PF
business risk assessments with assessments of other risks, such as conduct risk or credit risk, the
firm should ensure that the assessments of ML, TF and PF risk are clearly identified.

Risk Appetite

46.

In accordance with Paragraph 3(2) of Schedule 3 the firm shall, having considered all relevant
risk factors, determine its risk appetite as part of carrying out its business risk assessments.

47.

48.

49.

50.

51.

The det er mi n atiskappatite ® fin intpdatant elbnient imcarsying out its business
risk assessments, setting out the amount of ML, TF and PF risk it is prepared to accept in pursuing
its strategic objectives. Having identified the inherent ML, TF and PF risks to its business,
identifying the amount of such risk that it is willing to take on is an integral part of the design
and implementation of appropriate and effective policies, procedures and controls to manage and
mitigate risk.

The boardi s r esponsi bl e rifkappetits tegtteriwithghe dvdnal attifude ofm’ s

the firm to risk taking. The primary goal of the risk appetite is to define the amount of risk that
the firm is willing to accept in the pursuit of its objectives, as well as outlining the boundaries of
its risk taking, beyond which the firm is not prepared to accept risk.

In this respect the f i r m’ s d @sk apparersfourdddnclude a qualitative statement (for
example, detailing those categories of customer or country/territory that the firm deems to pose

too great a risk) as well as quantitative measures to support its risk appetite,i ncl udi ng t he f

tolerance and capacity to take on risk, i.e. the maximum level of risk that it is possible to accept
without exceeding or overstretching its administrative, operational and resourcing constraints.

In determining its risk appetite the firm should be realistic in the context of its business model.
A firm targeting business from high risk countries or territories, offering high risk products or
services or with a large percentage of high risk relationships would consequently have a high
risk appetite and its business risk assessments should be drafted accordingly.

The following is a non-exhaustive list of example questions that the firm could consider in
developing its risk appetite:

(a)  What are the strategic objectives of the firm? Are they clear?

(b)  What specific risks could pursuing these objectives expose the firm to?

(¢ Howr el evant to the fivriidadtd odlhjeedt irmées
identified in the NRA?

(d)  What are the significant risks the board is willing to take?

(e)  What are the significant risks the board is not willing to take?

()  Isthe board clear about the nature and extent of the significant risks it is willing to take in
achieving its strategic objectives?

(g) Have the board and senior management reviewed the capabilities of the firm to manage
the risks that it faces?

(h)  What capacity does the firm have in terms of its ability to manage risks?

Chapter 3 - Page 44

Sreettohe



3.9.

(i) Do employees of the firm understand their role and responsibility for managing risk?

() How much does the firm spend on compliance and risk management each year? How much
does the firm need to spend to ensure its compliance and risk management controls can
sufficiently mitigate the identified risks?

Review

52.

In accordance with Paragraph 3(1)(b) of Schedule 3, the firm shall regularly review its business
risk assessments, at a minimum annually and more frequently when changes to the business of
the firm occur, so as to keep them up to date.

53.

The NRA process is an iterative one, which will involve the exercise being repeated over time.
Therefore, the firm must take into account the findings of any updated NRAand r ef | e
assessment of whether the risks identified in any updated NRA are relevant, or potentially
relevant, to the firm, and where they are, identify the measures for mitigating those risks. This
must form part of the next review (whi (
business risk assessment, unless the Commission calls upon firms to do this sooner.

54.

When a firm reviews its business risk assessments, the fact that the review occurred should be
recorded.

55.

56.

Just as the activities of the firm can change, so too can the corresponding ML, TF and PF risks.
Mergers, acquisitions, the purchase or sale of a book of business, the adoption of a piece of
technology or technological solution, the introduction of a new product or service, a restructuring
or a change of external service provider are just some of the events which can affect both the type
and extent of the risks to which the firm could be exposed. In light of any such changes the
business risk assessments should be reviewed to consider whether the risks to the firm have
changed and to ensure that the controls to mitigate those risks remain effective.

Other operational changes, for example, a change in employee numbers or a change to group
policies, can all have an impact upon the resources required to effectively manage ML, TF and
PF risks.

57.

Where, as a result of the f i r ravievs, changes to the business risk assessments are required, in
accordance with Paragraph 3(1)(b) of Schedule 3 the firm shall make those changes.

58.

Where changes to the business risk assessments are made, the firm must give consideration to
whether the policies, procedures and controls of the firm remain appropriate and effective in
light of the revised business risk assessments and make any changes it considers appropriate in
a timely manner.

3.10.

59.

Example Risk Factors

The Bailiwick’ srimary ML risks identified within the NRA come from the laundering of the
proceeds of foreign criminality. The underlying, or “ p offenckd noost tikely to be
involved are bribery and corruption, fraud and tax evasion. Below are example risk factors linked
to these predicate offences derived from the NR4 and the FATF to assist firms in undertaking
their business risk assessments.
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60.

Bribery and corruption risk:
General risk factors

(a) Kleptocracy (theft of state assets by heads of state or senior executives of state-owned
enterprises);

(b) Manipulation of the procurement process by PEPs in favour of certain individuals or entities;
and

(c) Infrastructure projects, including utilities and public service procurement, or the sale of state
owned assets and infrastructure;

Customer risk factors:

(d) Customers and beneficial owners assessed as PEPs who are connected to countries or
territories regarded as having higher corruption risk;

(e) Business relationships that are connected to sensitive industries linked to higher corruption
risks, for example, due to their dependence on government awards of contracts, licences,
permits and/or rights, or to countries with poor economic situations;

(f) The involvement of foreign PEPs, whether as a customer directly or indirectly, especially
where the foreign PEP has/had.

1. influence over significant state assets and funds (including state owned
enterprises), policies and/or operations, or;

il. control over regulatory approvals, or;

iil. the ability to control or interfere with mechanisms established to prevent and detect

ML, TF and/or PF.

(g) The holding or management of assets that result from or are otherwise linked to illicit
enrichment by PEPs;

(h) Credible allegations of corruption or bribery against a key principal (including when criminal
charges have not been brought);

(1) Customers and beneficial owners who are potentially more junior public officials,
particularly with an important role in significant procurement, export contracts, licensing and
other activities with substantial economic consequences for the interest of their political
parties particularly in connection with a higher risk jurisdiction;

(j) Key principals who appear to be acting on the instruction of additional, undeclared parties;

(k) The use of corporate vehicles, where the reasons for their use is unclear and which obfuscates
the identity of the parties involved, such as the beneficial owner;

(1) Whether the corporate vehicle structures are particularly or unusually complex and no clear
and sound rationale is evident for the level of complexity involved;

(m) The use of intermediaries who have no effective AML/CFT/CPF controls, or are based in
unregulated, poorly regulated, or otherwise high risk jurisdictions;

(n) The involvement of public procurement activities in sensitive industries, such as the defence
industry, the extractive industries, human health activities/pharmaceutical and medical
device companies, large infrastructure projects, including public works contracts and
construction;

(o) Connections to privatisation and/or developmental assistance in developing countries;

(p) Professional enablers of economic/financial crime, such as lawyers or finance experts whose
wilful, complicit or negligent conduct may facilitate ML, TF and PF and other financial
crime, who are associated with PEPs;

(q) Complex ownership structures, the reasons for which are unclear;

(r) Use of multiple jurisdictions, the reasons for which are unclear; and

(s) Sham agreements in general, but are also particularly likely to arise with procurement relating
to military equipment and infrastructure.
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Countries and territories risk factors:

(t) Relevant connections to jurisdictions associated with higher levels of bribery and corruption;

(u) Whether financial disclosures by public officials are mandated within higher risk
jurisdictions which may reduce the risk;

(v) Whether governmental contracts within higher risk jurisdictions are disclosed and
procurement processes are transparent which may reduce the risk;

(W) Business relationships or occasional transactions connected with unregulated, poorly
regulated or otherwise high risk jurisdictions; and

(x) A country or territory that scores poorly on corruption perception indices.

Product, service, transaction or delivery channel risk factors which are more vulnerable:

(y) Private banking due to the prevalence of high net worth customers and the bespoke nature
and complexity of some of the types of products and services available;
(z) Anonymous transactions (which may include cash);
(aa)Complex, unusual or large transactions, or unusual patterns of transactions, that have no
apparent or visible economic or lawful purpose;
(bb) Business relationships or occasional transactions undertaken through intermediaries such
asacustomer’ S advi ser
(cc) Payments made to, or received from, unknown or un-associated third parties;
(dd) The use of cash;
(ee) The use of wire transfers of funds allowing quick and complicated movement of substantial
funds across jurisdictional lines;
(ff) The creation of companies or other types of legal person or legal arrangement whose purpose
and activities are unclear;
(gg) Charitable or political donations and political sponsorship; and
(hh) Transactions relating to advisory and consulting activities with no apparent connection to
the known activities of the business;

Fraud and tax evasion risk:

Fraud is a predicate offence which can incorporate a wide variety of criminal activity. The NRA
identifies case studies with foreign fraud as the underlying offence, including credit card fraud,
securities fraud and frauds relating to Ponzi schemes. Bribery and corruption offences will often
be linked to fraud as individuals are obtaining funds fraudulently.

In relation to tax evasion offences in the Bailiwick, the NRA has identified that the most likely
taxes to be evaded are income tax and corporation tax and this applies to individual natural
persons and is committed either by individuals, indirectly, directly or through the misuse of trusts
and companies, or by corporations. Where corporation tax is evaded, the Bailiwick’ 8xperience
is that this has involved companies connected to extractive industries and the financial services
sector, principally with tax residence in the UK, Europe or the US.

General risk factors:

(a) Moving some of a customer’ s assets out o for outhofetheir horhee g a | 0\
jurisdiction for which there is no clear legitimate rationale or purpose; and

(b) The creation of corporate structures with no legitimate purpose or rationale through which
sham loan arrangements are entered into.

Customer risk factors:

(¢c) Non-resident customers with no legitimate reasons for using financial services in another

country or jurisdiction;
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62.

(d) Legal persons or legal arrangements that are personal asset holding vehicles where their
purpose is unclear and/or beneficial ownership is unclear;

(e) Companies that have nominee shareholders whose use is unclear, or shares in bearer form;

(f) Cash intensive businesses; and

(g) The ownership structure of a legal person or legal arrangement appears unusual or
excessively complex with no clear legitimate reasons.

Countries and territories risk factors:

(h) Countries identified by credible sources as not having adequate AML/CFT/CPF approaches;
and

(i) Countries perceived to have high levels of secrecy or used as a tax shelter, which do not
subscribe to international tax exchange standards such as the O E C DCommon Reporting
Standard.

Product, service, transaction or delivery channel risk factors:

(j) Private banking for the reasons in paragraph 593.60(y) above;

(k) Anonymous transactions (which may include cash);

(1) Business relationships or occasional transactions undertaken through intermediaries such as
acustomer’ s agdvi ser

(m) Payments received from unknown or un-associated third parties;

(n) Complex tax planning structures involving high levels of secrecy;

(o) Overly complex supply chains;

(p) Transactions relating to high value projects;

(q) Transactions involving multiple parties, jurisdictions and/or professional enablers with no
clear purpose and rationale; and

(r) Loan arrangements with no clear purpose and rationale.

Below are example risk factors for other predicate offences, including terrorist financing and
proliferation financing, that may be considered by the firm as part of the assessments of its ML,
TF and PF risks. The examples given are not intended to be exhaustive or to be used by the firm
as checklists of risks.

Customer risk:

(a)  The countries, territories and geographic areas with which customers (and the beneficial
owners of customers) have a relevant connection,;

(b)  The complexity of customer and beneficial ownership structures;

(¢)  The complexity of legal persons and legal arrangements;

(d)  The use of introduced business arrangements;

(e)  The use or acceptance of intermediary relationships;

(f)  The number of business relationships assessed as high risk;

(g) The countries and geographic areas targeted by the firm and from which the firm will
accept new customers (including the beneficial owners of customers);

(h)  The number of customers and beneficial owners assessed as PEPs and their associated
countries or territories; and

(i) The number of customers and beneficial owners which are charities or non-profit
or gani sSNRQs jmdtieir agsdciated countries or geographic areas.

Product/service risk:
()  The nature, scale, diversity and complexity of the products and services of the firm;

(k)  The target markets, both in terms of geography and class of customer;
(I)  The distribution channels utilised by the firm;
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3.11.

(m) Whether the value of transactions is expected to be particularly high;

(n)  The nature, scale and countries/geographic areas associated with funds sent and received
on behalf of customers;

(o)  Whether payments to any unknown or un-associated third parties are allowed; and

(p)  Whether the products/services/structure are of particular, or unusual, complexity.

Other potential sources of risk to consider:

(q9) Internal and/or external audit findings;

(r)  Typologies and findings of ML, TF and PF case studies;

(s) UNSCR targeted financial sanctions relating to 7F and PF;
(t) UK and Bailiwick sanctions; and

(u)  Designation of persons under EU, OFAC and other sanctions.

New Products and Business Practices

63.

In accordance with Paragraphs 3(3)(c)(i) and 16A of Schedule 3, the firm shall, before making
available or adopting new products or business practices, ensure that its business risk
assessments have identified and assessed the ML, TF and PF risks arising from those products
or practices.

64.

65.

References to new products should be read as referring to products which the firm has not
previously offered and which present new or differing ML, TF or PF risks to the firm.

References to new business practicesr el at e t o new ways in which
are offered or delivered. For example, a new business practice could include the development of
a customer-facing portal or other software where customers can interact with the firm.

66.

If the firm decides to proceed with the offering or adoption of a new product or business practice,
the board of the firm must approve the risk assessment undertaken in accordance with Paragraph
3(3)(c)(i) of Schedule 3 and that approval must be documented.

3.12.

New and Developing Technologies

67.

In accordance with Paragraph 3(3)(c)(ii) of Schedule 3, the firm shall, before adopting and using
a new or developing technology for a new or pre-existing product, ensure that its business risk
assessments have identified and assessed the risks arising fromt h e t e c iseooadogtigny

68.

These technologies are likely to fall withinthe Fi nanci al Hndehl frend, whicly ( “
includes technology aimed at disrupting the delivery or transaction channels of traditional
products and services, as well as the creation of new products or services utilising enhancements

in technology. Examples of such technologies include the use of distributed ledger technology in

the delivery of traditional securities-throungh-to-the-tradingorsafekeepingofvirtualassets, the
trading or safekeeping of virtual assets, through to the use of electronic verification systems to
establish the identity of a natural person or use of Artificial Intelligence ( “ A. Ri%k3 associated

with virtual assets are included within Section 18.8 of this Handbook to assist all firms who are
considering engaging in virtual asset activities, as well as VASPs.

69.

The risk assessment of a new or developing technology must include, as a minimum, an
assessment of the ML, TF and PF risks and vulnerabilities inherent in the use or adoption of the
technology in order that appropriate controls can be implemented. This includes evaluating the
technology itself, together with the anticipated use of the technology and the threats posed by
this use-, in advance of its deployment.
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70.

71.

It is not essential that the risk assessment of a technology extends to a highly technical,
comprehensive report on the specifications and functionality. The ebjeetiveobjectives of the risk
assessmentisaret 0 assi st the firm' s under stoevaludé ng of
the ML, TF and PF risks andwhich would arise from its use, including any new risks to the firm,

and the vulnerabilities inherent in the use of the technology andin order to identify the controls
necessary to mitigatetotaomedisksl i mit t he firm s ex

For firms which are part of a group which is introducing new technology or developing

72.

technology for use within the group, the firm may rely on the group’ &8/L/TF/PF risk assessment,

provided the assessment considers in sufficient detail the nature o f t he f i sndrisks busin
profile, which may differ from other parts of the group. The firm should have a copy of the

assessment with which its Board or its senior managers are familiar. If the assessment is not

sufficientt 0 me et oblizagionsfundgr Bthedule 3 and the Commission Rules in this

Handbook, the firm should conduct its own risk assessment of the technology.

It is also important that the firm considers and plans how the technology it is considering adopting

73.

will be implemented, particularly where it involves integration with existing systems, as poor
implementation can create vulnerabilities i n t h eoveffall dontadlssfor preventing and
detecting ML, TF and PF. Implementation plans should cover the following areas:-

a) ensuringt hat t MBIL/AFT/@PFpolscies, procedures and controls accurately
reflect how the technology is to be used and updating them as required;

b) good data governance around the underlying data to ensure it is accurate, complete,
accessible, up to date and relevant;

¢) appropriate user testing and management reporting of results before formal roll-out;

d) provision of appropriate training to staff who will be using the technology;

e) provision of appropriate training to staff in compliance roles testing its output as part of
the firms compliance monitoring programme

f) ensuring appropriate risk-based systems testing, both before and during deployment of
the technology; and

o) ensuring that the firm makes appropriate investment in the full suite of systems required,
including any additional resourcing and system upgrade requirements.

TheCommi s€iybrrsSecurity Rules and Guidance may
of its use of technology.

Cyber Security Rules and Guidance, 2021.pdf

Depending on the nature of the technology being considered, a technology risk assessment should

a)

consider the following areas:

the robustness, resilience and security of the technology from the risk of data loss, particularly

b)

from cyber-attacks;
how the technology enables the firm to comply with its obligations under Schedule 3 and this

c)

Handbook, including for example the regulatory requirements in relation to CDD.
activity/transaction monitoring, record-keeping and sharing relevant data within the firm, its
group (if applicable) and relevant authorities such as the Commission and the FIU, as relevant
to the technology being considered;

where the technology leads to faster transaction times, the ability of the firm to monitor and

d)

intervene in an unusual transaction which may give rise to a suspicion of ML. TF or PF; and
any supplier related issues which could impact its operation.

A

firm considering adopting electronic verification systems should ensure its assessment covers

areas set out in Commission Rules 5.28, 5.34 and guidance in paragraph 5.35 of the Handbook.
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71-74.1f the firm decides to proceed with the adoption or use of a new or developing technology for a
new or pre-existing product, the board of the firm must approve the risk assessment undertaken
in accordance with Paragraph 3(3)(c)(ii) of Schedule 3 and that approval must be documented.

72.75.Following the initial risk assessment of a new or developing technology, the firm should
periodically review its assessment in conjunction with its responsibility for the review of its wider
ML, TF and PF business risk assessments as described in Section 3.9. of this Handbook,
particularly in light of the fast pace of technological developments.

Relationship Risk Assessment
3.13.  Introduction

73-76.The purpose of this Section is to set out the Commission Rules and guidance surrounding the
assessment of risk in a business relationship or occasional transaction ( Felationship risk
assessment” Jat the point of take-on, as well as the ongoing requirement to ensure that any
relationship risk assessment remains appropriate and relevant as the relationship evolves.

T477.T h e  fbusinady'risk assessments and its defined risk appetite will assist in determining the
take-on of any new business. The relationship risk assessment is the assessment of a new or
existing business relationship or occasional transaction against the parameters determined
within the risk appetite and the ML, TF and PF risks identified in the business risk assessments.

75-78.There may be circumstances where the risks of ML, TF and PF are high and ECDD measures are
to be applied. Similarly, there may be circumstances within which the firm can apply SCDD
measures because it has assessed the risk of the business relationship or occasional transaction
as being low. Further information on the relationship risk assessment process, including
examples of high and low risk factors, can be found in this Section.

3.14. Management and Mitigation

76-79.In order to consider the extent of its potential exposure to the risks of ML, TF and PF, in
accordance with Paragraph 3(4) of Schedule 3 the firm shall -

(a) prior to the establishment of a business relationship or the carrying out of an occasional
transaction, undertake a relationship risk assessment, and

(b) regularly review any relationship risk assessment carried out under (a) so as to keep it up
to date and, where changes to that relationship risk assessment are required, it shall make
those changes.

77-80.Based on the outcome of its relationship risk assessment, the firm must decide whether or not to
accept (or continue) each business relationship or whether or not to accept any instructions to
carry out an occasional transaction.

78-81.When undertaking or reviewing a relationship risk assessment, in accordance with Paragraph
3(5)(a) of Schedule 3 the firm shall take into account its risk appetite and risk factors relating to:

(i)  the type or types of customer (and the beneficial owners of the customer);

(i1)  the country or geographic area; and

(i) the product, service, transaction and delivery channel that are relevant to the business
relationship or occasional transaction.

79.82.The FATF publishes two lists identifying jurisdictions with weak measures to combat ML, TF
andPF.The first list is of “High risk jurisdictd.i
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number of countries and territories with significant strategic deficiencies in their regimes to
counter ML, TF and PF. Appendix H to this Handbook identifies those countries and territories
which the FATF has listed as high risk and has called on jurisdictions to apply enhanced due
diligence. In the most serious cases, it will also call upon jurisdictions to apply counter-measures
to protect the international financial system from the ongoing ML, TF and PF risks emanating
from that country.

80.83.The second | i st i ssued by the FATF i s a
mo n i t oThdsenjwiddictions are actively working with the FATF to address strategic
deficiencies in their AML/CFT/CPF regimes. The FATF does not call for the application of
enhanced due diligence measures to be applied to these jurisdictions, but encourages members to
take into account the information it publishes about these jurisdictions in their risk analysis. These
jurisdictions will be communicated to firms by way of updates to Appendix I, which lists these
countries. Appendix I also lists countries and territories that are identified by the UK, US
governments, intergovernmental and supranational organisations as presenting certain ML and
TF risks. Alongside these sources, information is presented reflecting assessments of a country
or territory by non-governmental organisations which firms may also find useful when they are
determining the level of country risk presented by a business relationship or occasional
transaction. The inclusion of a country or territory in Appendix I does not automatically imply
that a business relationship or occasional transaction with a relevant connection to a country or
territory on Appendix I is high risk.

€1+-84.For the purposes of Paragraph 3(5)(a) of Schedule 3, when considering country or geographical
area risk factors, the firm should:

(a) take into account the information set out in Appendix H to this Handbook when
undertaking or reviewing a relationship risk assessment, as the firm shall apply ECDD
measures to a business relationship or occasional transaction where the customer or
beneficial owner has a relevant connection with a country or territory in Appendix H;

(b)  consider the specific ML and TF risks of the countries and territories listed in Appendix I
and how those risks affect the overall risk within a business relationship or occasional
transaction as set out in Section 3.4. of this Handbook; and

(c)  consider the relevance of the risk factors in Section 3.17.2. of this Handbook.

€2.85.1In addition to the risk factors set out above, the firm must also give consideration to the following
when undertaking or reviewing a relationship risk assessment:

(a) where the product or service provided by the firm is a life insurance policy, the type or
types of beneficiary of that policy;

(b) the purpose and intended nature of the business relationship or occasional transaction,
including the possibility of legal persons and legal arrangements forming part of the
relationship;

(c) the type, volume, value and regularity of activity expected; and

(d) the expected duration (if a business relationship).

€3-86.For the purposes of Paragraph 3(5)(a) of Schedule 3 and Commission Rule 3.8285.(a) above, the
firm’ s ¢ ons itypeottypds bf @ustome, fbendfichuleowner or beneficiary should
incorporate whether they are a natural person, legal person or legal arrangement, as well as their
identity and background.

84-87.In accordance with Paragraph 3(5)(b) of Schedule 3, when undertaking or reviewing a
relationship risk assessment, the firm shall understand that the risk factors noted in Paragraph
3(5)(a) of Schedule 3 as set out above and any other risk factors, either singly or in combination,
may increase or decrease the potential risk posed by the business relationship or occasional

transaction.
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£5-88.1n light of the above, when undertaking a relationship risk assessment the firm must ensure that
all relevant risk factors are considered, both singly and in combination, before making a
determination as to the level of overall assessed risk.

86-89.Consideration of the purpose and intended nature of a business relationship or occasional
transaction in accordance with Commission Rule 3.8285.(b) should include an assessment of the
economic or other commercial rationale for the business relationship or occasional transaction.

8790.The f i r procedures may provide for standardised profiles to be used for relationship risk
assessments where the firm has satisfied itself, on reasonable grounds, that such an approach
effectively manages the risk for each particular business relationship or occasional transaction.
However, where the firm has a diverse customer base, or where a wide range of products and
services are offered, it must develop a more structured and rigorous system to show that
judgement has been exercised on an individual basis rather than on a generic or categorised basis.

£€8:91. Whatever method is used to assess the risk of a business relationship or occasional transaction,
the firm must maintain clear documented evidence as to the basis on which the relationship risk
assessment has been made.

£€9:92. Where, despite there being high risk factors identified, the firm does not assess the overall risk
as high because of strong and compelling mitigating factors, the firm must identify the mitigating
factors and, along with the reasons for the decision, document them and retain them on the
relevant business relationship or occasional transaction file.

96-93.Based upon the results of the relationship risk assessment, the firm must determine, on the basis
of risk:

(a) the extent of the identification information to be obtained on the key principals to the
business relationship or occasional transaction in accordance with Paragraphs 4 and 5 of
Schedule 3 and Chapters 4 to 8 of this Handbook;

(b) how and to what extent that information will be verified using identification data,

(c) whether to apply SCDD measures where the business relationship or occasional
transaction has been assessed as being low risk and displays one or more of the
characteristics in Chapter 9 of this Handbook; and

(d) the extent to which the resulting business relationship will be monitored on an ongoing
basis.

9+.94.The relationship risk assessment is to be carried out prior to the establishment of a business
relationship or the carrying out of an occasional transaction. However, given that risk is
dynamic, it is important that, in the case of an existing business relationship, the relationship risk
assessment be reviewed from time to time, the frequency of which will depend on the level of
risk presented by the particular business relationship. It is also especially important where there
is a trigger event marking a material departure from the business and risk profile of the customer
which may be noted through the ongoing monitoring of transactions and activity (e.g., a customer
acquires a new service or product or is subject to some form of adverse media). Moreover, a
revision of a C U S t O m¥etibnsh® risk assessment may also be required when the firm
identifies new risk factors and amends its business risk assessments.

3.15. Notices, Instructions or Warnings

92.95.From time to time the Commission issues Notices, Instructions or Warnings which highlight
potential risks. This information, together with sanctions legislation applicable in the Bailiwick,
must be considered when undertaking or reviewing a relationship risk assessment.
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93-96.1t is unlawful to engage in proliferation financing in the Bailiwick. Guidance on combatting
proliferation and proliferation financing has been issued by the Policy and Resources Committee
and can be found through the following link:

https://www.gov.gg/wmd

Further informationont h e B a isahctionsiregirke’arsl legislation can be found in Chapter
12 of this Handbook.

3.16. Mandatory High Risk Factors

94.97.In accordance with Paragraph 5(1) of Schedule 3, where the firm is required to carry out CDD
measures, it must also carry out ECDD measures in relation to high risk business relationships
and occasional transactions, including, without limitation -

(a)  a business relationship or occasional transaction in which the customer or any beneficial
owner is a foreign PEP;
(b) where the firm is an FSB, a business relationship which is —

(1)  a correspondent banking relationship, or

(i) similar to such a relationship in that it involves the provision of services, which
themselves amount to financial services business or facilitate the carrying on of
such business, by one FSB to another;

(c) a business relationship or an occasional transaction —

(i)  where the customer or beneficial owner has a relevant connection with a country or
territory that -

(A) provides funding or support for terrorist activities, or does not apply (or
insufficiently applies) the FATF Recommendations, or

(B) is a country otherwise identified by the FATF as a country for which such
measures are appropriate,

(i1))  which the firm considers to be a high risk relationship, taking into account any
notices, instructions or warnings issued from time to time by the Commission and
having regard to the NRA,

(d) a business relationship or an occasional transaction which has been assessed as a high risk
relationship, and

(e) a business relationship or an occasional transaction in which the customer, the beneficial
owner of the customer, or any other legal person in the ownership or control structure of
the customer, is a legal person that has bearer shares or bearer warrants.

95.98.Chapter 8 of this Handbook sets out the requirements of Schedule 3 and the Commission Rules
in relation to high risk relationships and includes details of sources which may assist in the
assessment of risk.

96:99. The firm is required to have regard to the NRA in determining what constitutes a high or low risk,
what its risk appetite is, and what constitutes appropriate measures to manage and mitigate risks.
The sections of the NRA which discuss the modalities of ML, TF and PF, and the case studies
contained within, are particularly relevant to the firm when assessing and mitigating customer,
product, service, transaction and delivery channel risk factors.
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3.17. Risk Factors

97:100. The risk factors included within the following sections are purely for guidance and are
provided as examples of factors that the firm might consider when undertaking a relationship
risk assessment. The following factors are not exhaustive and are not prescribed as a checklist. It
is for the firm to assess and decide what is appropriate in the circumstances of the business
relationship or occasional transaction and it is not expected that all factors will be considered in
all cases.

98-101. The example indicators do not remove the ability of the firm to apply a risk-based
approach. In this respect the firm should take a holistic view of the risk associated with each
business relationship or occasional transaction as set out in Section 3.4. of this Chapter. The
presence of isolated risk factors does not necessarily move a business relationship or occasional
transaction into a higher or lower risk category; however, in accordance with Section 3.4.1.
above, certain risk factors could have a bigger contribution to the overall risk assessment than
others.

99:102. If it is determined, through a relationship risk assessment, that there are types of customer,
activity, business or profession that are at risk of abuse from ML, TF and/or PF, then the firm
should apply higher AML/CFT/CPF requirements as dictated by the relevant risk factor(s).

3.17.1. Customer Risk Factors

+00:103.  When identifying the risk associated with its customers, including the beneficial owners
of customers, the firm should consider the risk related to:

(a) thecust ommébene f i c i pblsinesswrprefessiosal activity;

(b) thec ust o(mmélr€ rse f i c i)seputationpande r * s

(c) thec ust o(mélre€ ree f i c i)aature andbechaviour. s
+04-104.  Risk factors that may be relevant when considering the risk associated withac u St o mer ’
orbenef i cibasinessovprofessiohabactivity include:

S

(a) Does the customer or beneficial owner have links to sectors that are commonly associated
with higher corruption risk, such as construction, pharmaceuticals and healthcare, the arms
trade and defence, the extractive industries, public procurement or energy industries?

(b)  Does the customer or beneficial owner have links to sectors that are associated with higher
ML, TF and/or PF risk, for example, certain money servicep r o v i d e r scasifo$, MSPs " )
dealers in precious metals or trading companies?

(c) Does the customer or beneficial owner have links to sectors that involve significant
amounts of cash?

(d)  Where the customer is a legal person or legal arrangement, what is the purpose of their
establishment? For example, what is the nature of their business?

(e) Does the customer have political connections, for example, are they a PEP, or is the
beneficial owner a PEP? Does the customer or beneficial owner have any other relevant
links to a PEP, for example, are any of the ¢ U S t odineetors PEPs and, if so, do these
PEPs exercise significant control over the customer or beneficial owner? In line with
Paragraph 5(1) of Schedule 3, where a customer or the beneficial owner is a foreign PEP
the firm shall apply ECDD measures.

(f)  Does the customer or beneficial owner hold another prominent position or enjoy a high
public profile that might enable them to abuse this position for private gain? For example,
are they senior local or regional public officials with the ability to influence the awarding
of public contracts, decision-making members of high-profile sporting bodies or
individuals who are known to influence the government and other senior decision-makers?
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(h)

(1)
@

(k)
M

(m)

(n)

Is the customer a legal person subject to enforceable disclosure requirements that ensure
reliable information about the ¢ U S t 0 bameficial owner is publicly available, for
example, public companies listed on stock exchanges that make such disclosure a
condition for listing?

Is the customer an FSB acting on its own account from a country or territory listed in
Appendix C to this Handbook? Is there evidence that the customer has been subject to
supervisory sanctions or enforcement for failure to comply with AML/CFT/CPF
obligations or wider conduct requirements in recent years?

Is the customer a public administration or enterprise from a country or territory with low
levels of corruption?

Isthecust omeed b esnef i ci batkgroond cossistentswith what the firm
knows about their former, current or
the source of funds andthec u s t oomee n esf i c i saukce obwaaitle? r * s

Is the customer a money remitter in a higher risk jurisdiction for terrorism or terrorist
financing whose activities could be abused for 7F purposes?

Is the customeraNon-Pr of i t Or gani sation (“NPO”)
TF purposes, in particular those NPOs operating directly or indirectly in higher risk
jurisdictions for terrorism?

Is the customer a legal person involved in the trade of dual use goods (goods that have
legitimate commercial or industrial uses, and may also be used in WMD) which could be
used for PF purposes directly or indirectlyby t he Democr at i cordd
or Iran?

Is the customer involved in business with or have a relevant connection to a country of
diversion concern or PF hub jurisdiction as referred to in section 8.40 of the NR4 and
Figure 4 and Annex A of the PF Guidance issued by the States of Guernsey Policy &
Resources Committee?

+02:105.  The following risk factors may be relevant when considering the risk associated with a
C U s t oomenefici@ owner's reputation:

(a)

(b)

(©)

(d)
(e)

Are there adverse media reports or other relevant sources of information about the
customer, for example, are there any allegations of criminality, terrorism or proliferation
financing against the customer or the beneficial owner? If so, are these reliable and
credible? The firm should determine the credibility of allegations on the basis of the quality
and independence of the source of the data and the persistence of reporting of these
allegations, among other considerations. The firm should note that the absence of criminal
convictions alone may not be sufficient to dismiss allegations of wrongdoing.

Has the customer, beneficial owner or anyone publicly known to be closely associated with
them had their assets frozen due to administrative or criminal proceedings or allegations
of terrorism, TF or PF? Does the firm have reasonable grounds to suspect that the customer
or beneficial owner or anyone publicly known to be closely associated with them has, at
some point in the past, been subject to such an asset freeze or PF sanctions?

Are there adverse reports or other relevant sources indicating that the customer, or
beneficial owner (or anyone publicly known to be closely associated with them) supports
or promotes violent extremism or terrorism?

Does the firm know if the customer or beneficial owner has been the subject of an internal
or external disclosure in the past?

Does the firm have any in-house information about the ¢ U S t 0 onehe¢ Dergficial
0 W n eintégrity, obtained, for example, in the course of a long-standing business
relationship?

103-106.  The following risk factors may be relevant when considering the risk associated with a
cust oomeeanef i cinathreamlbehaeiqur. The firm should note that not all of these
risk factors will be apparent at the outset, they may emerge only once a business relationship has
been established:
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(a) Does the customer have legitimate reasons for being unable to provide robust evidence of
their identity, for example, because they are an asylum seeker?

(b) Does the firm have any doubts about the veracity or accuracy of the c u st odne r
benef i ciidehtityowner ' ' s

(c)  Are there indications that the customer might seek to avoid the establishment of a business
relationship? For example, does the customer look to carry out one transaction or several
one-off transactions where the establishment of a business relationship might make more
economic sense?

(d) Isthec u s t oaweemshipand control structure transparent and does it make sense? If
thec U s t oaweenship and control structure is complex or opaque, is there an obvious
commercial or lawful rationale?

(e) Does the customer issue bearer shares or does it have nominee shareholders?

(f)  Is the customer a legal person or legal arrangement that could be used as a personal asset
holding vehicle?

(g) Is there a sound reason for changes inthe ¢ U S t oownship 8nd control structure?

(h)  Does the customer request transactions that are complex, unusual or unexpectedly large or
have an unusual or unexpected pattern without an apparent economic or lawful purpose or
a sound commercial rationale? Are there grounds to suspect that the customer is trying to
evade specific thresholds, such as those subject to mandatory reporting, either in the
Bailiwick orthe ¢ U s t Ohonee kounsy or territory?

(i)  Does the customer request unnecessary or unreasonable levels of secrecy? For example, is
the customer reluctant to share identification data, or do they appear to want to disguise
the true nature of their business?

(G) Canthecust oambehef i ci sdrce of fivaseor sbusce of wealth be easily
established, for example, through their occupation, inheritance or investments?

(k)  Does the customer use the products and services they have taken out as expected when the
business relationship was first established?

(1)  Has the customer made unexpected financial donations to NPOs whose activities could be
abused for TF purposes, in particular those NPOs operating directly or indirectly in higher
risk jurisdictions for terrorism?

(m) Does the customer make use of crowdfunding or social media platforms to move small
amounts of money?

S

3.17.2. Countries and Territories Risk Factors

104:107.  Internationally, it is recognised that ML often involves using the financial systems of a
number of jurisdictions. Analysis was undertaken as part of the NRA as to how the Bailiwick
typically fits into this pattern. The findings from this analysis were that in the majority of cases
the Bailiwick's involvement is distant from or peripheral to the criminal enterprises. This indicates
in turn that in most cases involving foreign criminal proceeds, the Bailiwick is likely to be some
way removed from the criminality itself and to come a considerable distance down the chain of
laundering activity, therefore, the firm should consider country risk in the round, where risks are
higher ensuring it fully understands the source of those funds.

+05:108.  When identifying the risk associated with countries and territories, the firm should
consider the risk related to those countries and territories with which the customer or beneficial
owner has a relevant connection.

1+06:109.  The firm should note that the nature and purpose of the business relationship will often

determine the relative importance of individual country and geographical risk factors. For
example:
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(@)  Where the funds used in the business relationship or occasional transaction have been
generated abroad, the level of predicate offencestoMLand t he ef fectiveness
or t e rlegal systont will bsparticularly relevant.

(b)  Where funds are received from, or sent to, countries or territories where groups committing
terrorist offences are known to be operating, the firm should consider to what extent this
could be expected to, or might give rise to, suspicion based on what the firm knows about
the purpose and nature of the business relationship or occasional transaction.

(c)  Where the customer is an FSB, the firm should pay particular attention to the adequacy of
the coamt t e r AMLICEIfCPF regime and the effectiveness of AML/
CFT/CPF supervision.

(d)  Where the customer or beneficial owner is a legal person or legal arrangement, the firm
should take into account the extent to which the country or territory in which the customer
or beneficial owner is registered effectively complies with international tax transparency
standards.

+07:110.  Risk factors the firm should consider when identifying the effectivenessofac ount ry’ s or
t er r iIAMIO/CFY/CP§ regime include:

(a) Has the country or territory been identified by a mutual evaluation as having strategic
deficiencies in its AML/CFT/CPF regime? In accordance with Paragraph 5(1)(c)(i) of
Schedule 3, ECDD measures shall be applied where the customer or beneficial owner has
a relevant connection to a country or territory that does not apply (or insufficiently applies)
the FATF Recommendations. Further information can be found in Section 3.15. of this
Chapter.

(b)  Is there information from more than one credible and reliable source about the quality of
the country’ ®r t e r AML/CRY/CRF’ cantrols, including information about the
quality and effectiveness of regulatory enforcement and oversight? Examples of possible
sources include mutual evaluation reports by the FATF or FATF-style regional bodies (in
particular Recommendations 10,26and 27 and | mmedi ate Outcome:
list of high-risk and non-cooperative jurisdictions, International Monetary Fund (*IMF”)
assessments and Financial Sector Assessment Programme reports. The firm should note
that membership of the FATF or a FATF-style regional body (for example, MONEYVAL)
does not, of itself, meanthatthec o u nt r y ' s AMI/CFI/€EPF treginte i0 adeyuates
and effective.

(c) Information in Appendices H and I to this Handbook, which list a number of countries and
territories that are identified by relevant and external sources as presenting a higher risk of
ML, TF and PF.

+0&:111.  Risk factors the firm should consider when identifying the risk associated with the level of
predicate offences to ML in a country or territory include:

(a) Is there information from credible and reliable public sources about the level of other
predicate offences to ML in the country or territory, such as, but not limited to, insider
trading and/or market manipulation, drug trafficking, cybercrime, environmental crime,
human trafficking or wildlife trafficking?

(b)  Is there information from one or more credible and reliable sources about the capacity of
thecount ry’' s investigative and juditiadsystem ts effectively investigate and
prosecute these offences?

+69:112.  Risk factors the firm should consider when identifying the level of TF and PF risk
associated with a country or territory include:

(a) Is there information (for example, from law enforcement or credible and reliable open

media sources) suggesting that a country or territory provides funding or support for
terrorist activities or organisations within that country or territory?

Chapter 3 - Page 58



(b)

(c)
(d)

(e)
Q)

(2

Is there information (for example, from law enforcement or credible and reliable open
media sources) suggesting that groups committing terrorist offences are known to be
operating in the country or territory?

Is the country or territory subject to financial sanctions, embargoes or measures that are
related to terrorism, 7F or PF issued by, the UN, UK and/or Bailiwick sanctions?

Are there communities within the country or territory that may be actively targeted by
terrorist organisations for support or cover or who may be sympathetic to terrorist actors
because of diaspora links or other connections?

Is the country or territory rich in natural/environmental resources and is known to have
active terrorist organisations operating within it?

Is the country or territory a regional or international financial centre in close proximity to
a conflict zone or to a country or territory identified as funding or supporting terrorist
activities which could increase the risk of that finance centre being used as a transit
jurisdiction to move funds linked with terrorist activity?

Is TF criminalised or inadequately criminalised in the country or territory? Information on
this may be found in its FATF or equivalent mutual evaluation report.

HO-113.  Risk factors the firm should consider when identifyingac ount r y’ s lavel of
transparency and tax compliance include:

(a)

(b)

(c)

Is there information from more than one credible and reliable source that the country has
been deemed compliant with international tax transparency and information sharing
standards? Is there evidence that relevant rules are effectively implemented in practice?
Examples of possible sources include reports by the Global Forum on Transparency and
the Exchange of Information for Tax Purposes of the OECD, which rate jurisdictions for

tax transparency and information sharing purposes; assessments of the ¢ 0 U rstor y

t er r icéommitmert ® automatic exchange of information based on the Common
Reporting Standard; assessments of compliance with Recommendations 9, 24 and 25 and
Immediate Outcomes 2 and 5 of the FATF Recommendations by the FATF or FATF-style
regional bodies; and IMF assessments (for example, IMF staff assessments of offshore
financial centres).

Has the country or territory committed to, and effectively implemented, the Common
Reporting Standard on Automatic Exchange of Information, which the G20 adopted in
20147

Has the country or territory put in place reliable and accessible beneficial ownership
registers?

+H-114.  Risk factors the firm should consider when identifying the risk associated with the level of
bribery and corruption associated with a country or territory include:

(a)

(b)

(©)
(d)

Is there information from credible and reliable public sources about the level of bribery
and corruption associated with a country or territory? Examples include OECD country
reports on the i mpl ement at i on  obriberst doreventi@E Griuptisn

terri

ant

perceptions indices, Or gani zati on of Ammgdan Convannon fdinstt e s’

Corruption (IACAC), the Mechanism for Follow-Up on the Implementation of the IACAC
(MESICIC) andt he Counci | of Europe’s Group
Consideration should also be given regarding whether a peer assessment of an individual
country’s pr ogr eistSnationah stardanlp to eaddess bribery cand
corruption is available.

For higher risk countries or territories are public officials and political persons required to
disclose their assets and business interests by law?

Does the country or territory require disclosure and transparency of public contracts?
Does the country or territory comply sufficiently with the FATF Recommendations
(information is available in their mutual evaluation reports)?
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(e) Are there relevant reports and databases on corruption risk available that have been
published by specialised national, international, non-governmental and commercial
organisations? The IMF, World Bank (the Worldwide Governance Indicators project) and
some non-governmental organisations, including Transparency International, publish
relevant reports or compile indices measuring corruption.

) Are the country or territory’s companies re
abroad, for exampl e, by having poor rating:¢
Index?

(g) Has the country or territory ratified and implemented the provisions of the United Nations
Convention against Corruption (UNCAC)? Ratification of these provisions evidences a
nation’'s willingness to combat comliawepti on,
been implemented.

(h)  Is there information from more than one credible and reliable source about the capacity of
thecountry oOinvestig&ive and judicial wystesn to effectively investigate and
prosecute bribery and corruption offences?

3.17.3. Products, Services and Transactions Risk Factors

H2:115.  When identifying the risk associated with its products, services or transactions, the firm
should consider the risk related to:

(a) the level of transparency, or opaqueness, the product, service or transaction affords;
(b) the complexity of the product, service or transaction; and
(c)  the value or size of the product, service or transaction.

H3-116.  Risk factors that may be relevant when considering the risk associated with a product,
serviceort r a n s arandpdreacnihchide:

(a) To what extent do products or services allow the customer or beneficial owner structures
to remain anonymous, or facilitate hiding their identity? Examples of such products and
services include bearer shares, fiduciary deposits, personal asset holding vehicles, and
legal entities such as foundations that can be structured in such a way as to take advantage
of anonymity and allow dealings with shell companies or companies with nominee
shareholders.

(b)  To what extent is it possible for a third party that is not part of the business relationship to
give instructions, for example, in the case of certain correspondent banking relationships?

(c) To what extent could the products or services have been stolen by persons acting for a
country who is subject to PF sanctions? For example, the use of virtual assets by Iran and
t he Democrati c PKkomeapahdahe backiRzeop such hsietc by thdse
countries subject to PF sanctions.

H4:117.  Risk factors that may be relevant when considering the risk associated with a product,
serviceort r a n s aanpléxioy imcéluse:

(a) To what extent is the transaction complex and does it involve multiple parties or multiple
countries or territories, for example, in the case of certain trade finance transactions? Are
transactions straightforward, for example, are regular payments made into a pension fund?

(b) To what extent do products or services allow payments from third parties or accept
overpayments where this would not normally be expected? Where third party payments
are expected, does the firm Kkisivawatetbcneit t hi r d
authority or a guarantor? Or are products and services funded exclusively by fund transfers
from the ¢ U S t O &W& kccosnt at another FSB that is subject to AML/CFT/CPF
standards and oversight that are comparable to those in the Bailiwick?

(¢)  Does the firm understand the risks associated with its new or innovative product or service,
in particular where this involves the use of new technologies or payment methods?
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H5-118.  Risk factors that may be relevant when considering the risk associated with a product,
serviceort r a n s avaduk dr 9zaihclade:

(a) To what extent are products or services cash intensive, for example, many payment
services and certain current accounts?

(b)  To what extent do products or services facilitate or encourage high-value transactions? Are
there any caps on transaction values or levels of premium that could limit the use of the
product or service for ML, TF and PF purposes?

3.17.4. Delivery Channel Risk Factors

H6-119.  When identifying the risk associated with the way in which the customer obtains the
products or services they require, the firm should consider the risk related to:

(a) the extent to which the business relationship is conducted on a non-face-to-face basis; and
(b) any introducers of business or other intermediaries the firm might use and the nature of
their relationship with the firm.

+H7%120.  When assessing the risk associated with the way in which the customer obtains the
products or services, the firm should consider a number of factors including:

(a) Isthe customer physically present for identification purposes? If they are not, has the firm
used a reliable form of identification data? Has it taken steps to prevent impersonation or
identity fraud?

(b)  Has the customer been introduced by another part of the same financial group and, if so,
to what extent can the firm rely on this introduction as reassurance that the customer will
not expose the firm to excessive ML, TF or PF risk? What has the firm done to satisfy
itself that the group entity applies CDD measures equivalent to those of the firm?

(c)  Has the customer been introduced by a third party (for example, an F'SB that is not part of
the same group)? What has the firm done to be satisfied that:

(1)  the third party applies CDD measures and keeps records to a standard equivalent to
the FATF Recommendations;

(ii)) the third party will provide, immediately upon request, relevant copies of
identification data in accordance with Paragraph 10 of Schedule 3 and Chapter 10
of this Handbook; and

(iii) t he qual ity abDniedsuees idsirh tiratdt cap e reliedyupos?

(d)  Has the customer been introduced through a tied agent, that is, without direct firm contact?
To what extent can the firm be satisfied that the agent has obtained enough information so
that the firm knows its customer and the level of risk associated with the business
relationship?

(e) Ifindependent or tied agents are used, to what extent are they involved on an ongoing basis
in the conduct of business’ How does t hi s af f ectcustohegandf i r m’ s
ongoing risk management?

(f)  Where a firm uses an intermediary, are there any indications thatthei nt er méeekli ar y’' s
of compliance with applicable AML/CFT/CPF legislation or regulation is inadequate, for
example, has the intermediary been sanctioned for breaches of AML/CFT/CPF
obligations?
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4.1.

4.2.

Introduction

The application of CDD measures to business relationships and occasional transactions is
important for two key reasons:

(a)  to help the firm, at the time that CDD measures are applied, to be satisfied that customers
(and the beneficial owners of customers) are who they say they are; to know whether the
customer is acting on behalf of another; and that there is no legal barrier (for example,
government sanctions) to providing them with the product or service requested; and

(b)  to enable the firm to assist law enforcement, by providing available information on
customers, beneficial owners or activities being investigated.

This Chapter sets out the Commission Rules and provides guidance in respect of the CDD
measures to be applied to business relationships and occasional transactions, including details
of the policies, procedures and controls required by the firm in order to meet the relevant
requirements of Schedule 3 and this Handbook.

The content of this Chapter should be read in conjunction with the following three Chapters: 5.
Natural Persons; 6. Certification; and 7. Legal Persons and Legal Arrangements. These Chapters
specify the CDD measures to be applied based upon the type of customer (or beneficial owner)
with which the firm is entering into a business relationship or undertaking an occasional
transaction.

Reference should also be made to Chapters 8. Enhanced Customer Due Diligence and 9.
Simplified Customer Due Diligence which provide details of the ECDD measures to be applied
to high risk relationships and the enhanced measures for those with specific higher risk factors,
together with the circumstances in which the firm can apply SCDD measures and the details of
such measures.

Overriding Obligations

In accordance with Paragraphs 4(2) and 16A of Schedule 3, the firm shall apply CDD measures
when:

(a) establishing a business relationship,
(b) carrying out an occasional transaction,
(c) the firm knows or suspects or has reasonable grounds for knowing or suspecting —

(i)  that, notwithstanding any exemptions or thresholds pursuant to Schedule 3, any party
to a business relationship is engaged in ML, TF or PF, or

(il)) thatitis carrying out a transaction on behalf of a person, including a beneficial owner,
who is engaged in ML, TF or PF, and

(d) the firm has doubts about the veracity or adequacy of previously obtained identification
data.

In accordance with Paragraphs 4(5) and 16A of Schedule 3, where the firm:

(a) forms a suspicion of ML, TF or PF by a customer or other person, and
(b) reasonably believes that carrying out the steps in Paragraphs 4(3), 5(3) or 11 of Schedule 3
would tip off that customer or person,

it shall not carry out those steps, but shall instead make a disclosure pursuant to Part I of the
Disclosure Law, or Section 15 or 15A, or Section 12 (as appropriate) of the Terrorism Law.
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Where the firm is a PSP, it is also required to apply CDD measures when carrying out occasional
transactions which are wire transfers in the circumstances detailed in Chapter 14 of this
Handbook.

Where the firm is a VASP, or is a specified business with a connection to, or involvement with,
virtual assets, it is also required to apply CDD measures and, where relevant, enhanced measures
and ECDD to business relationships and occasional transactions. Additional rules and guidance
relating to virtual assets are detailed in Chapter 18 of this Handbook.

In accordance with Paragraphs 8(1) and 8(2) of Schedule 3, in relation to all customers the firm
shall:

(a) not set up or keep anonymous accounts or accounts in fictitious names;

(b) maintain accounts in a manner which facilitates the meeting of the requirements of Schedule
3 and the relevant Commission Rules and guidance in this Handbook;

(c) not enter into, or continue, a correspondent banking relationship with a shell bank; and

(d) take appropriate measures to ensure that it does not enter into, or continue, a correspondent

banking relationship where the respondent bank is known to permit its accounts to be used
by a shell bank.

10.

11.

4.3.

12.

Sound CDD policies and procedures are a key component of an effective AML, CFT and CPF
framework and are vital for the firm because they:

(a) constitute an essential part of risk management, providing the basis for identifying,
assessing, mitigating and managing risk;

(b)  help to protect the firm and the integrity of the Bailiwick by reducing the likelihood of the
firm becoming a vehicle for, or a victim of, ML, TF and/or PF;

(c)  help the firm, at the time CDD is carried out, to take comfort that the customer and other
parties included in a business relationship or occasional transaction are who they say they
are and that it is appropriate to provide them with the product or service requested; and

(d)  help the firm to identify, during the course of a continuing business relationship, factors
which are unusual and which may lead to knowing or suspecting or having reasonable
grounds for knowing or suspecting that the parties involved in a business relationship or
occasional transaction may be carrying out ML, TF or PF.

Accordingly, CDD is an on-going and cumulative process, the extent of which is determined by
both the risk attributed to, and the particular circumstances of, a business relationship or
occasional transaction.

Key Principals

Paragraph 4(3) of Schedule 3 defines the four categories of party which may be associated with
a business relationship or occasional transaction (collectively referred to in the Handbook as
“key principals” pnd sets out the extent of the CDD measures that are to be applied to each of
them, specifically:

(a)  the customer;

(b)  any person purporting to act on behalf of the customer;
(¢c) the beneficial owner of the customer; and

(d) any person on behalf of whom the customer is acting.
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4.3.1.

The Customer

13.

In accordance with Paragraph 4(3)(a) of Schedule 3, the customer shall be identified and the
identity of the customer verified using identification data.

14.

Chapters 5 and 7 of this Handbook provide for the CDD measures to be applied where the
customer is a natural person, or a legal person and legal arrangement respectively.

Person Purporting to Act Customer Acting on
on Behalf of the Customer Behalf of Another Person

Customer
Paragraph 4(3)(a)
Identify and Verify Identity

— T~

Paragraph 4(3)(b) Paragraph 4(3)(d)
Identify and Verify Identity Take Reasonable Measures
and Authority to Act . to Identify and Verify the
Beneficial Owner Identity of that Other Person
Paragraph 4(3)(c)
Identify and Take Reasonable
Measures to Verify Identity

4.3.2.

Fig. 1 — CDD Measures for Key Principals

A Person Purporting to Act on Behalf of the Customer

15.

In accordance with Paragraph 4(3)(b) of Schedule 3, any person purporting to act on behalf of
the customer shall be identifiedandt h at p e r s o rdtherity ko So@chshall be werifiadn

16.

17.

18.

19.

4.3.3.

Examples of such persons will include a guardian of a natural person, the authorised signatories
(or equivalent) acting for or on behalf of a legal person or legal arrangement, those to whom
powers of attorney have been granted, the directors (or equivalent) who are acting on behalf of a
legal person, and any other person acting on behalf of the customer within a business relationship
or occasional transaction.

In taking measures to verify the identity of any person purporting to act on behalf of the customer,
the firm should take into account the risk posed by the business relationship or occasional
transaction, the materiality of the authority delegated to the individual and the likelihood of that
person giving the firm instructions concerning the use or transfer of funds or assets.

Examples of the measures the firm could take to verify the authority of a person to act could
include obtaining a copy of the authorised signatories list, power of attorney or other authority or
mandate providing the person with the authority to act on behalf of the customer.

The identification and verification of the identity of any person identified in accordance with
Paragraph 4(3)(b) of Schedule 3 should be undertaken in accordance with ChapterChapters 5 and
7 of this Handbook.

The Beneficial Owner of the Customer

20.

In accordance with Paragraph 4(3)(c) of Schedule 3, the beneficial owner shall be identified and
reasonable measures shall be taken to verify such identity using identification data and such
measures shall include, in the case of a customer which is a legal person or legal arrangement,
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measures to understand the nature of the customer’ s b u s i n ewaesshipaml dontrol

structure.

21.

22.

23.

Paragraph 22 of Schedule 3 sets out the definition of beneficial owner. It should be noted that the
definition varies based upon the type of legal person or legal arrangement involved in a business
relationship or occasional transaction. Further detail can be found in Chapter 7 of this Handbook.

For the purposes of Paragraph 4(3)(c) of Schedule 3, ‘reasonable measures’ should be read as
referring to the taking of measures, which are commensurate with the ML, TF and PF risks which
have been identified within the business relationship or occasional transaction, to understand the
nature of the ¢ U s t obuséndss’ aisl its ownership and control structure and to verify that the
beneficial owner of the customer is who he or she is claimed to be.

Where the business relationship or occasional transaction involves a legal person registered in

the Bailiwick, the firm may have access to the beneficial ownership register maintained by the
Guernsey Registry or the Alderney Registry. Whilst the beneficial ownership register is not a
substitute for CDD measurest 0 i denti fy the | e qg.aitlcoulgpbe usefub
as an additional source to validate or otherwise confirmt h e  finiderstamdirg: of the ownership
and control structure of the customer. This position also applies to foreign beneficial ownership
registers the firm may be able to access.

23.24. Where the business relationship or occasional transaction is a high risk relationship, the

4.3.4.

measures to understand the nature of the ¢ U S t 0 buasness aad its ownership and control
structure will be greater than for low or standard risk relationships and may require the firm to
ask more questions of the customer and require additional information about the c U St 0
business and its beneficial ownership. Similarly the extent of the measures considered to be
reasonable to verify the identity of the beneficial owner will be greater for high risk relationships
and may require the firm to undertake more rigorous checks on the beneficial owner or obtain
more robust forms of identification data to satisfy the firm that it has accurately verified the
benef i ciidetityowner ' ' s

A Person on Behalf of Whom the Customer is Acting

24.25.In accordance with Paragraph 4(3)(d) of Schedule 3, a determination shall be made as to whether

the customer is acting on behalf of another person and, if the customer is so acting, reasonable
measures shall be taken to identify that other person and to obtain sufficient identification data
to verify the identity of that other person.

25:26.For the purposes of Paragraph 4(3)(d) of Schedule 3, ‘reasonable measures’ should be read as

referring to the taking of measures, which are commensurate with the ML, TF and PF risks which
have been identified within the business relationship or occasional transaction, to establish the
identity of any natural person on whose behalf the firm has determined the customer is acting.
Where the risk of the business relationship or occasional transaction is high, the extent of the
measures considered to be reasonable will naturally be greater than those applied to low risk
relationships.

26-27.The firm should refer to the CDD measures set out in Chapters 5 and 7 of this Handbook which

4.4.

the firm should take reasonable measures to apply to any person which the firm determines to
fall within Paragraph 4(3)(d) of Schedule 3.

Policies, Procedures and Controls

me

2728,

The firm must have take-on policies, procedures and controls in place which explain how to
identify, and verify the identity of, the customer, beneficial owner and other key principals
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identified by Paragraph 4(3) of Schedule 3 to a level appropriate to the characteristics and assessed
risk of the business relationship or occasional transaction.

28-29.The firm must assess, on the basis of risk, how much identification information to request, what
to verify, and how to verify it, in order to be satisfied as to the identity of a customer, beneficial
owner or other key principal.

29.30.The f i r policiss, procedures and controls in respect of its CDD measures must:

(a) be risk-based to differentiate between what is expected in low risk relationships, what is
expected in high risk relationships and what is expected in situations which are neither high
risk nor low risk;

(b) provide for enhanced measures to be applied in the circumstances where such measures are
required in accordance with Paragraph 5(2) of Schedule 3;

(c) impose the least necessary burden on customers, beneficial owners and other key principals
consistent with meeting the requirements of Schedule 3 and the Commission Rules;

(d) not constrain access to financial services (for example, by those without driving licences or
passports); and

(e) deal sensibly and sensitively with special groups for whom special processes may be
appropriate (for example, the elderly and students studying overseas).

30:31.Identification data providing evidence to verify identity and address can come from a range of
sources, including physical or digitalelectronic documents, databases and electronic data sources.
These sources may differ in their integrity, suitability, reliability and independence, for example,
some identification data is issued by governments after due diligence has been undertaken on an
individual ' s identity, i . e. n a t idemific@ibn ddtad e nt i t y
may be issued with few or no checks undertaken on the subject.

3+32.In light of this, the firm should consider the suitability of identification data prior to its
acceptance, including its source and whether underlying identity checks have been undertaken
by the issuing body or authority. The firm should also consider the susceptibility of a document
or source to forgery when determining its acceptability.

32.33. Where the firm does not receive, or have sight of, the original physical documentation used to
verify identity (unless it uses an electronic verification system as described in Chapter 5) and where
instead copy documentation is provided, the firm must ensure that the copy documentation has
been electronically or physically certified by a suitable third party.

33-34.Further information on the policies, procedures and controls required in respect of electronic
identification and verification, electronic certification and certification can be found within

ChapterChapters 5 and 6 of this Handbook.

34-35.Where the firm is not familiar with the form of the identification data obtained to verify identity
or address, appropriate measures should be undertaken by the firm to satisfy itself that the
identification data is genuine. Evidence of the steps taken by the firm should be retained as proof
of its understanding and conclusions in respect of the documents received.

35.36.All key documents (or parts thereof) must be understood by an employee of the firm and that
understanding must be recorded and retained with the relevant document.

36-37.The translation of documents should be considered on a case by case basis as it may be obvious
to the firm or an employee in certain instances what a document is and what it means. The firm
may also use electronic translation services including Al to translate documents, providing it is
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satisfied with the output. The firm may, in circumstances where the foreign language is less
familiar to it, use more than one electronic translation service to validate its understanding of the
document. The firm remains responsible for the resultant product of the electronically translated
documents. In all cases the firm should record its understanding of the document and where
relevant the reason why it has not sought to translate a document.

37.38.Notwithstanding the above, the firm must translate all key documents (or parts thereof) into
English at the reasonable request of the Commission or the FIU.

38-39. Where identification data accepted by the firm to verify the identity of a natural person contains
thei n d i v bighatuge hnd/@ a photograph of the individual, the firm should ensure that the
photograph and/or signature is clearly legible on the copy or scan of the document retained by
the firm.

4.5. Timing

39:40.In accordance with Paragraph 7(1) of Schedule 3, the identification and verification of the identity
of any person or legal arrangement pursuant to Paragraphs 4 to 6 of Schedule 3 shall, subject to
Paragraphs 4(1)(b) and 7(2) of Schedule 3, be carried out before or during the course of
establishing a business relationship or before carrying out an occasional transaction.

40-41.There will be occasions when the circumstances are such that the verification of the identity of a
customer or beneficial owner, cannot commence or be completed until such time as a business
relationship has been established. This may be acceptable in certain circumstances, provided the
firm is satisfied as to the reasons causing the delay.

44:42.1In this respect, Paragraph 7(2) of Schedule 3 provides that the verification of the identity of a
customer and any of the beneficial owners may be completed following the establishment of a
business relationship provided that to do so would be consistent with the risk assessment of the
business relationship conducted pursuant to Paragraph 3(4)(a) of Schedule 3, and:

(a) the verification is completed as soon as reasonably practicable thereafter;

(b) the need to do so is essential not to interrupt the normal conduct of business; and

(c) appropriate and effective policies, procedures and controls are in place which operate so as
to manage risk, including, without limitation, a set of measures, such as a limitation of the
number, types and/or amount of transactions that can be performed or the monitoring of
large or complex transactions being carried outside the expected norms for that business
relationship.

42.43 . Paragraph 7(2) of Schedule 3 does not, however, permit the retrospective identification of a
customer or beneficial owner after the establishment of a business relationship, save in the
circumstances detailed in Chapter 7 of this Handbook, for example, where beneficiaries are
identified by class and are therefore unknown to the firm at the commencement of a business
relationship.

43-44. Where the verification of the identity of a customer or beneficial owner takes place after the
establishment of a business relationship, the firm must have appropriate and effective policies,
procedures and controls in place so as to manage the risk arising from the delay. These policies,
procedures and controls must include:

(a) establishing that it is not a high risk relationship;

(b) monitoring by senior management of the business relationship to ensure verification of
identity is completed as soon as reasonably practicable; and

(c)  ensuring funds received are not passed to third parties.
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44.45.The firm should be aware that there may be occasions where the circumstances are such that a
business relationship has been established or an occasional transaction has been carried out and
the identification and verification procedures cannot be completed. In these circumstances the
firm should refer to Section 4.7. of this Handbook.

45-:46. With regard to occasional transactions, if the identity of the customer is known, verification of
identity is not required in the case of any transactions (whether singly or linked) below the
£10,000 threshold for occasional transactions, or the £1,000 threshold for occasional
transactions in the case of virtual assets, as set out in Schedule 3, unless at any time it appears
that two or more transactions which appear to have been small one-off transactions are in fact
linked and constitute a significant one-off transaction.

4.6. Acquisition of a Business or Block of Customers

46-47.There may be circumstances where the firm acquires another specified business with established
business relationships or acquires from a specified business, or non-Bailiwick business, a block
of customers that it will be servicing from the Bailiwick.

4748.Before acquiring a business or block of customers, the firm must conduct enquiries on the vendor
sufficient to establish the level and the appropriateness of identification data held in relation to the
customers of the business to be acquired.

48-49. Where deficiencies in the identification data held are identified (either at the time of transfer or
subsequently), the firm must determine and implement a programme to remedy any such
deficiencies in a timely manner. The firm must also give consideration to notifying the Commission
in accordance with the requirements of Commission Rule 2.63.

49:50.In addition to conducting due diligence on the vendor, the firm may consider it appropriate to
rely on the information and identification data previously obtained by the vendor for its
customers and business relationships where the following criteria are met:

(a)  the vendor is an Appendix C business;

(b) the firm has assessed that the CDD policies, procedures and controls operated by the
vendor were satisfactory, including consideration of the findings of any relevant reviews
by the Commission, an overseas regulatory body (where applicable) or other third party;
and

(c) the firm has obtained from the vendor, identification data (or copies thereof) for each
business relationship acquired.

50:51.Where the firm disposes of a book of business, it should ensure that the record keeping

requirements of Paragraph 14 of Schedule 3 and the Commission Rules in Chapter 16 of this
Handbook are met in respect of the business being disposed of.

4.7. Failure to Complete Customer Due Diligence

5+52.In accordance with Paragraph 9 of Schedule 3, where the firm can not comply with any of
Paragraph 4(3)(a) to (e) or Paragraph 11(1)(a) to (b) of Schedule 3 it shall:

(a) in the case of an existing business relationship, terminate that business relationship;
(b) in the case of a proposed business relationship or occasional transaction, not enter into that
business relationship or carry out that occasional transaction with the customer; and
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(c) consider whether a disclosure must be made pursuant to Part I of the Disclosure Law, or
Sections 15 or 15A, or Section 12 (as appropriate) of the Terrorism Law.

52.53.1t is recognised that the immediate termination of a business relationship may not be possible
due to contractual or legal reasons outside the control of the firm. The timing of the fermination
of an established business relationship will also depend upon the nature of the underlying
products or services. As an example, while a bank can close an account and return deposited
funds to a customer relatively easily, the compulsory redemption of an investment in a CIS,
particularly where it is closed-ended or where valuation dates are infrequent, may be more
problematic.

53.54. Where termination of a business relationship cannot be completed (for example, because the firm
has lost contact with the customer) the firm should have procedures and controls in place to
ensure that assets or fundsh el d ar e ' bl oc ked’ acoounntupil sacletene
as contact with the customer is re-established or the firm has otherwise dealt with the funds or
assets in accordance with its policy for dormant accounts.

54.55. Where the immediate termination of a business relationship is not possible for whatever reason,
the firm must ensure that the risk is managed and mitigated effectively until such time as the
business relationship can be terminated.

55:56.The firm must ensure that where funds have already been received, they are returned to the source
from which they originated, regardless of whether the source is the customer or a third party.
Where the firm has been unable to return the funds to the account from which they were received,
for instance because the originating bank account has been closed, the firm must take appropriate
steps to return the funds to the same party in another form.

56:57.Where this is not possible (for example, if the relevant party no longer exists) the firm should
take appropriate steps to return any funds to an appropriate third party and document the
reasoning for the steps taken.

57.58.Where the firm has terminated, or not proceeded with establishing, a business relationship or
occasional transaction, it must consider the circumstances giving rise to the failure to complete
CDD measures and whether these warrant a disclosure to the F/U.

4.8. Collective Investment Schemes

4.8.1.  Responsibility for Investor CDD

58:59.As part of the process of applying to the Commission for the authorisation or registration of a
closed-e nded CIl S or(opefeRd&ICE T ) OE G théSbdayd of the CIS (or General
ParteRpfall mi t ed P AP ftraseerofsa lnit ppust; (or'foundation official of a
foundation as appropriate) will nominate a firm (the “nominated firm” YWhich is licensed under
the POI Law and contracted to, or connected with, the CIS either as its manager or designated
administrator, to be responsible for meeting the requirements of Schedule 3 and this Handbook
for investors into the CIS, in addition to its own obligations. Where the authorisation/registration
of a CIS is suspended, it remains authorised/registered for the purposes of the POI Law and, as
such, will continue to maintain a nominated firm. In cases where a third party liquidator is
appointed to a CIS whose authorisation/registration has been suspended, and that liquidator is
registered with the Commission as a prescribed business, the Commission will consider a request
from the liquidator to be appointed as the nominated firm of the CIS.

59:60.The nominated firm must advise the Commission that it has been so nominated during the course
of the application process, and in any case prior to the authorisation or registration of the CIS.
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60-61.The nominated firm must treat all investors into the CIS as if they were its customers and ensure
that the relevant provisions of Schedule 3 and this Handbook are met, for example, conducting
relationship risk assessments and identifying, and verifying the identity of, the investors, including
the beneficial owners and other key principals thereof.

6+.62. Whilst the application of CDD measures (including ECDD and enhanced measures as necessary)
may be undertaken by another party (for example, under an outsourcing arrangement) the
nominated firm will be responsible for ensuring that appropriate identification data is held on all
investors, including the beneficial owners thereof, which meets the relevant requirements of
Schedule 3 and this Handbook.

62.63. Where the nominated firm provides services to a CIS, the shares of which are traded on a stock
exchange, the nominated firm should refer to the provisions of Section 4.8.3. of this Handbook:.

63-64. Where the firm provides services to a CIS and has not been nominated under Paragraph 4.5859.
above, the firm should treat the CIS as its customer and conduct CDD in accordance with the
requirements for a CIS authorised or registered by the Commission.

64.65.There may be occasions where the nominated firm will change throughout the life of a CIS, for
example, as a result of a change of designated manager-administrator. Where the firm becomes the
nominated firm for a CIS which has already been authorised or registered by the Commission, it
must advise the Commission in writing that it has been so nominated as soon as reasonably
practicable after its nomination.

65:66. Where the firm becomes nominated for a CIS with existing investors, the firm should give
consideration to the requirements of Section 4.6. of this Handbook.

66-67.Notifications made in accordance with Commission Rule 4.6465. should be submitted via the
Co mmi s ®ilige Subrsissions Portal, through the completion of a Form 235. Liquidators
requesting appointment as a nominated firm should do so through completion of a Form 200.

https://submit.gfsc.gg/
4.8.2.  Identifying and Verifying the Identity of Investors in Collective Investment Schemes

67-68.This Section details the obligations for the application of CDD measures to investors, including
the beneficial owners thereof, and applies where the firm:

(a)  has been nominated under Paragraph 4.5859. of this Handbook; or

(b) is acting in the capacity of the administrator or transfer agent of a non-Guernsey CIS
( NGCIS” ,)unless the contractual arrangements for the services provided by the firm
require otherwise.

68-69.Fundamental to understanding the CDD obligations for CIS investors is a recognition that the
overall arrangements by which interests in a CIS are offered to investors, together with the
arrangements under which a CIS consequently deals with investors, will determine the CDD
measures to be applied.

69-70. When undertaking its responsibilities, the firm should be mindful of the vulnerabilities of CISs

and the methods by which CISs may be used by persons or entities for ML, TF and/or PF
purposes. For example:
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(a)

CISs are often distributed on a non-face-to-face basis, with access to those CISs

(particularly where they are OECISs) relatively quick and easy to achieve, together with
an ability for holdings to be transferred between different parties;

(b)

OECISs, particularly those with frequent (i.e. daily or weekly) dealing, can provide the

ability for short holding periods and the high turnover of share/unit purchases/redemptions;

and

(c)

Notwithstanding the often medium to long-term nature of CISs, which can contribute to

limiting the attractiveness of these products for ML purposes, they may still appeal to
money launderers on the basis of their ability to generate growth and income.

76-71.Investments into a CIS will generally fall into one of four broad categories, each presenting its
own risks and having its own obligations in respect of the CDD measures to be applied.
Commission Rule 4.7172. below sets out the party to be treated as the customer and the CDD
measures to be applied to that customer (including the beneficial owner thereof) for each category

of investment.

ET

Method of Investment

Party to be Treated as the Customer

(a)

A natural or Jlegal person or legal
arrangement directly purchasing units of, or
shares in, a CIS on their own account, and not
on behalf of other, underlying parties.

The firm must treat the investor as if it were its
customer and apply CDD measures (including
ECDD and/or enhanced measures as applicable) to
the investor, including the beneficial owner of that
investor, in accordance with the requirements of
Schedule 3 and this Handbook.

(b)

An investor that, as part of its economic
activity, directly purchases the units of, or
shares in, a CIS in its own name and exercises
control over the investment for the ultimate
benefit of one or more third parties who do not
control the investment or investment
decisions and where funds (and any related
income) arising from the investment in the
CIS will only be returned to the registered
owner of the shares or units in the CIS.

(c)

An investor, for example a financial
intermediary, that acts in its own name and is
the registered owner of the shares or units but
acts on the account of, and pursuant to
specific instructions from, one or more third
parties and where funds (and any related
income) arising from the investment in the
CIS will only be returned to the registered
owner of the shares or units in the CIS.

In both scenarios (b) and (c), where the investor is
an Appendix C business acting as an intermediary
for one or more third parties, the firm can treat the
investor (i.e. the intermediary) as the customer,
provided the relationship has been assessed as low
risk and the requirements of Section 9.8. of this
Handbook are met.

Where the intermediary relationship has been
assessed as being other than low risk, the firm
cannot treat the intermediary as its customer and
CDD measures (including ECDD and/or enhanced
measures as applicable) must also be applied to the
underlying investors (i.e. the i Nt er me
customers), including the beneficial owners
thereof, in accordance with the requirements of
Schedule 3 and this Handbook.

(d)

A business’ customer, for example a financial
i nt er meuwltdmary whereshe business
is not the registered owner of the shares or
units (for example, because the CIS uses a
financial intermediary to distribute fund
shares or units, and the investor purchases
units or shares through the business and the
business does not become the legal owner of
the units or shares).

The firm must treat the underlying investor, i.e. the
i nt er meustdmer,rasyif’it Svere its customer
and apply CDD measures (including £CDD and/or
enhanced measures as applicable) to the investor,
including the beneficial owner thereof, in
accordance with the requirements of Schedule 3
and this Handbook.

Where the intermediary meets the definition of an
Appendix C business, the firm could consider
treating the intermediary as an introducer,
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provided the requirements of Chapter 10 of this
Handbook are met.

4.8.3.  Collective Investment Scheme Traded on a Recognised Stock Exchange

72.73.This Section relates to authorised and registered CISs, constituted as companies, whose shares
are listed and traded on recognised stock exchanges like those of other publicly held companies,
such as investment trusts and exchange traded funds ( “ t r aded CIl Ss” ) .

73-74.This approach is recognised by IOSCO in its Anti-Money Laundering Guidance for Collective
Investment Schemes issued in October 2005, which states:

“Closed-ended exchange-listed CISs are just like any other public company that lists its
shares on an exchange, and public companies — other than financial institutions — do not
have specific anti-money laundering responsibilities”.

74.75. With regard to such publicly listed companies, the FATF sets out its position on the treatment of
listed companies in its Methodology for Assessing Technical Compliance with the FATF
Recommendations and the Effectiveness of AML/CFT Systems dated February 2013, which
states that:

“Where the customer or the owner of the controlling interest is a company listed on a stock
exchange and subject to disclosure requirements (either by stock exchange rules or through
law or enforceable means) which impose requirements to ensure adequate transparency of
beneficial ownership, or is a majority-owned subsidiary of such a company, it is not
necessary to identify and verify the identity of any shareholder or beneficial owner of such
companies. The relevant identification data may be obtained from a public register, from
the customeror fr om ot her reliable sources”

75.76.The shares of a traded CIS are not sold or traded directly with investors, but are issued, distributed
and traded through placing agents, broker/dealers and other market intermediaries to individual
and corporate investors. As such, a traded CIS and the nominated firm thereof do not have the
same opportunity to engage with investors prior to accepting an investment, approving a transfer
or undertaking a corporate action such as a share buy-back or dividend distribution.

76-77.Where the shares of a CIS are traded on a recognised stock exchange within the meaning of the
Beneficial Ownership Regulations, in accordance with Paragraph 4(4) of Schedule 3 it is not
necessary for the firm nominated by that CIS under Paragraph 4.5859. to identify, and verify the
identity of any of the investors in that scheme.

7+78. Where the firm has been nominated under Paragraph 4.5859. for a traded CIS, it must understand
the routes by which investors could enter the CIS and have considered the risk presented by these
routes to entry in its risk assessment of the CIS carried out under Paragraph 3(4) of Schedule 3 and
this Handbook.
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5.1. Introduction

1. The purpose of this Chapter is to set out the information to be obtained, as a minimum, for a
natural person who acts as a key principal in one or more of the following capacities within a
business relationship or occasional transaction:

(a) the customer;

(b) the beneficial owner of the customer;

(c)  anatural person purporting to act on behalf of the customer; or
(d)  anatural person on behalf of whom the customer is acting.

2. Establishing that a natural person falling within Paragraph 4(3) of Schedule 3 as set out above is
the person that he or she claims to be is a combination of being satisfied that:

(a) the person exists, based on the accumulation of information aboutt h e p édénsityo n’ s
and
(b)  the customer, beneficial owner or other key principal is that person, by verifying from

identification data, satisfactory confirmatory evidence oft h at pdentitg. on’ s
3. ThisChapter sets out the aspects of a ,pgtheur al pe
with the characteristics of that natural person’ s | dent i ty tidentifleagionda,r i f i e d

in order to comply with the requirements of Schedule 3.
4. The requirements of this Chapter apply:
(a)  when establishing a business relationship,

(b)  when carrying out an occasional transaction; and
(c)  where any of the parties set out above to a business relationship change throughout the life

of that relationship.
5.2. Identifying Natural Persons
5. Where the firm is required to identify a natural person falling within Paragraph 5.1. above, it must

collect relevant information on the identity of that natural person which includes:

(a) legal name;

(b) any former names (such as maiden name) and any other names used;

(c) principal residential address;

(d) date and place of birth;

(e) nationality (including all nationalities where the individual holds more than one); and
(f)  any occupation, public position held and, where appropriate, the name of any employer.

6. In accordance with Paragraph 4(3)(f) of Schedule 3, as part its CDD measures the firm shall make
a determination as to whether the customer or beneficial owner is a PEP and, if so, whether he or
she is a foreign PEP, a domestic PEP or international organisation PEP.

7. Further information on the identification and treatment of PEPs can be found in Section 8.5. of
this Handbook.

Chapter 5 - Page 74



5.3.

Verifying the Identity of Natural Persons

Subject to Section 9.3. of this Handbook, the firm must verifyanat ur al p e ust®
identification data, the extent of which is to be determined based on the conclusion of the
relationship risk assessment. As a minimum, the firm must verify:

For all natural persons:
(a) legal name;

(b) date of birth; and
(c) residential address.

For natural persons connected with business relationships or occasional transactions which are
other than low risk, additionally:

(d) place of birth; and
(e) nationality.

10.

In order to verify the above and other information collected, the following identification data is
considered to be the best possible:

(a)  current passport, bearing a photograph of the natural person;

(b)  current national identity card, bearing a photograph of the natural person;

(c) armed forces identity card, bearing a photograph of the natural person;

(d)  driving licence, bearing a photograph of the natural person; or

(e) independent data sources (including electronic sources) (see Section 5.7. below).

The examples quoted above are not exclusive. There may be other forms of identification data
of an equivalent nature which may be produced as satisfactory evidence of the identity of a natural
person.

11.

Regardless of its form, the firm must be satisfied as to the validity and veracity of the identification
data used to verify the identity of a natural person and its evidential value should be based on the
assessed risk of the business relationship or occasional transaction. In this respect, the firm should
be aware that certain documents may be more susceptible to fraud than others, or have less robust
controls in respect of their issue, for example, some jurisdictions may issue driving licences
without due diligence being undertaken on the holder.

12.

When changes occur which result in a modification to a naturalp e r s 0 n ' (fr exampte,fai | e
change of name) the firm should apply a risk-based approach to updatingt h a t pédb s on’ s

records and consider what, if any, additional identification data is required to verify the change.

In addition to the measures set out above, where the firm has determined that a business
relationship or occasional transaction is high risk, in accordance with Paragraph 5(1) of Schedule
3 the firm shall also apply ECDD measures to that business relationship or occasional transaction.
Those ECDD measures shall include, inter alia, taking one or more steps as would be appropriate
to the particular business relationship or occasional transaction and could include, in accordance
with Paragraph 5(3)(a)(v)(B) of Schedule 3, verifying additional aspects oftheCc U S t oOidamity.’

14.

Examples of additional aspects of the ¢ U s t oidestity thes the firm could verify, where that
customer is a natural person, include his or her occupation or any former name(s). Further detail
in respect of ECDD measures can be found in Chapter 8 of this Handbook.
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5.4.

15.

16.

54.1.

17.

18.

19.

20.

5.5.

21.

Verification of Residential Address

The following are examples of suitable methods to verify the residential address of a natural
person:

(a) arecent bank/credit card statement or utility bill;

(b)  correspondence from an independent source such as a central or local government
department or agency (in the Bailiwick and the Bailiwick of Jersey this will include States
departments and parish authorities);

(c) commercial or electronic data sources;

(d) aletter from an Appendix C business with which the individual has an existing business
relationship and which confirms residential address;

(e) atenancy agreement;

(f)  apersonal visit to the residential address; or

(g) an electoral roll.

Where a natur al person’s principal buegsi

relationship, the firm is considered to have verified the new address where it has maintained on-

going written correspondence with the natural person at that new address (i.e. it has sent and
subsequently received responses to written correspondence addressed and sent by post to the new
address).

Overseas Natural Persons

There may be occasions when a natural person who is not resident in the Bailiwick is unable to
provide evidence of his or her residential address using the means set out in Paragraph 5.15.
above. Examples of such individuals include residents of countries without postal deliveries or
street addresses who rely on post office boxesorane mp | oy er s’

Notwithstanding the above, it is essential for law enforcement purposes that a record of a natural
person’'s residential address (or detail
held by the firm. As such, it is not acceptable to simply record details of a post office box number
asanaturalper son’ s addr ess.

Where the firm has determined that an individual has a valid reason for being unable to produce
more usual documentation to verify their residential address and who would otherwise be
excluded from establishing a business relationship or undertaking an occasional transaction with
the firm, the residential address can be verified by other means, provided the firm is satisfied that
the method employed adequately verifies the address of the natural person and any additional
risk has been appropriately mitigated.

An example of such an alternative method could be a letter from a director or officer of a
reputable overseas employer confirming residence at a stated overseas address (or providing

detailed directions to locate a place of residence).

Online Bank Statements or Utility Bills

Where the residential address of a natural person is to be verified through the use of a bank/credit
card statement or utility bill, the default option is to obtain a form of verification which has been
delivered to that natural person by post. However, the receipt of such items via the traditional
postal system is-being has largely been replaced by the-use-ef-online billing-e#, the delivery of
bank or utility statements via e-mail (an“ e | e ¢ t r o n~-)chr thrdugh togrimpeom td the
bank/card issuer’ sustomer portal.
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22.  Examples of electronic statements include:

(a) an online statement fremissued by a recognised bank, building society, credit card
company or recognised lender bearing the name and residential address of the natural
person; or

(b)  an online bill in relation to rates, council tax or utilities bearing the name and residential
address of the natural person.

23.  Where the firm wishes to accept an electronic statement as verification of a nat ur a
address, it must be satisfied as to the validity and veracity of the electronic statement presented.

24.  The firm should recognise that some electronic sources may be more easily tampered with, i.e.
the data contained within them subject to amendment, than others. If suspicions are raised in
relation to the integrity of any electronic statement obtained, the firm should take whatever
practical and proportionate steps are available to establish whether these suspicions are
substantiated, and if so, whether the relevant electronic statement should be accepted.

25.  An example of a step the firm could take where it has concerns over the veracity of a document
is to corroborate the content of that document using an independent source, for example, a

commercial or electronic data source such as a land registry, electoral roll or similar.

5.6. Electronic Verification

26.  Electronic verification is the use of an electronic method or system to verify, in whole or in part,
the identity of a natural person by matching specified personal information against electronically
captured physical documentation and/or independent electronic data sources- through verification

technology.

27. An assessment of the risks associated with using such technology should be undertaken in
accordance with Paragraph 3(3)(c)(i1) of Schedule 3 and the rules and guidance in both section
3.12 of Chapter 3 and the rules in this section of this Handbook in advance of adopting an
clectronic verificationsystemt o ver i fy a customer’ s identity.

28. A firm must, when undertaking a technology risk assessment of an electronic verification system
in accordance with Paragraph 3(3)(c)(i1) of Schedule 3, document the identity data and information
that it collects about the customer, the nature of the data sources to be used (such as a current
passport) and how their authenticity is assessed by the system.

27.29.Electronic verification can be used to verify all or any combination of the mandatory data points
required by Commission Rule 5.8. Where an electronic verification system does not fulfil all of
these requirements, the firm must use one or more other methods to ensure that a natural person is
fully verified in accordance with the requirements of this Handbook.

28-30.Electronic verification systems range in scope from the electronic capture of identity information
and identification data on a face-to-face basis through to the self-capture of uncertified
documentation by a natural person using an interactivea p p | i CApp’ ipnoaablef of mobile
phone. In the latter example, a photograph (or a series of photographs or a video) of the natural
person are obtained through the App, together with photographs of identification data and
address verification documents. The photographs are then independently reviewed and
corroborated constituting the verification.

29-31. Whilst the use of electronic verification can help to reduce the time and cost involved in gathering
information and identification data for a natural person, the firm should be mindful of any
additional risks posed by placing reliance on an electronic method or system. This should include
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understanding the method and level of review and corroboration within the system and the
potential for the system to be abused, particularly through the advancement of Al derived
“ d e e p forasknthesic identities. The FATF i s sued an “ihldeeernbar @025
warning how criminals can exploit new technologies, including Al, to facilitate their illicit
activities.

https://www.fatf-gafi.org/en/publications/Methodsandtrends/horizon-scan-ai-
deepfake.html

30-32.Knowledge and understanding of the functionality and capabilities of a system can help provide

assurance of its suitability. In particular, there should be certainty of the methods applied to
corroborate identification data. The use of more than one confirmatory source to match data
enhances the assurance of authenticity.

scan’

33.

The firm's technol ogy ri sk assessment n

electronic verification system which address the risk of identification data being forged or
tampered with, including through manufactured audio-visual media content to create synthetic
identitiesG.e."* deepf akes”) The assessment must b
current with technological developments.

34.

In addition to the rules and guidance for technology risk assessments set out in section 3.12 of

35.

this Handbook, a firm should consider the following factors when undertaking an assessment of
an electronic verification system:

a) the clarity and resolution of the electronic copy to detect its security features such as a
watermark, invisible ink, hologram or the fraudulent insertion of a photograph or data;

b) how the system tests the authenticity of the electronic document, such as through biometric
data comparison, |l i ve stream f aciekdtronit
chip. analysis of security features and geotagging/geolocation confirmations:

¢) whether the process for copying and transmitting the electronic document to the firm presents
an opportunity for the document to be tampered with or manipulated;

d) the level of security over the process of transmitting the document, including application of
security codes or anti-impersonation measures, such as requirements for the natural person
to verbally repeat words, perform an action or use passcodes etc.;

e) the service provider’'s policy for test
attacks and in response to the criminal development of technology to create synthetic
identities/deepfakes;

f) clearly documenting how identity information and addresses are verified, for example,
biometric matching of an individual in a live video to an identity document which also has
anti-fraud and authenticity checks conducted on it, or searching through multiple independent
sources within a specified date range for address verification etc.; and

¢) the extent to which a user, or the firm, is able to bypass any built-in security features of the

ecogni

electronic process, oradaptt he system’ s use b eewioemrdviddir.h a t

Whether the firm uses an in-house, group or third-party system, it should periodically question

and seek assurance that the system continues to remain robust in the face of developments in the
criminal exploitation of technology, including being informed of any advanced identification
measures which have been introduced.

36.

The firm must ensure that sufficient customer records to comply with the record-keeping

requirements under Paragraph 14 of Schedule 3 and rules on Chapter 16 are available to, and
readily retrievable by, the firm for the minimum retention period.

Chapter 5 - Page 78

t

nt


https://www.fatf-gafi.org/en/publications/Methodsandtrends/horizon-scan-ai-deepfake.html
https://www.fatf-gafi.org/en/publications/Methodsandtrends/horizon-scan-ai-deepfake.html

37. Customer records verified through electronic verification systems should detail the identity
checks undertaken by the system, and the sources it used. This is usually provided in a system
generated report.

38.  The firm must ensure that its CDD policies, procedures and controls and its compliance monitoring
programme include its use of electronic verification, where used.

39. Video calls have a role in customer due diligence in enabling the firm to discuss aspects of a new
business application or proposed transaction with an existing customer. Firms should be mindful
that criminals are employing increasingly sophisticated techniques to forge identity documents
therefore relying solely on video calls without independent verification could expose firms to
these increased risks. Selfie-photographs of the natural persons with their identity document are
also not an acceptable means for verifying their identity.

3+40.Further information on the certification of identification data received via an electronic
verification system can be found in Section 6.5. of this Handbook.

5.7. Independent Data Sources

32.41.Identification data does not have to be in paper form. Independent data sources can provide a
wide range of confirmatory material on natural persons and are becoming increasingly accessible,
for example, through improved availability of public information and the emergence of
commercially available data sources such as electronic databases and research firms. Sources
include:

(a) electoral roll;

(b) telephone directories;

(c) credit reference agency checks;

(d)  business information services; and

(e) electronic checks provided by commercial agencies.

33-42.Where the firm is seeking to verify the identity of a natural person using an independent data
source, whether by accessing the source directly or by using an independent third party
organisation (such as a credit reference agency), an understanding of the depth, breadth and
quality of the data is important in order to determine that the method of verification does in fact
provide satisfactory evidence of identity.

34-43.Independent data sources can be used to verify all or any combination of the mandatory data points
required by Commission Rule 5.8. Where an independent data source does not fulfil all of these
requirements, the firm must use one or more other methods to ensure that a natural person is fully
verified in accordance with the requirements of this Handbook.

35:44.When relying on independent data sources to verify identity, the firm should ensure that the
source, scope and quality of that data is suitable and sufficient and that the process provides for
the information to be captured and recorded.

5.8. Guarding Against the Financial Exclusion of Bailiwick Residents

36:45.There may be occasions when a Bailiwick resident natural person encounters difficulties in
providing evidence of his or her Bailiwick residential address using the sources identified
previously in this Chapter. Examples of such circumstances include:
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(a) a Short-Term Employment Permit holder who does not have a permanent residential
address in the Bailiwick;
(b) a natural person living in the Bailiwick in accommodation provided by t h a't person’
employer, with family (for example, in the case of minors), or in care homes, who may not
pay directly for utility services; or
(c)  a Bailiwick student living in university, college, school, or shared accommodation, who
may not pay directly for utility services.

37.46.Where a natural person has a valid reason for being unable to produce the requested documents
and who would otherwise be excluded from ac
identification procedures should provide for alternate means of verifyinga nat ur al perso
Bailiwick residential address. The following are examples of alternate methods of verifying an
address:

(a)  aletter from the head of the household at which the natural person resides confirming that
the applicant lives at that Bailiwick address, setting out the relationship between the natural
person and the head of the household, together with evidence that the head of the household
resides at the address;
(b) aletter from the residential home or care home confirming residence of the natural person;
(c) aResident Certificate or Resident Permit;
(d) aletter from a director or manager of the Bailiwick employer confirming residence at a
stated Bailiwick address and indicating the expected duration of employment. In the case
of a Short-Term Employment Permit holder, t he wor ker ' s hisebet dent i a
country of origin should also be obtained and reasonable measures taken to verify that
address; or
(e) in the case of a Bailiwick student, a letter from a Bailiwick resident parent or a copy of the
acceptance letter for a place at the college/university. The st udent’' s residen
the Bailiwick should also be obtained and reasonable measures taken to verify that address.
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6.1. Introduction

L. Certification is the process whereby, instead of a natural person presenting his/her self and
identification data in person to the firm, the individual uses a suitable trusted third party to
confirm a positive link between his/her identity and identification data. The certified
identification data is then provided to the firm as verificationofthat nat ur al .per son’ ¢

2, The use of third party certification serves to mitigate the risk arising from a business relationship
or occasional transaction where the firm has had no face-to-face contact with a natural person
who is a key principal within that relationship. It also guards against the risk that identification
data provided is fraudulent or misleading and does not correspond to the individual whose
identity is to be verified.

3. Certification has two purposes:

(a) to provide assurance to the firm that a natural person is who he or she purports to be; and
(b)  to confirm that the natural person is the owner of the identification data used for the
purpose of the firm verifying identity.

4. Until recently, certification has required that trusted third parties are natural persons of sufficient
professional standing and subject to appropriate ongoing requirements in respect of their
integrity. However, with developments in technology the trusted third party could now take the
form of an electronic system which, through the integration of controls such as those detailed
later in this Chapter, can provide sufficient corroboration equivalent to that provided by a natural
person certifier.

5. This Chapter is split into three sections and provides distinct requirements for certification
depending upon the method of certification to be used:

(a) natural persons certifying hard-copy identification data;

(b) natural persons eleetroniealby—certifying scanned identification data by the application of
an electronic signature; and

(¢) electronic methods of certifying identification data.

Identification Data

. ,/’/,,u::r;es Hard-Copy

- a Identification Data

Passport Matural Person meets Suitable Certifier
Suitable Certifier and h‘d

Provides Identification

- wr
.'-'H\ - Data to be Certified B —
. Digitally Certifies {or Equivalent)
Matural Uﬁ"t!-"t il Electronic Copy of Identification Data
Person
= W 4 sk
|—..A Photograph of Identification Data and Photograph  Electronic Identity Package
Other Relev.jnt Matural Person Captured and Analysed by App., Output from App.
Documentation Together with Relevant Meta Data

Fig. 2, Process of Certification

6.2. Obligations

6. For certification to be effective, the certifier should be a trusted third party who, in the case of
natural person certification, has seen the original identification data and, where that identification
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data includes a photograph, met the individual in person. Only following these two steps can the
certifier provide the necessary assurance to the firma bout t he i ndividual ' s i

In order to ensure this effectiveness, the firm should have as part of its compliance arrangements:

(a apolicy and/ or pr oc e d urkskeagpetitevtowardshrelyingeupoh e ct  t h

certified identification data;

(b) a policy in relation to those third parties considered by the firm to constitute suitable
certifiers; and

(c)  procedures allowing for the firm to verify the suitability of those third parties who have
certified identification data upon which the firm intends to rely.

The firm must exercise caution when accepting certified identification data, especially where such
identification data originates from a country or territory perceived to represent a high risk, or from
unregulated entities in any country or territory.

6.3.

Requirements for Natural Person Certifiers

Whilst there is no specific wording to be used by the certifier, the firm must ensure that the certifier
signs and dates the certification and provides sufficient information within the certification or
accompanying the certification for the firm to confirm the following:

(a) that he/shethe certifier has seen the original identification data verifying identity or
residential address;

(b) that he/shethe certifier has met the natural person who is the subject of the identification
data; and

(c) adequate information about the certifier in order that the firm can undertake the required
assessment of the suitability of the certifier and so that contact can be made with the certifier
in the event of a query.

The certification should be provided by the certifier either on a copy of the identification data
which is the subject of the certification or attached to that document by way of a covering letter
or other record which accompanies the identification data. Where information in Commission
Rule 6.9 above has not been provided on, or attached to, the identification data, it can be
supplemented, for example by additional correspondence with the certifier, without the need to
obtain renewed copies of the identification data. In this case, the additional correspondence forms
part of the CDD information and the respective record-keeping requirements should be applied.

For the purposes of Commission Rule 6.9.(c)' adequate i nformati on

(a) the full name of the certifier;

(b)  the professional position or capacity held by the certifier (including professional body
membership details where relevant); and

(¢) details of at least one contact method (for example, postal address, contact telephone
number and/or e-mail address).

Certification by a natural person can take two forms;

(a)  paper-based certification where the certification is stamped or written onto a photocopy of
the identification data or attached thereto; or

(b) eleetronie—certification—where hard-copy identification data is scanned and certified
eleetronically—byby application of a signature in electronic form (as defined in the
Electronic Transactions (Guernsey) Law, 2000) from the natural person_to an electronic
copy of the identification data.
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For the avoidance of doubt, obtaining identification data that has been certified in accordance
with 6.12(b) above will be as acceptable as, and equivalent to, obtaining paper-based certification
as detailed in 6.12(a) above.

13.  The process for utilising electrenic—eertification—as—set—eout—inParasraph—612(b)abeve—an

electronically signed copy of identification data which certifies its authenticity mirrors that for
paper-based documentation- as set out in Paragraph 6.12.(a) above. If the certifier accepts the
identification data presented by the customer, then using digitalelectronic encryption or a suitably
robust alternative, the certifier will apply a digital-signature in electronic form (or equivalent) to
an electronic copy of the identification data. This encrypted file is then provided electronically
tothe firm. Thisi S as ac c e p tnakbphyeical sighatuse. “ we t

14.  Where the firm utih 3
eleesremeaﬂy—er—e%hemqsﬁeewesaccepts an electromc copy of the zdentzf cation data whlch has
been certified by a natural person applying his or her signature electronically, it must satisfy itself
as to the veracity of the certification process prierlecading toaceeptingt he nat ur al
to certify the identification data-eertitiedin-such-amanner.

15.  The above rule is designed to ensure the firm understands the basis upon which a certifier has
met the person whose identity they are certifying and it is not a requirement to understand the
underlying technology used within systems to certify the documents.

+5:16. Where the firm wishes to accept soft-copy certified identification data, the preference should be
to receive digitatlyelectronically certified (or equivalent) identification data using the process set
out in Paragraphs 6.12.(b) to 6.14. above. However, there may be situations where the certifier
does not have access to such technology, or is otherwise unable to digitalbyelectronically certify
documents, and where the provision of hard-copy documentation via the postal system is
unfeasible or uneconomical.

16:17.Where the firm receives identification data covered by Paragraph 6.12.(a) in scanned soft-copy
form, the firm must be satisfied as to the veracity of the identification data provided and that the
receipt of such identification data in soft-copy form does not pose an increased risk to the firm.

+7%:18.1In satisfying itself as to the veracity of the scanned soft-copy identification data received, the
firm should consider, amongst other factors, the type of identification data used (for example, is
it known to be easily manipulated) and the source of the document(s) received (for example, were
they provided by the subject of the identification data, or by an independent source such as the
certifier or a representative thereof).

6.4. Assessing the Suitability of Natural Person Certifiers

18:19. Where copy identification data certified by a—natural-personclectronic or physical signature is
accepted, regardless of the manner or form of the identification data, the firm must satisfy itself
that the certifier is a suitable and appropriate person to provide validation of the identification data
based on the assessed risk of the business relationship or occasional transaction, together with the
level of reliance being placed on the certified documents.

19:20.The firm should, as part of its compliance arrangements, have in place a policy which enables it
to determine whether an individual is suitable to certify documents and therefore whether reliance
can be placed upon the certified identification data provided. The policy should take account of
factors including whether the certifier:

(a) s closely related or otherwise connected to the person whose identity is being certified;
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(b)  holds an appropriate public position with a high level of trust and for which background
checks or similar vetting oft h e ¢ efitnesd afid ipréptiety sill have been undertaken;

(c) isamember of a professional body which undertakes independent oversight of compliance
with its own rules or standards of professional conduct;

(d is required to satisfy criteria similar
licensing criteria in the Bailiwick and is required to be vetted or approved as part of the
regulation in the jurisdiction in which it operates;

(e) isemployed by another business forming part of a group of which the firm is also a member
where the same or equivalent AML and CFT policies, procedures and controls apply; or

(f)  is subject to other professional rules or a member of an industry body (or equivalent)
providing for the integrity oft h e ¢ econtluctf i er ' s

20.21.T h e fpblicynfior &sessing the suitability of a certifier should include consideration of the
circumstances where the firm deems it appropriate to validate the credentials of the certifier.

21.22. As part of the steps taken to validate the credentials of a certifier, the firm may also include the
consideration of factors such as:

(a) the reputation and track record of the certifier;

(b) t he freviouméxerience of accepting certified documents from persons in the same
profession or country or territory;

(c) the adequacy of the framework to counter ML and FT applicable in the country or
territory in which the certifier is located; and

(d) the extent to which the framework applies to the certifier.

6.5. Certification Requirements for Copies of Identification Documents Verified
Through FElectronic System Certifiers

22__In addition to the-traei e i i i i i
eleetrem&meaﬁsacceptmg copies of ga%herg—Haféufal—pePse&ldentlﬁcatlon data—detaﬂs&af—wh}eh
are—provided—in—_certified by electronic or physical signature in accordance with the
aforementioned rules in this Chapter, the firm may also accept copies of identification data which
have been certified as a true copy by a regulated firm which has verified the person through an
electronic verification system. Sections 5.6. and 5.7. of this Handbook-

23.

ilihes%eleetpemc—eeﬂ&e%s—eaﬂ prov1de aﬁ—eq&&Hy—Pebus{—eeﬁ-ﬁ-Pmaﬁeﬂ—ef—more detall about an

electronic Verlﬁcatlon system’ sole in Verlfvmg a na tur al p—efcibeohith-de 1 dent i

i cat

subject to AML/CFT superv1s1on by a competent authority, provided that the firm

providing the copy identification data wsed—to—verify—identity{for—example—thatthe
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identification-datacertifies that the natural person is its customer or a key principal of its
customer and that the certlfym,q ﬁrm has net-been—trandutenthy—ahtered—is-tisted—on—a

lee&&ea—m—wh%h—th%&ser—tﬁ%eted—“%h—thedownloaded the document from an electromc

23.

eemp}emen{—ﬂ}%a&semg—eeﬂ&e%s—The ﬁrm rnust estabhsh that the certlfvmg ﬁrrn is superv1sed for

compliance with AML/CFT measures. There is no specific wording for the certification, but it
must be sufficient to ascertain that:

a) the natural person is a customer or key principal to a customer of the certifying firm;

b) the document is a true copy of the identification data verified by the electronic verification
system the certifying firm uses; and

a)c)the copy of the identification data has been downloaded from an electronic verification
system used by the certifying firm.

6.6.

Certification of Documentation for Legal Persons and Legal Arrangements

26.

Where the firm is provided with documents to verify the identity of a legal person which are copies
of the originals, the firm must ensure they have been certified by the company secretary, director,
manager or equivalent officer, or by a suitable third party certifier.

27.

Where the firm is provided with documents to verify the identity and legal status of a foundation
which are copies of the originals, the firm must ensure they are certified by a foundation official
or by a suitable third party certifier.

28.

Where the firm is provided with documents to verify the identity and legal status of a trust or other
legal arrangement which are copies of the originals, the firm must ensure they are certified by a
representative of the trustee (or equivalent) or by a suitable third party certifier.

29.

Certification should be provided in a similar form to that set out under Section 6.3. of this
Chapter, either through the certifying of a hard-copy document, or through the use of a digital
signature in electronic form (or equivalent) applied to an electronic copy of the document.

30.

While there are no specific requirements in respect of the wording used, the firm must satisfy itself
that the natural person certifying the document is a suitable and appropriate person within the
specific circumstances of the business relationship or occasional transaction.

6.7.

Chains of Physical Copy Certified Documentation
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31. Asdetailed previously, the acceptance of original identification data, or identification data which
has been certified in accordance with this Chapter, serves to protect the firm from the risk of it
relying upon identification data which is fraudulent or misleading, or which does not correspond
to the individual whose identity is to be verified. The benefits of this mitigation are limited,
however, where documents have passed through a chain of certifiers (for example, other F'SBs)
and the link between the customer (or other key principal) and the firm has become distant.

32.  Noting this concern, the firm should not place reliance upon copies of certified copies of original
identification data, other than in justifiable instances. The firm should always consider the risk
of placing reliance upon copies of certified copies of identification data and consider whether it
would be more appropriate to obtain the original, or original certified copies of, identification
data.

33, For the purposes of Paragraph 6.32. above, examples of justifiable instances include:

(a) __the provision of copies of identification data held by the trustee of a trust in respect of the
beneficial owners of that trust to a bank for the purposes of opening an account on behalf
of that trust; or

(b) __ the provision of copies of identification data held by an Appendix C business to a legal

rofessional engaged by the Appendix C business to provide advice in connection with a
customer of, and at the request of, the Appendix C business.

5
\Documents Re-Certified

Certified Documents FSB 1 by FSB 1 and Provided
Provided to FSB 1 to Specified Business

/ \
ﬁ Certified Documents Provided _'Li:-

Direct to Specified Business \,'
Natural Certiﬁer\A X SpeC|f|ed
Person Sl Re-Certified by FSB 1 - Business
— > =
% and Passed to FSB 2 § l
FSB 1 FSB 2
Certified Documents Documents Certified Again
Provided to FSB 1 by FSB 2 and Provided to

Specified Business

Fig. 3, Chains of Certification

33.34.Where the firm accepts copies of certified copy identification data, the following criteria must be
met:

(a) the copy identification data has been provided by an Appendix C business;

(b) the Appendix C business has confirmed that the copy provided is a true copy of the
identification data which it holds;

(c) the Appendix C business has seen the original identification data that it has copied to the
firm, or the identification data that has been copied to the firm was provided to the Appendix
C business by a suitable certifier, and in the case of the latter, the firm is satisfied that the
individual who certified the identification data accepted by the Appendix C business which
it is copying to the firmwoul d qual i fy as a suitable
procedures; and
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(d)  where the identification data copied by the Appendix C business to the firm relates to the
verification of a natural person’ s i dtlee fiirin iis kayisfied that the copy identification
data provides evidence that the natural person is who he or she is said to be.

. ~ N “Documents Re-Certified
Certified Documents FSB 1 by FSB 1 and Provided
P"OV'dEd to FSB 1 to Specified Business

s Cer.tlfled Documents Prgwded D‘» % -:h]:-

Direct to Specified Business

Natural Certlﬂer = Specn°ed
Person 4l Re-Certified by FSB 1 . Business
% and Passed to FSB2 * % l
FSB 1 FSB 2
Certified Documents Documents Certified Again
Provided to FSB 1 by FSB 2 and Provided to

Specified Business

35. For the avoidance of doubt this Section does not apply in respect of business relationships or
occasional transactions falling within the introduced business provisions of Chapter 10 of this
Handbook or where the firm acquires a business or block of customers in accordance with
Paragraph 4.4647. of this Handbook. In such circumstances, the firm places reliance upon a third
party to have applied CDD measures to a customer, beneficial owner or other key principal in
accordance with its own policies, procedures and controls. As such, the firm may accept copies
of certified copy documentation either as part of the testing of that third party or through its
acquisition of a block of customers.

Chapter 6 - Page 86




In such dircumstances the firm is not required to seek

«— — — — Hocumentation from the customer unless it considers that, =
based on the drcumstances, it would be more appropriate = ’
Customer to hold original, or originally certified, documentation Spedfied Business

(3) The representative of the Appendix C business confirms either:

(1) Customer provides original documentation
or certified copies of documentation to
Appendix C business

a) that they have seen the original document; ar
b) that they have seen the ariginally certified document;

provided to the Appendix C business by the customer

~ (2) Appendix C business provides copies -
= ﬂ ———of documentation held, certified by g——————» ‘
o . representative of the Appendix C business
Appendix C Business Certifier
(Representative of
Appendix C Business)

Fig. 4, Flow of Copy Certified Documentation
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7.1.

Introduction

The purpose of this Chapter is to set out the information to be obtained, as a minimum, for a /ega/
person or legal arrangement which acts as a key principal in one or more of the following

capacities within a business relationship or occasional transaction as set out in Paragraph 4(3)
of Schedule 3:

(a) the customer;

(b) the beneficial owner of the customer;

(c) alegal person or legal arrangement purporting to act on behalf of the customer; or
(d) alegal person or legal arrangement on behalf of which the customer is acting.

The identification and verification requirements in respect of legal persons and legal
arrangements are different from those for natural persons. While a legal person or legal
arrangement has a legal status which can be verified, each business relationship or occasional
transaction involving a legal person or legal arrangement will also contain a number of
associated natural persons, for example, as beneficial owners. This Chapter should therefore be
read in conjunction with Chapters 4 and 5 which set out the CDD measures to be applied to
natural persons acting for or on behalf of, or otherwise associated with, a customer which is a
legal person or legal arrangement.

Legal person refers to any entity, other than a natural person, which is treated as a person for
limited legal purposes, i.e. it can sue and be sued, it can own property and it can enter into
contracts in its own right. This can include companies, other bodies corporate, foundations,
anstalts, associations, or other similar entities which are not legal arrangements.

Legal arrangements do not have separate legal personality and therefore form business
relationships through their trustees (or equivalent). With regard to trusts, it is the trustee of the
trust who will enter into a business relationship or occasional transaction on behalf of the trust
and should be considered, along with the trust, as the f i r dwstorger.

There are a wide variety of trusts and other similar arrangements, ranging from large, nationally
and internationally active organisations subject to a high degree of public scrutiny and
transparency, through to trusts set up under testamentary arrangements and trusts established for
wealth management purposes.

The firm should be alive to, and take measures to prevent, the misuse of legal persons and legal
arrangements for ML, TF and PF. It is imperative that when compiling a relationship risk
assessment, the firm considers the breadth of ML, TF and PF risks that the differing size, scale,
activity and structure of the legal person or legal arrangement could pose. Less transparent
and/or more complex structures present higher risks which could require additional information
or research to determine an appropriate risk classification.

Based on the outcome of its relationship risk assessment, the firm must consider how the
customer and any other legal persons or legal arrangements falling within the requirements of
Paragraph 4(3)(a)-(d) of Schedule 3 are to be identified and the identification data in respect of
those legal persons or legal arrangements which must be obtained to verify that identity,
including ECDD measures and/or enhanced measures where necessary.

Where the firm acts as resident agent for a legal person established in the Bailiwick, it is also
subject to the Beneficial Ownership Law and the Beneficial Ownership Regulations and the
reporting requirements contained therein.

Beneficial Ownership of Legal Persons (Guernsey) Law, 2017
Beneficial Ownership (Definition) Regulations, 2017
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7.2.

Transparency of Beneficial Ownership

It is crucial that the firm has a full picture of its customer, including those natural persons with
ownership or control over the ¢ U S t oOaff@ry. ThS is important so as to identify, firstly the
various legal obligations that fall due within the Bailiwick and beyond and, secondly, whether
the legal person or legal arrangement is being abused for criminal purposes. As financial crime
legislation, including tax legislation, becomes ever more sophisticated, so too do the ways in
which a person may structure his, her or its affairs in order to mask the true beneficial ownership.

When applying CDD measures in relation to customers that are legal persons or legal
arrangements, in accordance with Paragraph 4(3)(c) of Schedule 3 the firm shall identify and
take reasonable measures to verify the identity of the beneficial owner of the legal person or
legal arrangement.

The definition of beneficial owner in the context of legal persons is to be distinguished from the
concepts of legal ownership and control. On one hand, legal ownership means the natural or legal
person(s) who, according to applicable law, own the legal person. On the other hand, control
refers to the ability to make relevant decisions within the legal person, for example, by owning
a controlling block of shares.

An essential element of the definition of beneficial owner is that it extends beyond legal
ownership and control and focusses on ultimate (actual) ownership and control. In other words,
the definition identifies the natural (not legal) persons who actually own and take advantage of
the capital or assets of the legal person, as well as those who really exert effective control over
it (whether or not they occupy formal positions within that legal person), rather than just the
natural or legal persons who are legally (on paper) entitled to do so.

In the context of a trust, beneficial ownership includes both the natural persons receiving benefit
from the trust (for example, a beneficiary, those in a class of beneficiaries or any other person
who benefits from the trust) as wellast hose connected with, o
affairs, including the settlor(s), trustee(s), protector(s) and enforcer(s).

Paragraph 4(3)(c) of Schedule 3 also requires that, in the case of a business relationship or
occasional transaction within which the customer is a legal person or legal arrangement, that
the firm shall take measures to understand the nature of the customer’ S b u s i rowensrship
and control structure.

15.

When taking measures to understand the ownership and control structure of a customer in
accordance with Paragraph 4(3)(c) of Schedule 3, it is not necessary to verify the identity of
every legal person or legal arrangement within a structure. However, the firm must take
reasonable measures to gather sufficient information on the identity of any intermediate entities
to allow it to identify those natural persons falling within the definition of beneficial owner and
to identify whether any intermediate entity has issued bearer shares or bearer warrants.

Further detail is provided within this Chapter in relation to identifying the beneficial owner in
the particular types of legal persons and legal arrangements with which the firm could enter a
business relationship or undertake an occasional transaction.

17.

When identifying, and taking reasonable measures to verify the identity of, the beneficial owner
of a legal person or legal arrangement as required by the sections of this Chapter, the firm must
act in accordance with the identification and verification requirements of Schedule 3 and this
Handbook for natural persons, legal persons and legal arrangements.
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7.3.

20.

Where a key principal is a legal person or legal arrangement authorised or registered by the
Commission as a CIS under the POI Law, the CDD measures to be applied to that legal person
or legal arrangement are set out in Section 9.5. of this Handbook.

Where a business relationship or occasional transaction involving a legal person or legal
arrangement (taking into account the beneficial owner(s) of such) presents a high risk and/or
requires the application of enhanced measures, the firm should refer to the obligations set out
within Chapter 8 of this Handbook.

Measures to Prevent the Misuse of Nominee Shareholders and Nominee Directors

The use of nominee shareholders and nominee directors can provide a means to obscure ultimate
ownership and control of a legal person or legal arrangement. To minimise the risk to the firm
of providing products or services to a customer using such arrangements, it is critical that legal
and beneficial ownership is recorded thoroughly and that appropriate steps are taken to establish
the true identity of those persons with ultimate ownership and control of a customer-.

21.

The firm must have appropriate and effective procedures to prevent the misuse of nominee
shareholders and nominee directors. These must include a requirement to consider whether a
legal person has nominee shareholders and/or nominee directors and the means to identify, and
take reasonable measures to verify the identity of, any natural person who ultimately controls a
legal person or legal arrangement for which nominee shareholders and/or nominee directors are
identified in the ownership and control structure.

22.

Where the firm identifies that the customer is a legal person with nominee shareholders, or is
owned by a legal person with nominee shareholders, in accordance with Paragraph 5(2)(d) of
Schedule 3 it shall apply enhanced measures as set out in Section 8.12. of this Handbook,
regardless of the risk rating attributed to the business relationship or occasional transaction.

23.

For the purposes of identifying the beneficial owner of a legal person or legal arrangement, a
nominee shareholder or nominee director would not be considered to have ultimate ownership
or control of the customer. The firm must therefore look through the nominee shareholder or
nominee director and identify from whom instructions are being taken by a nominee director and
for whom shares or interests are held by the nominee shareholder.

7.3.1.

24,

25.

26.

Nominee Shareholders

A nominee shareholder is a natural or legal person recorded in the share register as the
shareholder of a legal person who holds the shares or interest in that legal person on behalf of
another. The identity of the true beneficial owner(s) is not disclosed on the register. In this
instance the nominee shareholder cannot be considered the beneficial owner.

Nominee shareholders can be used to hide or obscure the beneficial ownership of a legal person,
for example, a natural person may indirectly hold a majority interest in a legal person through
the use of nominee shareholders who each hold a minimal interest and thereby obscure the
identity of the natural person who actually holds effective control.

To mitigate the increased risk posed by nominee shareholders, the provision of, or acting as, a
nominee shareholder in the Bailiwick by way of business is an activity which requires licensing
under the Fiduciaries Law and is therefore subject to the requirements of Schedule 3 and the
Commission Rules in this Handbook. A similar approach is adopted in a number of other
jurisdictions, such as the Bailiwick of Jersey and the Isle of Man. While this factor may reduce
the inherent risk with nominee shareholders, it does not provide for the disapplication of
Commission Rule 7.23.
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7.3.2.

27.

28.

29.

7.4.

7.4.1.

Nominee Directors

A nominee director is a natural or legal person who acts on behalf of another. A nominee director
therefore cannot be considered to be the beneficial owner on the basis that they are being used
by someone else who can ultimately exercise effective control over that legal person.

Steps have been taken within the Bailiwick to counter the risk of natural or legal persons acting
as nominee director by requiring that those who provide or act as director be licensed under the
Fiduciaries Law and therefore subject to the requirements of Schedule 3 and the Commission
Rules in this Handbook. However, the firm should remain alert in respect of legal persons from
all jurisdictions for indications that a director might be acting on the instructions of another
person.

Factors which may indicate that a person is acting as a director on behalf of an undisclosed party
could include:

(a where the individual s credential slgalsuch as
p e r saotivity and purpose;

(b)  where the individual holds other unrelated board appointments; or

(c)  there are indications in communications the firm has with the legal person that the director
could be taking instructions from another person whose relationship with that legal person
is unclear.

Legal Persons

Identifying and Verifying the Identity of Legal Persons

30.

Where a legal person is a key principal to a business relationship or occasional transaction, the
firm must identify and verify the identity of that legal person (or take reasonable measures to do
so in accordance with Paragraph 4(3)(c) or (d) of Schedule 3), including as a minimum:

(a) the name of the legal person, including any trading names;

(b) any official identification number;

(c) the legal form and law to which the legal person is subject and the powers that regulate
and bind the legal person;

(d) the date and country/territory of incorporation/registration/establishment (as applicable);

(e) the registered office address and principal place of business (where different from the
registered office); and

(f)  the names of the natural persons having a senior management position (for example, the
directors (or equivalent)) in the legal person.

31.

The following non-exhaustive list provides examples of documents considered suitable to verify
one or more aspect of the identity of a legal person:

(a) acopy of the Certificate of Incorporation (or equivalent);

(b) acopy of the Memorandum and Articles of Incorporation (or equivalent);

(c) acopy of the latest audited financial statements;

(d) acopy of the latest annual return;

(e) acopy of the register of directors;

(f)  acopy of the register of sharecholders;

(g) acompany registry search including confirmation that the /egal person has not been, and
is not in the process of being, dissolved, struck off, wound up or terminated;

(h)  independent information sources, including electronic sources:

(i)  a copy of the board resolution authorising the opening of any account and recording the
account signatories; and/or
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32.

33.

34.

35.

7.4.2.

(j)  apersonal visit to the principal place of business.

Where the documents obtained are copies of the originals, the firm should refer to the
requirements of Section 6.6. of this Handbook.

In seeking to identify and verify the names of the natural persons having a senior management
position in accordance with Commission Rule 7.30.(f), the firm should obtain information on the
identity of the directors of the legal person or equivalent positions who impose binding
obligations upon a legal person, including authorised signatories, and verify that those positions
are held.

Where one or more directors (or equivalent) or authorised signatories act for or on behalf of the
legal person in a business relationship or occasional transaction with the firm, those persons
should be identified, and their identity verified, in accordance with Section 4.3.2 of this
Handbook. Where this is through a corporate director of a legal person, the firm should identify
and verify the names of the directors of the corporate director and identify and verify the natural
persons who will be representing the corporate director acting for the legal person. Where an
individual authorised to act on behalf of the legal person is acting in the course of employment
with a transparent legal person it is not necessary to identify and verify the identity of the person,
providing that confirmation has been received from the transparent legal person that the
individual is authorised to act.

It may be the case that not all directors (or equivalent) of a legal person will be acting for it within
the relationship with the firm. The firm will have to identify and verify that the individual holds
that position, but if that person does not act for the legal person in an executive capacity in the
relationship with the firm, the firm does not need to identify and verify the identity of that
director.

Identifying and Verifying the Identity of the Beneficial Owners of Legal Persons

36.

Paragraph 22(2) of Schedule 3 defines beneficial owner for the purposes of identification and
verification as being:

Step 1. the natural person who ultimately controls the legal person through ownership; or, if no
such person exists or can be identified,

Step 2. the natural person who ultimately controls the legal person through other means; or, if
no such person exists or can be identified,

Step 3. the natural person who holds the position of a senior managing official of the legal
person.

37.

The steps set out in Paragraph 7.36. above are not alternative options. Establishing the beneficial
ownership of a legal person is a cascading process, beginning with Step 1. If no beneficial owner
is identified at Step 1 or there are doubts as to the accuracy of the natural person identified as the
beneficial owner, the firm should move to Step 2 and where no natural person is identified under
either Steps 1 and/or 2, ultimately Step 3.
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Step 1 --> Step 2

ll Ownership interests can be so diversified that

there may be no natural persons, whether acting

Legal Person alone or together, exercising control of the legal
person through ownership.

& In such a case; where there is doubt as to whether
Step 1 any natural person identified in Step 1 is the beneficial
owner; or where there is reason to believe that another
Th‘:': Natural Person who natural person is also ultimately exercising control over
Ultimately Controls the the person by other means...
Legal Person Through
Ownership. &
Step 2

The Natural Person who
Ultimately Controls the
Legal Person Through

Other Means.

Step 2 --> Step 3 Step 3
Where no natural person is identified under either Step 1 The Natural Person who
or Step 2... Holds the Position of a

Senior Managing Official.

Fig. 5 — Three Step Test of Beneficial Ownership

38. For the purposes of Step 1, in accordance with Paragraph 22(6) of Schedule 3, a person has
control of a legal person through ownership if that person holds, directly or indirectly, any of the
following:

(a) ifthe legal person is a company,

(i)  more than 25% of the shares in the company,

(i1))  more than 25% of the voting rights in the company, or

(iii) the right to appoint or remove directors holding a majority of voting rights on all or
substantially all matters at meetings of the board,

(b) ifthe legal person is any other form of legal person other than a foundation,

(i) more than 25% of the shares in the legal person or an interest equivalent to a
shareholding of more than 25%, including but not limited to an entitlement to more
than 25% of the assets of the /egal person in the event of its winding up or
dissolution,

(i1)) more than 25% of the voting rights in the conduct or management of the legal
person, or

(iii) the right to appoint or remove a majority of the managing officials of the /egal
person holding a majority of voting rights on all or substantially all matters at
meetings of the legal person that are equivalent to board meetings.

39. For the purposes of Paragraph 7.38. above, in accordance with Paragraph 22(6) of Schedule 3
holding more than 25% of the shares in a company means holding a right or rights to share in
more than 25% of the capital or, as the case may be, the profits of the company.

40. It should be noted that, in accordance with Paragraph 22(7) of Schedule 3, a person holds shares

or rights for the purposes of Paragraphs 7.38. and 7.39. above if:

(a) those shares or rights constitute joint interests;
(b) those shares or rights are held under a joint arrangement;
(c) those shares or rights are held on behalf of that person by a nominee;
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(d) in the case of rights, that person controls their exercise;

(e) in the case of rights only exercisable in certain circumstances, those rights are to be taken
into account; or

(f) in the case of rights attached to shares held by way of security provided by a person, the
rights are still exercisable by that person.

41.

In accordance with Paragraph 22(11) of Schedule 3, for the purposes of Schedule 3 and this
Handbook, references (however expressed) to,

(a) aperson controlling the exercise of a right,
(b) taking rights into account, or
(c) rights being exercisable by a person,

shall be construed consistently with Paragraphs 10(2), 11 and 12(a)-(b) of the Beneficial
Ownership Regulations respectively.

42.

It should be borne in mind that a natural person could also indirectly hold an ownership interest
in a legal person. This situation could arise where, for example, a person holds their ownership
in the legal person through a legal arrangement. In all cases it is important to note that, if a
natural person is identified within an ownership structure in more than one way, the value of each

of that person’s holdings wil!/ be |l ooked

holding.

43.

In accordance with Paragraph 22(4) of Schedule 3, in any case where a trust or other legal
arrangement controls a legal person through ownership, the beneficial owners of that legal
person are the beneficial owners of that trust or other legal arrangement as detailed in Section
7.10. of this Chapter.

44,

In accordance with Paragraph 22(5) of Schedule 3, in any case where a transparent legal person
has control of a legal person through ownership ( “ t h e  clegai gerson’ | thaerrdnsparent
legal person shall be treated as a natural person for the purposes of Schedule 3 and this
Handbook, and therefore (for the avoidance of doubt) as the beneficial owner of the controlled
legal person.

45.

46.

A transparent legal person is defined in Paragraph 22(10) of Schedule 3 as being:

(a) a company that is listed on a recognised stock exchange within the meaning of the
Beneficial Ownership Regulations, or a majority owned subsidiary of such a company;

(b)  a States trading company within the meaning of the States Trading Companies (Bailiwick
of Guernsey) Law, 2001,

(c) alegal person controlled by the States of Alderney through ownership within the meaning
of the Beneficial Ownership (Alderney) (Definition) Regulations, 2017 (or any successor
regulations made under Section 25 of the Beneficial Ownership of Legal Persons
(Alderney) Law, 2017; or

(d) aregulated person within the meaning of Section 41(2) of the Beneficial Ownership Law,
being a person who:

(i)  holds or is deemed to hold a licence granted to it by the Commission under the
Regulatory Laws; or
(i) carries on a PB for the purposes of the PB Law.

Ownership interests can be so diversified that there may be no natural person, whether acting
alone or together with another, who ultimately controls a legal person through ownership. Where
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47.

48.

49.

this is the case, the firm should move to Step 2 and seek to identify and verify the identity of the
natural person who ultimately controls the legal person through other means.

As set out in Paragraph 22(3) of Schedule 3, there may also be a case where:

(a)  the natural person who controls the legal person through ownership has been identified in
accordance with Step 1,

(b) there are reasonable grounds to believe that the legal person is also ultimately controlled
by another natural person through other means, and

(c) that other natural person can be identified.

In the above situation, or where there is doubt as to whether a natural person identified in Step 1
is the beneficial owner, the beneficial owners in relation to the legal person are the person with
the controlling ownership interest and the other natural person believed to be ultimately
exercising control over the legal person by other means (i.e. the persons identified within both
Steps 1 and 2).

Whether or not this situation arises will depend on the specific factors of each case. By way of
example, it may arise where the natural person with the controlling ownership interest is
dominated by another because of a familial, employment, historical or contractual association, or
where another natural person holds certain powers in relation to the /ega/ person which are being
or are likely to be used in practice to affect decisions taken by the natural person with the
controlling ownership interest.

Fig. 6 — Control Through Other Means

P +—Eyerts Control ﬁ In this example, A Co is a legal person which is the
B C customer to a business relationship with the firm. B

| holds 100% of the voting rights in A Co.

100%

Voting Rights Although B works as a gardener with no other
source of income, A Co has considerable assets. B’
= H employer, C, is a well-known international
;&D businesswoman who is famous for her desire for

privacy, in particular about the location of her assets.

The firm therefore has reason to believe that, although B controls A Co through ownership, C is also
ultimately controlling A Co through other means, i.e. her relationship with B, and both B and C are
to be treated as beneficial owners of A Co.

50.

5L

For the purposes of Steps 1 and 2 in Paragraph 7.36., a natural person holds a share or right
directly when that share or right is held int h a t poe1r nane.rThissmay be held by the
natural person alone or jointly with another. Direct holdings will generally be recorded in the
constitutional documents of a legal person (for example, a register of shares). However, the firm
should be mindful that the information in the constitutional documents may not be definitive (for
example, there may be persons controlling that legal person through other means as in Fig. 6
above).

Conversely, a natural person holds a share or right indirectly where the ownership structure of a
legal person involves one or more other entities, i.e. a chain of ownership. Where this is the case
the firm should look through the chain of ownership to establish the ownership interests in each
entity to ensure that all natural persons with an indirect holding of more than 25% of the shares
or rights in the /egal person are identified. The ownership interests within a chain that need to be
quantified are most likely to be shares or rights (or possibly vested beneficial interests in the case
of a foundation). However, the relevance of an ownership interest will depend on the particular
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52.

features of the intermediate entities, some of which may be established under the laws of other
jurisdictions.

An indirect holding within a chain of ownership may arise in one of two ways. The first is when
an entity holds more than 25% of the shares or rights in the /egal person and an individual has a
majority stake (i.e. a greater than 50% shareholding or similar) in that entity so can control those
shares or rights. The majority stake may be held directly, but it may also be held through a chain
of ownership with the individual holding a majority stake in each intervening entity. The second

is wheretheoverallv al ue of an i ndivi dual ’ Isgalpeesdn,dvhem g

quantified back through the ownership chain, amounts to more than 25%. An individual who has
indirect ownership in either or both of these ways is a beneficial owner of the legal person.

Fig. 7 — Direct Holding vs. Indirect Holding

In this example, A Co is a legal person which is the
customer to an occasional transaction with the firm.
B holds 70% of the shares in A Co through a direct
holding and is therefore a beneficial owner of A Co.
The remaining 30% of the shares are held by C Fn,
a foreign foundation.

D holds 80% of the shares in C Fn so has an indirect
holding in A Co quantified at 24% overall (i.e. 80%
of 30%). This means D does not have an overall
holding in A Co of more than 25% under the
quantification test, but does hold a majority stake in
an entity which holds more than 25% of the voting

e
p
B

N

70%

— |
S|

A Co

&
BN

80%

r
.
E

10%

/CFn

30%

/

10%

®
!
F

rights in A Co, therefore D is a beneficial owner in A Co.

E and F each hold 10% of the shares in C Fn, so each has an indirect holding in the shares of A Co of
3% overall (i.e. 10% of 30%). As they have neither an overall holding in A Co of more than 25%
under the quantification test, nor a majority stake in an entity which holds more than 25% of the voting
rights in A Co, they are not beneficial owners of A Co.

33.

54.

55.

56.

Finally, where no natural person is identified under either of Step 1 or Step 2 in Paragraph 7.36.,
in accordance with Step 3 the firm would identify and take reasonable measures to verify the
identity of the natural person who holds the position of a senior managing official of the /ega/
person.

The senior managing official could be the natural person responsible for strategic decisions that
fundamentally affect the business or general direction of the legal person (for example, a director
(or equivalent)) or the natural person exercising executive control over the daily or regular affairs
of the legal person through a senior management position (for example, the chief executive
officer or chief finance officer). In both cases, this would not normally include a person who does
not have executive functions, such as a non-executive director.

In situations where there is more than one official of a legal person with strategic decision making
powers and none is senior to the others, for the purposes of Schedule 3 and this Handbook, all
should be treated as senior managing officials.

In the case of partnerships; associations; clubs; societies; charities; church bodies; institutes;
mutual and friendly societies; and co-operative and provident societies, the senior managing
officials will often include members of the governing body or committee plus executives. In the
case of foundations, this will include members of the governing council and any supervisors.
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57.  Obtaining beneficial ownership information from a beneficial ownership register maintained by

a company registry or other public sector agency is not a substitute for applying CDD measures

to _establish beneficial ownership and control, however these registers may be useful as an

additional source to validate, or otherwise confirm,afirm’ s u n d e of thd oanarship andy

control structure of the customer if the firm has doubts.

7.5. Legal Bodies Listed on a Recognised Stock Exchange

57-58.In accordance with Paragraph 4(4) of Schedule 3, the firm shall not be required to identify any
shareholder or beneficial owner in relation to:

(a)
(b)

that is a company listed on a recognised stock exchange within the meaning of the Beneficial
Ownership Regulations, or a majority owned subsidiary of such a company.

a customer, and
a person which ultimately controls a customer,

Beneficial Ownership (Definition) Regulations, 2017, as amended

5¢-59.In order for the firm to consider the company as the principal to be identified, it must obtain
documentation which confirms that the company is listed on a recognised stock exchange.

59.60.For the purposes of Paragraph 4(4) of Schedule 3 and Commission Rule 7.58. above, in
accordance with the Beneficial Ownership Regulations the following are deemed to be
recognised stock exchanges:

(a) any regulated market within the meaning of the European Directive on Markets in
Financial Instruments 2004/39/EU;

(b)  the International Stock Exchange Authority Limited;

(e) the Australian Securities Exchange;

(f)  the New York Stock Exchange;

(g) the National Association of Securities Dealers Automated Quotation System;

(h)  the Cayman Islands Stock Exchange;

(i)  the Bermuda Stock Exchange;

()  the Hong Kong Stock Exchange;

(k)  the Johannesburg Stock Exchange;

(I)  the SIX Swiss Exchange;

(m) the London Stock Exchange Main Market, including the Alternative Investment Market
and the Specialist Fund Segment;

(n)  the Cboe Europe Equities Regulated Market; and

(o)  Aquis Stock Exchange Limited.
EU Markets in Financial Instruments Directive 2004

7.6. Protected Cell Companies

606l Aprotected @€d ljsagngletegabentiyy withone board of directors and one set
of memorandum and articles of incorporation. A PCC can create an unlimited number of
pr ot ect B )theecadseks and I{abilities of which are separate from those of the PCC
(with the assets of the latterr e f er r e dc & lol w@ls a r). Tmpartantly; the BPCs age’hot
separate legal entities and therefore cannot transact as such.
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6+62.A PCC can be a newly incorporated entity or alternatively an existing company can be converted
to a PCC. In either case the formation of, or conversion to, a PCC within the Bailiwick requires,
under the Companies (Guernsey) Law, 2008 as amended, the prior written consent of the
Commission.

62:63.A PCC may create any number of PCs, the assets and liabilities of which are segregated from the
non-cellular assets of the PCC and from the assets and liabilities of other PCs. However, a PC
may not own shares in its own PCC or another PC of the same PCC.

63-64.Where a PCC is a key principal to a business relationship or occasional transaction, the firm
must apply CDD measures to both the core and the relevant PC(s), including the beneficial
owners of such, in accordance with the requirements for legal persons.

64-65.Notwithstanding the segregation in respect of the assets and liabilities of the core and PCs as
detailed above, for the purposes of identifying and verifying the identity of the beneficial owner
in accordance with Paragraph 4(3) of Schedule 3, the test for control through ownership of a PCC

istwo-foldand wi | | di ffer depending on the ¢

PCC (or a PC thereof):

(@) Where the firm is entering into a business relationship or undertaking an occasional
transaction with a PC (for example, the provision of a bank account for a particular PC),
the beneficial ownership should be calculated separately in respect of:

(i)  the shares or rights in the particular PC; and
(ii))  the shares or rights in the core.
(b)  Where the firm acts as administrator of the PCC, the beneficial ownership should be

calculated in respect of the shares or rights in the PCC as a whole in the same way as with
any other legal person and ignoring any segregation (i.e. including any shares or rights
held in the core, as well as all PCs).
65.60.For the purposes of Paragraph 7.64.(b),anat ur al person’s direct
rights in a PCC is therefore calculated by including all shares or rights that the person holds in
the PCC, whether those shares or rights form part of the core or are held within one or more PCs.
The effect of this is that a person cannot try to conceal his or her beneficial ownership of a PCC
by dividing shares among different PCs.

Fig. 8 — Beneficial Ownership of PCCs

In this example, A PCC is a PCC with three cells. E
holds all of the shares in the core and 50% of the
shares in C PC. E is therefore a beneficial owner of
C PC, and holds 37% of all shares, making her a
beneficial owner of A PCC.
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Likewise, G holds 100% of the shares in D PC and
80% of the shares in B PC. G is therefore a beneficial
owner of D PC and B PC, and holds 45% of the total

G (2) shares making him a beneficial owner of A PCC.

I holds 50% of the shares in C PC and 12.5% of the shares in A PCC. I is therefore a beneficial owner
of C PC, but not A PCC. Finally, F holds 20% of the shares in B PC and 5% of the total shares in the
PCC. F is neither a beneficial owner of B PC or the A PCC structure.
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66-07.The CDD measures to be applied to a PCC authorised or registered by the Commission as a CIS
under Section 8 of the POI Law where it acts as a key principal to a business relationship or
occasional transaction are set out in Section 9.5. of this Handbook.

67-68.The CDD measures for PCCs which are licensed under the Insurance Business (Bailiwick of
Guernsey) Law, 20BALA ps aan e twiiid enpd df the relevant
PC or PCC is a business which is listed on a recognised stock exchange within the meaning of
the Beneficial Ownership Regulations (or by a majority owned subsidiary of such a listed
business) are the same as those set out in Section 7.5. of this Handbook.

7.7. Incorporated Cell Companies

6%09.Ani ncor por at e dICE gdstluctucedsimadyntoya PEC“with a non-cellular core
and an unlimited number of cells ( “ | H®Wever, in contrast, the ICs of an ICC are separately
incorporated and are therefore distinct legal entities with their own memorandum and articles of
incorporation and boards of directors.

69-70.1t is of note that whilst the boards of the ICC and the boards of the ICs sust-are not required to
be identically composed, se-anyat least one director of antECeach of the ICs must also be a
director of each-efits1Cs the ICC.

70-71.Similar to a PCC, the assets and liabilities of each IC are segregated from the assets and liabilities
of the ICC and from the assets and liabilities of the other ICs. While an IC can hold its own assets,
those assets cannot include shares in its own ICC.

772, As a result of each IC having separate legal personality, the ICs have the ability to contract with
third parties and with other ICs in their own right. An IC must therefore contract in respect of its
own affairs and the ICC has no power to enter into transactions on behalf of any of its ICs. Each
IC can also have distinct beneficial owners.

F2.73. Where an ICC or IC is a key principal to a business relationship or occasional transaction, the
firm must apply CDD measures to the relevant [CC or IC, and to the beneficial owners thereof,
in accordance with the requirements for legal persons.

73.74.The CDD measures to be applied to an ICC or IC authorised or registered by the Commission as
a CIS under Section 8 of the POI Law where it acts as a key principal to a business relationship
or occasional transaction are set out in Section 9.5. of this Handbook.

74.75.The CDD measures for ICs or ICCs which are licensed under the IB Law and where the beneficial
owner of the relevant IC or ICC is a business which is listed on a recognised stock exchange
within the meaning of the Beneficial Ownership Regulations (or by a majority owned subsidiary
of such a listed business) are the same as those set out in Section 7.5. of this Handbook.

7.8. Limited Partnerships and Limited Liability Partnerships

75.76.An LP is a form of partnership with or without legal personality at the election of the GP. Its
members include one or more GP, who has actual authority over the LP, for example to bind the
LP in contracts with third parties, and is liable for all debts of the LP, and one or more limited
partner who contributes (or agrees to contribute) to the capital of the LP and who (subject to
certain provisions) is not liable for the debts of the LP.

F677.AL1T mi t ed Li abiILP tjsyaboByaarpbrateavithdepal pgrsonglity separate from

that of its members and is therefore liable for its own debts. As a consequence of this legal
personality, LLPs established within the Bailiwick must be registered and therefore public records
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exist similar to those for legal persons. With regard to the members of an LLP, there must be at

|l east two who, unl ess otherwise stipul ated

conduct and management of the LLP and are entitled to share equally in the profits of the LLP.

F7.78.Where an LP or LLP is a key principal to a business relationship or occasional transaction, the
firm must identify, and verify the identity of, that LP/LLP (or take reasonable measures to do so
in accordance with Paragraph 4(3)(c) or (d) of Schedule 3), as set out in Section 7.4. above.

78-79.The following non-exhaustive list provides examples of documents considered suitable to verify
one or more aspect of the identity of the LP/LLP in accordance with Commission Rule 7.77.:

(a) acopy of the LP/LLP agreement;

(b)  acopy of the certificate of registration/establishment;

(c) acopy of the register of limited partners;

(d) a copy of the resolution of the GP (in the case of an LP) or members (in the case of an
LLP) authorising the opening of any bank account and recording the account signatories;

(e) acopy of the latest audited financial statements; and/or

(f) information obtained from independent data sources, including electronic sources, for
example a search of a register of LPs/LLPs.

79-80.Where the documents obtained are copies of the originals, the firm should refer to the
requirements of Section 6.6. of this Handbook.

£60-81. When seeking to identify, and verify the identity of, the beneficial owners of an LP/LLP, the
firm must act in accordance with the requirements for legal persons in Schedule 3 and the
Commission Rules in Section 7.4.2. of this Handbook.

Fig. 9 — Limited Partnership
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In this example, A LP is a limited partnership - E c
which is the customer to a business o \ | / F |
relationship with the firm. 52% of the voting 50%  25%  25% 100%
rights in A LP are held by B Co, a limited |
company, with the remaining 48% held by a H B

foundation, C Fn.

-

B Co \ / CFn
D holds 50% of the shares in B Co so has an 52% 43%
indirect holding in the voting rights in A LP of
26% overall (i.e. 50% of 52%). This means D Y
does not hold a majority stake in an entity that "
holds more than 25% of the voting rights in A ALP
LP, but has an overall holding in the voting rights in A LP under the quantification test of more than
25%. Therefore D is a beneficial owner of A LP.

E and F each hold 25% of the shares in B Co so both have an indirect holding in the voting rights in A
LP of 13% overall (i.e. 25% of 52%). As they have neither an overall holding in the voting rights in A
LP under the quantification test of more than 25%, nor a majority stake in B Co, an entity which holds
more than 25% of the voting rights in A LP, they are not beneficial owners of A LP.

G has a vested beneficial interest in 100% of the assets of C Fn, so has an indirect holding in the voting
rights in A LP of 48% overall (i.e. 100% of 48%). This means that G both holds a majority stake in an
entity that holds more than 25% of the voting rights in A LP and has an overall holding in the voting
rights in A LP under the quantification test of more than 25%. Therefore, G is a beneficial owner of A
LP under both tests.
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7.9. Foundations

7.9.1.  Obligations of Businesses Establishing or Administering Foundations

182 During the course of establishing or administering a foundation relationship, the firm must, in
order to identify and verify the identity of the customer and beneficial owners, identify:

(a) the founder(s), including the initial founder(s) and any persons or legal arrangements
subsequently endowing the foundation;

(b) all councillors;

(c) any guardian(s);

(d) any beneficial owner, including any default recipient; and

(e) any other natural person who exercises ultimate effective control over the foundation.

7.9.2.  Obligations when Dealing with Foundations

$2.83. Where a foundation is a key principal to a business relationship or occasional transaction, the
firm must:

(a) identify and verify the identity of the foundation (or take reasonable measures to do so in
accordance with Paragraph 4(3)(c) or (d) of Schedule 3), including without limitation:

(1)  the full name;

(ii)) the legal status of the foundation and the powers that regulate and bind the
foundation,;

(i) any official identification number (for example, a registered number, tax
identification number or registered charity or NPO number, where relevant);

(iv) the date and country or territory of establishment/registration; and

(v) the registered office address and principal place of operation/administration (where
different from the registered office);

(b) identify and verify the identity of any registered agent of the foundation, other than where
the agent is a transparent legal person;
(c) identify the following:

(i) the founder(s), including the initial founder(s) and any persons or legal
arrangements subsequently endowing the foundation;

(ii)) all councillors;

(iii) any guardian(s);

(iv) any beneficial owner, including any default recipient; and

(v) any other natural person who exercises ultimate effective control over the
foundation; and

(d) understand the nature of the foundation’ Business and its ownership and control structure
and the purpose and intended nature of the business relationship or occasional transaction.

£3-84.The following non-exhaustive list provides examples of documents considered suitable to verify
one or more aspect of the identity of a foundation:

(a) acopy of the Certificate of Registration;

(b) aregistry search, if applicable, including confirmation that the foundation has not been,
and is not in the process of being, dissolved, struck off, wound up or terminated,;

(c) acopy of the latest audited financial statements;
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(d) acopy of the Charter; and/or
(e) a copy of the Council Resolution authorising the opening of the account and recording
account signatories.

84.85. Where the documents obtained are copies of the originals, the firm should refer to the
requirements of Section 6.6. of this Handbook.

£5.86. Verification of the identity of the beneficial owners of a foundation must be undertaken either
by the firm itself or, provided that the Commission Rules in Chapter 10 of this Handbook are
met, by requesting the registered agent, where one has been appointed, to provide the relevant
information on the identity of such parties by way of a certificate or summary sheet.

7.9.3.  Verifying the Identity of the Beneficial Owners of Foundations

86.87.Paragraph 22(6)(c) of Schedule 3 defines that a person has control of a foundation through
ownership if that person holds, directly or indirectly, any of the following:

(a) an interest equivalent to a shareholding of more than 25% including but not limited to an
entitlement to more than 25% of the assets of the foundation in the event of its winding up
or dissolution;

(b) more than 25% of the voting rights in the conduct or management of the foundation;

(c) the right to appoint or remove a majority of the managing officials of the foundation
holding a majority of voting rights on all or substantially all matters at meetings of the
foundation that are equivalent to board meetings;

(d) a vested beneficial interest or future entitlement to benefit from more than 25% of the
assets of the foundation.

87.88.0ther than where a business relationship or occasional transaction has been assessed as high
risk, the firm must take reasonable measures to verify the identity of any natural person falling
within Paragraph 7.86. above prior to any distribution of foundation assets to (or on behalf of)
that natural person.

88.89.Where a business relationship has been assessed as being high risk, the firm must, where
possible, take reasonable measures to verify the identity of any natural person falling within
Paragraph 7.86. above at the time that the assessment of risk is made. Where it is not possible to
do so (for example, because that person has not been born or is disenfranchised) the reasons must
be documented and retained on the relevantc U St offiee r ' s

£9.90.The firm must take reasonable measures to verify the identity of those parties identified by
Commission Rule 7.81. or 7.82. other than the beneficial owners (for example, the founder(s),
foundation official(s), councillors, guardian(s) and any other person(s) with ultimate effective
control over the foundation (including the beneficial owners of such entities where they are legal
persons or legal arrangements)) before or during the course of establishing a business
relationship or before carrying out an occasional transaction.

90.91.Regardless of form, where the firm identifies that a founder is acting on behalf of another person,
i.e. as a nominee founder, the firm must identify and take reasonable measures to verify the
identity of the true economic founder.

91.92. With regard to Paragraph 7.86.(d), the persons falling within this category will depend on the
specific circumstances of the foundation. However, this will generally include individuals who
under the terms of the official documents of the foundation have a future entitlement to a
substantial benefit from the foundation. As a matter of practice and policy, this will generally
mean an entitlement to a benefit which in the hands of an individual recipient equates to more
than 25% of the total assets of the foundation. In other words, it is not intended that, where a
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f o u n d affidiabdoctim@nts anticipate the provision of benefits to a potentially large group,
(for example, by providing funds to supply food to the inhabitants of a flooded village) members
of that group should be treated as beneficial owners.

7.10. Trusts and Other Legal Arrangements

7.10.1. Obligations of Trustees (or Equivalent)

92.93 During the course of establishing a trust relationship for which it is to act as trustee, the firm
must, in order to identify and verify the identity of the customer and beneficial owners, identify:

(a) the settlor(s), including the initial settlor(s) and any persons or legal arrangements
subsequently settling funds into the trust;

(b) any protector(s), enforcer(s) and co-trustee(s);

(c) any beneficiary (whether his or her interest under the trust is vested, contingent or
discretionary and whether that interest is held directly by that person or as the beneficial
owner of a legal person or a legal arrangement that is a beneficiary of the trust), any class
of beneficiaries and any other person who is likely to benefit from the trust; and

(d) any other natural person who exercises ultimate effective control over the trust.

93-94 Where the firm is establishing a legal arrangement other than a trust for which it is to act in a
position equivalent to that of a trustee, the firm must identify those persons fulfilling positions
equivalent to those set out in Commission Rule 7.92. above.

94.95.In identifying any person who is likely to benefit from the trust in accordance with Commission
Rule 7.92.(c), the firm should seek to establish whether any documentation other than the trust
deed, for example, a letter of wishes, identifies persons other than beneficiaries who, in the view
of the trustee, are likely to benefit from the trust.

95.96.The information collected by the firm on the identity of persons described in Commission Rule
7.92.(c) above must at a minimum include their full name and date of birth. The extent to which
the other information specified in Commission Rule 5.5. is obtained by the firm will depend on
the likelihood of that person benefiting from the trust, with such an assessment documented. All
information on the identity of that natural person specified under Commission Rule 5.5. must be
collected and the identity of that person verified by the firm in accordance with Commission Rule
5.8. prior to any distribution of trust assets in accordance with Commission Rule 7.107., unless
Commission Rule 7.108. applies. For the avoidance of doubt where a legal person or a legal
arrangement has been identified as “any ot her
beneficial owner/s.

96:97. Information on the verification of the beneficial owners of a trust can be found in Section 7.10.3.
of this Handbook.

7.10.2. Obligations when Dealing with Trusts or Other Legal Arrangements

97.98. Where a trust is a key principal to a business relationship or occasional transaction, the firm
must:

(a) identify and verify the identity of the trust (or take reasonable measures to do so in
accordance with Paragraph 4(3)(c) or (d) of Schedule 3), including without limitation:

(i)  the full name;
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(i) the powers that regulate and bind the trust or similar legal arrangement and any
official identification number (for example, a tax identification number or registered
charity or NPO number, where relevant); and

(i) the date and place of establishment of the trust;

(b) identify and take reasonable measures to verify the identity of the trustees of the trust,
unless, in accordance with Section 9.6., they are themselves subject to this Handbook;

(c) require the trustees (or equivalent) of the trust or other legal arrangement to provide the
firm with details of the identities of the beneficial owners of the trust, including:

(1)  the settlor(s), including the initial settlor(s) and any persons or legal arrangements
subsequently settling funds into the trust;

(il))  any protector(s), enforcer(s) and co-trustee(s);

(i) any beneficiary (whether his or her interest under the trust is vested, contingent or
discretionary and whether that interest is held directly by that person or as the
beneficial owner of a legal person or a legal arrangement that is a beneficiary of
the trust), any class of beneficiaries and any other person who to the best of the
t rust ee’ sislikely o behet tognehe trust; and

(iv) any other natural person who exercises ultimate effective control over the trust; and

(d) understand the nature of the trust or other| € g a | a r rbasinegs endid swhetslsp
and control structure and the purpose and intended nature of the business relationship or
occasional transaction.

98.99. When verifying the identity of the trust in accordance with Commission Rule 7.97.(a), the firm
does not need to obtain copies of the entire trust instrument (for example, trust deed or declaration
of trust); obtaining copies of relevant extracts of such an instrument may suffice.

99:100. When collecting from the trustees information on the identity of persons described in
Commission Rule 7.97.(c)(iii) above, the firm must at a minimum obtain their full name and date
of birth. The extent to which the other information specified in Commission Rule 5.5. is obtained
by the firm will depend on the likelihood of that person benefiting from the trust, with such an
assessment documented. All information on the identity of that natural person specified under
Commission Rule 5.5. must be collected and the identity of that person verified by the firm in
accordance with Commission Rule 5.8. prior to any distribution of trust assets in accordance with
Commission Rule 7.107., unless Commission Rule 7.108. applies. For the avoidance of doubt
where a legal person or legal arrangementh a s been i denetri fpieerds o
must apply this rule to its beneficial owner/s. aw

+00:101. Where the business relationship or occasional transaction has been assessed as high
risk, the firm must obtain relevant extracts of the trust deed, deeds of amendments and letter(s)
of wishes (as applicable to verify the points covered by Commission Rule 7.97.(a)(i)-(iii) above),
together with an appropriate assurance from the trustee that the content of such documents does
not contain contradictory information with other identification data gathered.

104102, In identifying any person who is likely to benefit from the trust in accordance with
Commission Rule 7.97.(c)(iii), the firm should seek to establish from the trustee whether there
are persons, other than beneficiaries identified in the trust deed, who are likely to benefit from
the trust, for example, persons named in a letter of wishes or other related documents.

+02:103. Where documents obtained are copies of the originals, the firm should refer to the
requirements of Section 6.6. of this Handbook.

7.10.3.  Verifying the Identity of the Beneficial Owners of Trusts or Other Legal Arrangements
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+03-104. In accordance with Paragraph 4(3) of Schedule 3, in relation to a trust the firm shall
take measures to understand the nature of the trust or legal arrangement’ $usiness and its
ownership and control structure and identify and take reasonable measures to verify the identity
of the beneficial owner.

104:105. In accordance with Paragraph 22(8) of Schedule 3, in relation to a trust beneficial
owner means:

(a) any beneficiary who is a natural person, whether his or her interest under the trust is vested,
contingent or discretionary, and whether that interest is held directly by that person or as
the beneficial owner of a legal person or legal arrangement that is a beneficiary of the
trust;

(b) any trustee, settlor, protector or enforcer of the trust who is a natural person or that is a
transparent legal person;

(c) if any trustee, settlor, protector or enforcer of the trust is a legal person (other than a
transparent legal person) or a legal arrangement, any natural person who is the beneficial
owner of that legal person or legal arrangement;

(d) any natural person (other than a beneficiary, trustee, settlor, protector or enforcer of the
trust), who has, under the trust deed of the trust or any similar document, power to:

@ appoint or remove any of the trust
(i)  direct the distribution of funds or assets of the trust;

(ii1) direct investment decisions of the trust;

(iv) amend the trust deed; or

(v)  revoke the trust;

(e) any transparent legal person (other than a trustee, settlor, protector or enforcer of the
trust) that holds any of the powers set out in (d);

(f)  where a legal person (other than an transparent legal person) or legal arrangement holds
any of the powers within subparagraph (d) (other than a trustee, settlor, protector or
enforcer of the trust), any natural person who is a beneficial owner of that legal person or
legal arrangement; and

(g) any other natural person who exercises ultimate effective control over the trust.

105-106. In the case of a legal arrangement other than a trust, in accordance with Paragraph
22(9) of Schedule 3, beneficial owner means any natural person or transparent legal person who
is in a position in relation to that legal arrangement that is equivalent to the position of any
natural person or transparent legal person set out in Paragraph 22(8) of Schedule 3 as set out
above.

+06:107. For the avoidance of doubt, the firm should treat a transparent legal person as a natural
person for the purposes of Schedule 3 and this Handbook. In doing so, the transparent legal
person should be identified and its identity verified in accordance with Commission Rule 7.30.
However, the firm does not need to determine the beneficial ownership of the transparent legal
person.

107108, Other than where a business relationship or occasional transaction has been assessed
as being high risk, the firm must take reasonable measures to verify the identity of any natural
person who is a beneficiary of, or any other natural person who benefits from, the trust prior to
any distribution of trust assets to (or on behalf of) that natural person.

+08:109. Where a business relationship or occasional transaction has been assessed as being
high risk, the firm must, where possible, take reasonable measures to verify the identity of all
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beneficiaries and other persons who are likely to benefit from the trust at the time that the
assessment of 7isk is made as set out in Commission Rules 7.95. and 7.99. Where it is not possible
to do so (for example, because the beneficiaries have not yet been born or are excluded) the
reasons must be documented and retained on the relevantc U st offee r ' s

+09:110. The vast majority of trusts established and administered in the Bailiwick are
discretionary trusts. Under a discretionary trust the beneficiaries have no right to any
ascertainable part of the income or capital of the trust property. Rather, the trustees are vested
with a power, which they are obliged to consider exercising, to pay the beneficiaries, or apply for
their benefit, such part of the income or capital of the trust as the trustees think fit. Consequently,
a b e n e finterest im truyt praperty is merely discretionary except to the extent that the
trustee has decided to appoint a benefit to him or her.

Ho-111. Schedule 3 recognises the differences between the interests of beneficiaries under
discretionary trusts, as well as those under fixed trusts whose interests have not yet arisen and
who are, therefore, contingent beneficiaries. In this respect, Commission Rule 7.107. allows, other
than in relation to high risk relationships, for the verification of the identity of a beneficiary to
take place at the time that a distribution of trust assets or property occurs to, or on behalf of, that
beneficiary.

H112. Where the beneficiaries of a trust are designated by characteristics or by class, the firm
must obtain sufficient information concerning the beneficiaries to satisfy itself that it will be able
to identify, and verify the identity of, a beneficiary at the time of a distribution or when the
beneficiary gains vested rights, for example, a beneficiary who is unaware of their beneficiary
status until a point in time or a minor who reaches the age of majority.

H2113. The firm must take reasonable measures to verify the identity of those beneficial
owners exercising control over the affairs of the trust, i.e. any settlor(s), trustee(s), protector(s)
and enforcer(s), including the beneficial owners of such entities where they are legal persons or
legal arrangements, before or during the course of establishing a business relationship or before
carrying out an occasional transaction.

H3-114. Verification of the beneficial owners of a trust must be undertaken either by the firm
itself or, provided that the Commission Rules in Chapter 10 of this Handbook are met, by
requesting the trustee to provide the relevant information on the identity of such parties by way
of a certificate or summary sheet.

H4115. For the purposes of Paragraph 4(3) of Schedule 3 and Commission Rule 7.112., in
taking measures to identify and reasonable measures to verify the identity of a beneficial owner
of a corporate trustee, consideration should be given to the ML, TF and PF risk associated with
the ownership of the corporate trustee, whether it is appropriately regulated and the influence
and/or control a particular beneficial owner of the corporate trustee has over the business and
affairs of that corporate trustee in respect of the assets of the applicable trust.

H5:116. Where the trustee or its parent is subject to the same or equivalent provisions of the
Handbook in the jurisdiction from which its business is conducted and where it is supervised for
compliance with those provisions, it may be possible to rely on information in the public domain
or provided by the trustee regarding the identity of its beneficial owners and its directors or other
controlling persons by way of a summary sheet and/or structure chart, without the need to gather
identification data on those individuals. Such an approach would be consistent with the following
gui dance fr om t h eronfapgplyikga sk-bgsed apdréach foreT CIPsadqrailed
below:
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“ Where the trustee is a listed entity (or an entity forming part of a listed group) or an entity
established and regulated to carry on trust business in a jurisdiction identified by credible
sources as having appropriate AML/CFT laws, regulations and other measures, the TCSP
should obtain information to enable it to satisfy itself as to the identity of the directors or other
controlling persons. A TCSP can rely on external evidence, such as information in the public
domain, to satisfy itself as to the beneficial owner of the regulated trustee (e.g. the web-site of
the body which regulates the trustee and of the regulated trustee itself).”

He-117. In making this determination, the firm should take note of reports and assessments by
the FATF and/or FATF-style regional bodies, in particular of findings, recommendations and
ratings of compliance with FATF Recommendation 28 or precursor recommendation which
assesses the adequacy of supervision of trustees and document the conclusions of its assessment.
The FATF's consolidated list of Mutual Evaluation Report ratings can be found below.

https://www.fatf-gafi.org/media/fatf/documents/4th-Round-Ratings.pdf

HF118. Where neither the trustee nor its parent is based in a jurisdiction with equivalent
provisions of the Handbook in the jurisdiction from which its business is conducted and where it
is supervised for compliance with those provisions, reasonable measures to verify the identity of
the beneficial owners of the corporate trustee will be required. This will involve the collection of
identification data on those beneficial owners, together with evidence of their ownership, for
example, via copies of the share register of the corporate trustee or regulatory returns.

7.11.  CDD Measures for Particular Categories of Legal Person and Legal Arrangement
HL-119. This Section provides additional guidance to assist the firm in interpreting the
preceding requirements of this Chapter when dealing with the following particular types of legal
person or legal arrangement as a customer or other key principal:
1. Charities and Non-Profit Organisations;
2. Governments, Supranational Organisations and State-Owned Enterprises; and

3. Sovereign Wealth Funds.

7.11.1. Charities and Non-Profit Organisations

H9:120. Charities and NPOs play a vital role in the world economy, as well as many national
economies and social systems. Their efforts complement the activity of the governmental and
business sectors in providing essential services, comfort and hope to those in need around the
world.

+20:121. It is recognised, however, that charities and NPOs are vulnerable to exploitation by
criminals, terrorists and terrorist organisations. In this respect, a charitable or benevolent purpose
can be used to disguise underlying terrorist or criminal involvement, both in the raising of capital
and in the subsequent distribution of funds, as well as through the provision of logistical and other
support to terrorist or criminal organisations and operations. This is of particular concern where
the charity or NPO has connections with higher risk countries or territories.

121122, Not all charities and NPOs are subject to scrutiny through legislation or registration
requirements. Consequently, a criminal or terrorist organisation can exploit the inherent
vulnerabilities in the regimes in some jurisdictions. Additionally, some charities and NPOs are
predominantly cash orientated and present a mechanism to disguise and confuse the detection of
the original source(s) of funds.
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+22:123. When carrying out a relationship risk assessment, the following are examples of risk
factors specific to charities and NPOs which could be considered by the firm, both singly and
cumulatively, in addition to those factors set out in Chapter 3 of this Handbook:

(a)  the jurisdiction(s) within which funds are raised by the charity or NPO;

(b)  the jurisdiction(s) within which funds are spent or distributed by the charity or NPO;

(c)  the methods of fund raising utilised by the charity or NPO;

(d)  the purpose for which the charity or NPO has been established; and

(e) the nature of the projects (or equivalent) for which the charity or NPO provides funding.

+23-124. In considering the risk factors set out above, the firm may deem it appropriate to make
a distinction between those charities or NPOs with a limited geographical remit and those with
unlimited geographical scope, for example, medical and emergency relief charities. Where a
charity or NPO has a defined area of benefit, it is only able to expend its funds within that defined
area and can quite properly be transferring funds to that country or territory. It would otherwise
be less clear why the charity or NPO should be transferring funds to a third country and this
would therefore be unusual. The FATF does not expect charities and NPOs to automatically be
treated as high risk, but rather assessed on the basis of the relevant risk factors present.
Furthermore, the findings from the NRA indicate that the local NPO sector is low risk.

+24:125. Where the customer is a trust, foundation or other legal arrangement, there may be a
situationowher e a charity or BSPOpi s ydadednplacindered as a
calamity/disaster clause (or equivalent). In such cases the firm would not be expected to consider
the factors identified above when carrying out a relationship risk assessment, except where all
other intended beneficiary arrangements have failed, or if the firm considers it appropriate in the
circumstances.

+25:126. With regard to the beneficial ownership of charities and NPOs, for the vast majority
there will likely be no natural person who would be deemed to have control through ownership
or other means in accordance with the definition of beneficial owner in Schedule 3. At most there
may be a class of persons who stand tikelybenef.
beself-evi dent from an wunder st mtardahdrpgpose Howdvdi,e char i
these persons are unlikely to have ultimate effective control over the affairs of the charity or
NP O. s

126:127. Noting the above, where the charity or NPO is a legal person, the senior managing
official for the purposes of establishing beneficial ownership will often be a senior member of
the governing body or committee of the charity or NPO, or may extend to an executive where the
governing body does not have day-to-day control over the charity’ &r NPO's affairs.

127128, Many jurisdictions require the registration of at least a portion of charities or NPOs for
the purpose of ensuri ng tNPO settor. Whilg gnéisfovenmot y o f t
sufficient as verification of the identity of a charity or NPO, registration may allow the firm to
gather further information on a charity or NPO, including details on its nature and purpose, and
may act to support any verification undertaken. Within the Bailiwick the Guernsey Registry
maintains searchable registers of both registered charities and NPOs, excluding Sark (see
Appendix B) and provides details of their name, reference number, purpose, principals and a
contact address.

7.11.2.  Governments, Supranational Organisations and State-Owned Enterprises

+28:129. Where the customer in a business relationship or occasional transaction, or the
beneficial owner of the customer, is an overseas government or government department, a local
authority, an agency established by the law of a foreign country or territory, a supranational
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organisation, or body owned (or majority owned) by any of the former, the firm should consider
the measures set out within this Section.

+29:130. Where the customer, or a beneficial owner or other key principal of the customer, is a
Bailiwick public authority, the firm should refer to Section 9.4. of this Handbook.

+306:131. Bodies engaged in public administration are different from state-owned bodies which
conduct business. The nature and risk of the business relationship or occasional transaction will
therefore differ. Public administration involves a different revenue/payment stream from that of
most business and may be funded from government sources or other forms of public revenue. On
the other hand, state-owned businesses may engage in a wide range of activities, some of which
could involve higher risk factors. Such entities may be partly publicly funded and may derive
some or all of their revenues from trading activities.

31132, In assessing the risk of a business relationship or occasional transaction with, or
involving, a government entity, the firm should pay particular attention to the risks associated
with the country or territory from which the government entity originates, together with the risks
associated with the source of the gover

+32:133. When seeking to understand the ownership and control structure of the government
entity in accordance with Paragraph 4(3)(c) of Schedule 3, t he fi rm shoul
relationship with its home state authority. In the majority of cases, it is unlikely that there will be
an identifiable natural person with control of the entity through ownership or other means. In
such cases, the firm should look to identify the natural person who holds the position of a senior
managing official of the government entity in accordance with Step 3 of Paragraph 7.36. above.

+33:134. Given the nature of government and supranational entities, it is likely that the directors
(or equivalent) will include individuals falling within the definition of a PEP. The firm should
therefore be alive to the increased likelihood of the existence of such persons within a business
relationship or occasional transaction.

+34:135. Where the firm identifies that a foreign PEP or an international organisation PEP is
acting on behalf of a government entity, but where the PEP does not fall within the definition of
beneficial owner and where no property of that PEP is handled in the particular business
relationship or occasional transaction, the firm should consider this factor as part of its risk
assessment of the relationship, including consideration of the nature of the P E Prolsand reason
why the PEP holds such a role. Where the firm has determined that, but for the function held by
the natural person, the business relationship or occasional transaction would be other than high
risk, it is not required to apply ECDD measures.

135:136. One such example could be a government or state-level pension scheme investing in a
Bailiwick CIS where members of the pension committee/board of trustees (or equivalent) are
PEPs through their senior government positions but where they do not meet the definition of the
senior managing official of the scheme. Those persons have no economic interest in the funds
involved in the business relationship or occasional transaction (beyond any pension rights) and
the risk of the relationship being used as a vehicle for the laundering of any personal funds is
minimal.

7.11.3.  Sovereign Wealth Funds

136:137. A Sovereign Wealth Fu n d  ( “ iSaWdfe“owned investment fund used to invest in

real and financial assets with the purpose of benefitngac ount r y’' <sAn SMF oonsstimy .

of a pool or pools of money derived from various sources including central bank reserves,
commodity exports and foreign-exchange reserves.
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+37%138. There is a general concern that SWF's are capable of being used to meet political rather
than purely financial objectives, by acquiring controlling interests in strategically important
industries or destabilising economies. For this reason, understanding the nature and purpose of
an SWF and the business relationship or occasional transaction is key.

+38:139. Many SWFs are members of the International Forum of Sovereign Wealth Funds
( “ 1 F S Wéfablished in 2009 by a group of 23 state-owned international investors, the [IFSWF
is a global network of SWFs. The purpose of the IFSWF is to exchange views on issues of
common interest with the aim of facilitating an understanding of the activities of SWFs and of
the Santiago Principles which provide a clearer understanding of SWFs by promoting
transparency, good governance, accountability and prudent investment practices.

139.140. Whilst membership alone is not sufficient as verification of an SWF, further
information on the IFSWF members, including details on their ownership, nature, objects and
purpose can be found on the IFSWF website and may act to support any verification undertaken.

+40:141. When seeking to identify the beneficial owner of an SWF which is a legal person, it is
unlikely that there will be an identifiable natural person with control of the SWF through
ownership or by other means. In such cases the firm should look to identify the natural person
who holds the position of senior managing official of the SWF in accordance with Step 3 of
Paragraph 7.36. above.

7.12. CDD Measures for Particular Products and Services

+4H-142. In addition to the CDD measures detailed previously for legal persons and legal
arrangements with which the firm deals as part of its business relationships and occasional
transactions, there may be instances where the firm offers particular products or services which
have unique risks associated with them.

+42:143. This section provides Commission Rules and guidance in respect of the CDD measures
to be applied by the firm where it provides the following products or services:

1. Life and Other Investment Linked Insurance;
2. Employee Benefit Schemes, Share Option Plans or Pension Schemes; or
3. Custody or Management to Non-Guernsey Collective Investment Schemes.

7.12.1. Life and Other Investment Linked Insurance

43144, Where the product or service provided by the firm is the issuing of a life or other
investment linked insurance policy, the firm must, in addition to identifying and verifying the
customer and taking reasonable measures to verify the identity of the beneficial owner, also
undertake the following measures in relation to any beneficiary as soon as they are identified or
designated:

(a) for a beneficiary that is identified as a specifically named natural or /legal person or legal
arrangement, take the name of the natural or legal person or legal arrangement; and

(b) for a beneficiary that is designated by characteristics or by class (for example, a spouse or
child) or by other means (for example, under a will), obtain sufficient information
concerning the beneficiary for the firm to satisfy itself that it will be able to establish the
identity of the beneficiary at the time of distribution.

+44:145. In addition to considering whether the beneficial owner of a life or other investment
linked insurance policy is a PEP in accordance with Paragraph 4(3)(f) of Schedule 3, the firm
must also make a determination as to whether any beneficiary of such a policy (or the beneficial
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owner of a beneficiary where that beneficiary is a legal person or legal arrangement) is a PEP
at the time that the beneficiary is identified or designated.

H5:146. Where the firm determines that the beneficial owner, any beneficiary, or the beneficial
owner of any beneficiary of a life or other investment linked insurance product is a PEP, the firm
must act in accordance with the requirements of Paragraph 5 of Schedule 3 and Section 8.5. of
this Handbook.

He-147. Verification of the identity of any beneficiary identified in accordance with
Commission Rule 7.143. must occur prior to any distribution to (or on behalf of) that beneficiary.

47148, When carrying out a relationship risk assessment as required by Paragraph 3 of
Schedule 3 and Chapter 3 of this Handbook, the firm must include any beneficiary identified by
Commission Rule 7.143. above as a relevant risk factor in considering the overall risk of the
business relationship or occasional transaction.

+48:149. Where the firm has determined that a beneficiary which is a legal person or legal
arrangement poses a high risk, the firm must carry out ECDD measures in accordance with
Chapter 8 of this Handbook. This must include identifying and taking reasonable measures to
verify the identity of the beneficial owner of the beneficiary prior to any distribution to (or on
behalf of) the beneficiary and to consider reporting suspicious transactions or activity.

7.12.2. Emplovee Benefit Schemes, Share Option Plans and Pension Schemes

+49:150. Where the product or service provided by the firm is:

(a) an employee benefit scheme or arrangement;
(b) an employee share option plan;

(c) apension scheme or arrangement;

(d) asuperannuation scheme; or

(¢) asimilar scheme or arrangement;

and where contributions are made by an employer or by way of deductions from wages and the
scheme rules do not per mit as si gn mtan the
sponsoring employer, the trustee, the foundation council and any other person who has control
over the business relationship or occasional transaction (for example, the administrator or the
scheme manager) are to be considered as key principals and must be identified and verified by
the firm in accordance with the requirements of Schedule 3 and this Handbook.

+50:151. Where contributions to the scheme are made by the sponsoring employer, or by way of
deductions from wages or otherwise through the payroll process, there is no requirement to apply
CDD measures to the member throughout the life of the business relationship. However, the firm
should be alive to the risk associated with the disbursement of pension funds, for example, the
receipt of fraudulent requests for payment or the member being subject to UN, UK or other
sanction.

151152, Where a member or other third party makes contributions to a scheme or arrangement
(outside of the spons onwhichgwoudd fap withirytle definiion pfe
an occasional transaction (for example, a voluntary contribution of more than £10,000 into the
scheme) or a business relationship (for example, following the cessation of employment, making
arrangements for smaller, regular ongoing contributions), the firm must apply CDD measures,
including ECDD measures and/or enhanced measures as appropriate, to that member or third

party.
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+52:153. Where a me mb @nteressin a scheme or arrangement is distributed to a third party
(for example, a named beneficiary upon the death of the member), the firm should establish the
rationale for the distribution and consider the extent of the CDD measures to be applied to the
third party in order for the firm to satisfy itselfthatthet h i r d p a ristleyitimste andrthit e r e s t
the third party (for example, the beneficiary) does not pose a risk to the firm.

153154, When carrying out a relationship risk assessment in accordance with Paragraph 3 of
Schedule 3 and Chapter 3 of this Handbook, the firm must include the natural or legal person(s)
or legal arrangement(s) providing funds to the scheme or arrangement as a relevant risk factor
when determining the overall risk of the business relationship or occasional transaction.

7.12.3. Non-Guernsey Collective Investment Schemes

+54:155. Where the firm is providing management or custody services, within the scope of a
licence issued to it by the Commission under the POI Law, to a CIS established outside the
Bailiwick it may, in certain circumstances, place reliance on the administrator or transfer agent
of the NGCIS to have applied CDD measures to the investors in that scheme.

+55:156. Where the firm provides management or custody services and wishes to rely on the
CDD measures of the administrator of the NGCIS, the firm must:

(a) apply CDD measures to the administrator or transfer agent to ensure that it is an Appendix
C business and regulated and supervised for investment business; and
(b) require the administrator or transfer agent to provide a written confirmation which:

(i) confirms that the administrator or tramsfer agent has appropriate risk-grading
procedures in place to differentiate between the CDD measures for high risk
relationships and low risk relationships;

(i) contains adequate assurance that the administrator or transfer agent applies the
necessary CDD measures to the investors in the NGCIS (including the beneficial
owners of such); and

(iii) contains an assurance that the administrator or transfer agent will notify the firm
where an investor in the NGCIS, or the beneficial owner of such, is categorised as
a PEP.

156:157. In addition, the firm must have a programme for reviewing the CDD procedures of the
administrator or transfer agent and testing the application of those procedures in respect of the
underlying investors within the NGCIS.

157158, Where the firm is acting as the administrator of an NGCIS and its functions include
that of registrar/transfer agent or similar, the firm must apply CDD measures to the investors
into the NGCIS as if they were its customers in accordance with the requirements of Section
4.8.2. of this Handbook.

+58:159. Where the firm is entering into a business relationship or conducting an occasional
transaction with an NGCIS which is its customer (for example, an accountant providing services
to the NGCIS) the firm should treat the NGCIS as a legal person or legal arrangement and apply
CDD measures in accordance with the relevant sections of this Chapter.

7.13.  Additional Requirements on Trustees and Partners
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+59:160. The additional requirements in this Section apply to trustees when acting as trustee of
a relevant trust and to partners (excluding limited partners of limited partnerships) of relevant
partnerships and limited partnerships without legal personality, which are subject to Guernsey
law. They also apply to foreign trustees and partners when acting in relation to a relevant trust or
relevant partnership and Guernsey trustees and partners when acting in relation to an equivalent
foreign legal arrangement. They do not apply where the partner is acting for a limited partnership
with legal personality.

7.13.1. Regulated Agents and Service Providers

+60-161. In accordance with Paragraph 151(1) of Schedule 3, a specified business which acts as
a trustee of a relevant trust or a partner of a relevant partnership (or occupies an equivalent role
to that of trustee or partner in relation to a foreign legal arrangement) shall hold information on
the identity of any regulated agents and service providers to the relevant trust or relevant
partnership.

161162, In accordance with Section 51(1) of the Law, a relevant partnership means;
(a) a limited partnership within the meaning of, and subject to the provisions of, the Limited
Partnerships (Guernsey) Law, 1995 that does not have legal personality, or
(b) a partnership within the meaning of, and subject to the provisions of, the Partnership
(Guernsey) Law, 1995.

+62:163. In accordance with Section 51(1) of the Law, a relevant trust means any express trust
that is governed by or is otherwise subject to the law of any part of the Bailiwick.

+63-164. In accordance with Paragraph 21 of Schedule 3, a regulated agent means a person who;
a) is acting in relation to or on behalf of a relevant trust or relevant partnership, as the case may
be, and
b) for the purposes of so doing is required to hold, and does hold, a licence from the Commission
or a corresponding body in another jurisdiction.

+64-165. In accordance with Paragraph 21 of Schedule 3, the term service provider referred to
within Paragraph 151(1) of Schedule 3 means a person, who is providing investment advisory or
management services, managerial services, accountancy services, tax advisory services, legal
services, trust services, partnership services or corporate services in relation to a relevant trust or
relevant partnership, as the case may be. It does not apply in respect of the provision of these
services to an underlying company of a relevant trust or relevant partnership.

165-166. The information held on the identity of persons described in Paragraph 15I(1) of
Schedule 3 by the specified business which acts as a trustee of a relevant trust or partner of a
relevant partnership (or occupies an equivalent role to that of trustee or partner in relation to a
foreign legal arrangement) must include:

Where it is a legal person or legal arrangement;

(a) the name of the legal person or legal arrangement, including any trading names;
(b) registered office address; and

(c) any official identification number.

Where it is an individual;
(a) legal name; and
(b) principal residential address.
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+66:167. In accordance with Paragraph 151(2) of Schedule 3, a specified business shall ensure
that the information it holds on the identity of any regulated agents and service providers to the
relevant trust or relevant partnership:

(a) so far as is possible, is accurate and up to date; and
(b) is updated on a timely basis.

+67168. In order to ensure that the information is accurate the firm should consider how the
information has been obtained and whether to undertake searches on publicly available sources
from any registry, regulatory authority or supervisory body if it has doubts about the information.

+68-169. Sufficient information is likely to be held on their identity through correspondence with
the regulated agent or service provider and the reports the firm receives. The Commission will
not specify how the information is held, but would expect the firm to be able to access the
information in a timely manner should it be asked for by the relevant authorities.

+69:170. The information obtained within this section is considered to be CDD information and
must be retained in accordance with the record keeping requirements in both Paragraph 14(2) of
Schedule 3 and Chapter 16 of this Handbook.

7.13.2. Disclosures for Trustees and Partners

+0-171. In accordance with Paragraph 15J(1) of Schedule 3, where a specified business enters
into a business relationship or carries out or is otherwise involved in an occasional transaction
with a financial services business or a relevant business, and it is acting in its capacity as a trustee
of a relevant trust or partner of a relevant partnership (or the occupant of an equivalent role in
relation to a foreign legal arrangement), it shall disclose the capacity in which it is so acting to
the financial services business or relevant business in question.

+H=172. Where a specified business is acting on behalf of a relevant trust or relevant partnership
(or occupies an equivalent role to that of trustee or partner in relation to a foreign legal
arrangement), the specified business could meet the above disclosure requirement by referencing
its capacity initssi gn of f , for exampl e, “as trustee of
partner of the [partner shi p n awillaljobepcaeptdleyer shi p’
providing it is documented and clear that it has been disclosed to the financial service business
or relevant business in question.

+2173. In accordance with Paragraph 15K(1) of Schedule 3, a specified business which acts as
a trustee of a relevant trust or partner of a relevant partnership (or occupies an equivalent role to
that of trustee or partner in relation to a foreign legal arrangement) may disclose upon request
to any relevant authorities information relating to the trust or partnership, and to a financial
services business or a relevant business, any information relating to the beneficial ownership of
the trust or partnership and any assets of the trust or partnership that are to be held or managed
under the terms of a business relationship or occasional transaction.

+73-174. Paragraph 15K (1) of Schedule 3 ensures that a specified business acting as a trustee of
arelevant trust or partner of a relevant partnership (or occupies an equivalent role to that of trustee
or partner in relation to a foreign legal arrangement) is legally permitted to disclose information
about the trust or partnership’s beneficial o
other financial institutions or obliged entities with whom the specified business, in its capacity as
trustee or partner, is entering into a business relationship or occasional transaction, to enable them
to fulfil their due diligence obligations. It does not provide authority to a specified business to
breach the Data Protection Law.
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8.1. Objectives

1. This Chapter relates to business relationships and occasional transactions which have been
assessed by the firm as:

(a) presenting a high risk of ML, TF and/or PF taking into account the requirements of

Paragraph 5(1) of Schedule 3; and/or

(b) involving one or more of the higher risk factors set out in Paragraphs 5(2)(a)-(d) of

Schedule 3

and should be read in conjunction with Chapter 3 of this Handbook which provides Commission
Rules and guidance on the assessment of risk and Chapters 4 to 7 of this Handbook which set out
the CDD measures to be applied.

2. In accordance with Paragraph 5(1) of Schedule 3, where the firm is required to carry out CDD, it
shall also carry out ECDD in relation to high risk business relationships and occasional
transactions, including, without limitation -

(a) a business relationship or occasional transaction in which the customer or any beneficial
owner is a foreign PEP (see Section 8.5. of this Handbook),
(b)  where the firm is an FSB, a business relationship which is -

(i)  acorrespondent banking relationship, or

(ii)) similar to such a relationship in that it involves the provision of services, which
themselves amount to financial services business or facilitate the carrying on of such
business, by one FSB to another (see Section 8.6. of this Handbook),

(c) abusiness relationship or occasional transaction -

(i)  where the customer or beneficial owner has a relevant connection with a country or
territory that -

(A) provides funding or support for terrorist activities, or does not apply (or
insufficiently applies) the FATF Recommendations, or

(B) is a country otherwise identified by the FATF as a country for which such
measures are appropriate (see Section 8.7. of this Handbook),

(il))  which the firm considers to be a high risk relationship, taking into account any
notices, instructions or warnings issued from time to time by the Commission and
having regard to the NRA,

(d)  a business relationship or an occasional transaction which has been assessed as a high risk
relationship, and

(e) a business relationship or an occasional transaction in which the customer, the beneficial
owner of the customer, or any other legal person in the ownership or control structure of

the customer, is a legal person that has bearer shares or bearer warrants (see Section 8.8.

of this Handbook).

3. In accordance with Paragraph 5(2) of Schedule 3, the firm shall also carry out enhanced measures

in relation to business relationships and occasional transactions, whether otherwise high risk or
not, which involve or are in relation to -

(a)  acustomer who is not resident in the Bailiwick (see Section 8.9. of this Handbook);
(b) the provision of private banking services (see Section 8.10. of this Handbook);
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(c)
(d)

a customer which is a legal person or legal arrangement used for personal asset holding
purposes (see Section 8.11. of this Handbook); or
a customer which is —

(1)  alegal person with nominee shareholders, or
(i) owned by a legal person with nominee shareholders (see Section 8.12. of this
Handbook).

Paragraphs 5(1) and 5(2) of Schedule 3 are distinct from one another. Paragraph 5(1) requires
that ECDD measures are applied to all high risk relationships. The requirement to apply
enhanced measures to mitigate particular higher risk factors as set out in Paragraph 5(2) of
Schedule 3 can apply to business relationships and occasional transactions across the risk
spectrum from low to high risk.

The presence of one or more of the higher risk factors set out in Paragraph 5(2) of Schedule 3
may not necessarily equate to the overall risk of the business relationship or occasional
transaction being high. However, in accordance with Commission Rule 3.19., the firm must have
regard to the cumulative effect that one or more of these factors could have on the overall risk of
the business relationship or occasional transaction when conducting a relationship risk
assessment.

Relationship Risk Assessment ]

| |
| |

) R [ )

Simplified Customer Customer Due

Customer Due Diligence
and Enhanced Customer

Due Diligence Diligence Due Diligence

\

Does the Business Relationship or Occasional Transaction involve, or is it in relation tow

- a customer who is not resident in the Bailiwick,
- the provision of private banking services.
- a customer which is a legal person or legal arrangement used for personal
asset holding purposes, or
- a customer which is -

° a legal person with nominee shareholders, or
o owned by a legal person with nominee shareholders

Yes No

Enhanced measures required
(See Sections 8.9. - 8.12. Enhanced measures not required

of this Handbook)

Fig. 10 — Enhanced Measures Flowchart
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Nature of Business Relationship or
Occasional Transaction

Measures to be Applied

Low risk relationship exhibiting one or more of the
higher risk factors set out in Paragraph 5(2) of
Schedule 3.

SCDD or CDD measures, together with enhanced
measures appropriate to the higher risk factor(s)
present.

Standard risk business relationship or occasional
transaction exhibiting one or more of the higher risk
factors set out in Paragraph 5(2) of Schedule 3.

CDD measures, together with enhanced
measures appropriate to the higher risk factor(s)
present

High risk relationship which meets one or more of
the criteria in Paragraph 5(1) of Schedule 3.

CDD measures, together with ECDD measures as
set out in Section 8.2.1. of this Handbook

High risk relationship which meets one or more of
the criteria in Paragraph 5(1) of Schedule 3 and
exhibits one or more of the higher risk factors set out
in Paragraph 5(2) of Schedule 3.

CDD measures and ECDD measures as set out in
Section 8.2.1. of this Handbook, together with
enhanced measures appropriate to the higher risk
factor(s) present.

Fig. 11 — Application of Due Diligence and Enhanced Measures Depending on Risk

8.2. Policies, Procedures and Controls
8.2.1.  ECDD Measures (High Risk Relationships)
6. The firm must ensure that its policies, procedures and controls require the application of ECDD

measures where the firm has determined, taking into account the circumstances set out in
Paragraph 5(1) of Schedule 3 and the risk factors provided in Chapter 3 of this Handbook, that a
business relationship or occasional transaction is high risk.

7. In accordance with Paragraph 5(3)(a) of Schedule 3, references to ECDD shall mean -

(1)
(i)

undertaking an occasional transaction,

obtaining senior management approval for establishing a business relationship or

obtaining senior management approval for, in the case of either —

(A) an existing business relationship with a foreign PEP, or
(B) an existing high risk business relationship with a domestic or international

organisation PEP,
continuing that business relationship,

(iii)

wealth of —

the customer, and

(A)
(B)

(iv)

taking reasonable measures to establish and understand the source of any funds and of the

the beneficial owner, where the beneficial owner is a PEP,

carrying out more frequent and more extensive ongoing monitoring, including increasing

the number and timing of controls applied and selecting patterns of activity or transactions
that need further examination in accordance with Paragraph 11 of Schedule 3 (see Chapter

11 of this Handbook), and
(v)

relationship or occasional transaction,

taking one or more of the following steps as would be appropriate to the particular business

(A) obtaining additional information about the customer, such as the type, volume
and value of the ¢ U S t 0 #ssety dnds additional information about the
C U S t obeneficial ®vners,

(B)  verifying additional aspects of thec U s t oideity,” S
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(C) obtaining additional information to understand the purpose and intended nature
of each business relationship and occasional transaction, and

(D) taking reasonable measures to establish and understand the source of wealth of
beneficial owners not falling within Paragraph 5(3)(iii).

8.2.2.

Examples of steps the firm could take in accordance with Paragraphs 5(3)(v)(A)-(D) of Schedule
3 could include:

(@ supplementing the firm' s under s thabnsthdssn
relationship by obtaining information on the reasons for intended or performed
transactions;

(b) commissioning independent research by a specialist firm or consultant, pertaining to the
purpose and objective of the business relationship or occasional transaction and
evidencing information in relation to the customer and/or the beneficial owner;

(c)  where the customer is a legal person, identifying, and verifying the identity of, other
directors (or equivalent) of the customer in addition to those senior managing officials
identified as beneficial owners in accordance with Step 3 of Paragraph 7.36. of this
Handbook and/or those natural persons acting on behalf of the customer captured by
Section 4.3.2.;-andler

(d) obtaining internal information from group representatives or offices based in a jurisdiction
where the customer has a connection-; and/or

(e) using Al to identify credible independent references about the customer or beneficial
ownerf or the firm”s adouseoddwioh.i gence consi

In addition to the requirements of Paragraph 5(3) of Schedule 3 as set out above, listed below are
examples of further steps the firm could take as part of its ECDD measures to address specific
risks arising from a high risk relationship:

(a) in the case of an existing business relationship which has, following a relationship risk
assessment, been assessed as high risk not involving a foreign PEP, obtaining senior
management approval for continuing that relationship; and/or

(b)  requiring the first payment be carried out through an account inthec U s t onanee tvith S
an Appendix C business.

Enhanced Measures (Higher Risk Factors)

10.

In accordance with Paragraph 5(2) of Schedule3,t he f i rm’ s pol i ci es,
require the application of enhanced measures as detailed in Sections 8.9. - 8.12. of this Handbook
to business relationships and occasional transactions involving or in relation to one or more of

the higher risk factors in Paragraph 5(2)(a)-(d) of Schedule 3.

11.

There may be a business relationship or occasional transaction which involves or is in relation to
more than one of the higher risk factors set out in Paragraph 5(2)(a)-(d) of Schedule 3 (for example,
a non-resident customer using private banking services). In such cases, the firm must apply
enhanced measures sufficient to mitigate each of the higher risk factors present within the business
relationship or occasional transaction.

8.2.3.

ECDD and Enhanced Measures (High Risk Relationships with Higher Risk Factors)

12.

There may also be circumstances in which a high risk relationship involves or is in relation to one
or more of the higher risk factors in Paragraph 5(2)(a)-(d) of Schedule 3. In such cases the firm
must apply ECDD measures as well as applying sufficient enhanced measures to mitigate the
particular higher risk factor(s) present.
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13.

14.

15.

8.3.

In accordance with Commission Rule 8.12. above, the enhanced measures applied by the firm
should be specific to the particular higher risk factor(s) present in a business relationship or
occasional transaction. However, there may be situations where an enhanced measure taken by
the firm addresses more than one higher risk factor, or where the ECDD measures applied by the
firm to a high risk relationship also mitigate one or more higher risk factor(s).

For example, it may be that the firm is providing private banking services to a customer who is a
foreign PEP and the firm is satisfied that the ECDD measures applied to address the fact that the
customer is a PEP equally mitigate the higher risk associated with the provision of private
banking services (for example, by taking reasonable measures to establish the source of funds
and the source ofthec U S t owndath).” S

The policies, procedures and controls of the firm should allow for it to determine, based upon the
specific higher risk factors present in a business relationship or occasional transaction and its
assessment of the overall risk of that relationship, which and how many enhanced measures it
would be appropriate to apply to mitigate the specific risks identified.

Source of Funds and Source of Wealth

16.

In accordance with Paragraph 5(3)(a)(iii) of Schedule 3, as part of its ECDD measures the firm
shall take reasonable measures to establish and understand the source of any funds and of the
wealth of —

(A) the customer, and
(B) the beneficial owner, where the beneficial owner is a PEP.

17.

18.

19.

The taking of reasonable measures to establish and understand a ¢ U S t 0 souece of wealth
(and that of any beneficial owner who is a PEP), together with measures to establish and
understand the source of any funds used in a business relationship or occasional transaction, are
important aspects of the due diligence process. These steps serve to assist the firm in satisfying
itself that such wealth and funds are not the proceeds of criminal activity and are consistent with
the firm s K cussowdr endl lgreficidd dwnetk, hné the nature of the business
relationship or occasional transaction.

In addition to taking reasonable measures to establish the source of any funds and of the wealth
of the customer/beneficial owner for high risk relationships as part of ECDD measures, the firm
may also determine that it would be appropriate to apply the measures in Paragraph 5(3)(a)(iii)
of Schedule 3 as an enhanced measure to apply to a business relationship or occasional
transaction involving or in relation to one or more of the higher risk factors in Paragraph 5(2) of
Schedule 3 but where the overall risk of the business relationship or occasional transaction is
other than high.

The source of funds refers to the activity which generated the particular funds for a business
relationship or occasional transaction. Source of wealth is distinct from source of funds and
describes the activities which have generated the total net worth of the customer or beneficial
owner both within and outside a business relationship, i.e. those activities which have generated
acust oomeen esf i cinathssetoandpeperty.s

20.

The firm must, in taking reasonable measures to establish the source of any funds and wealth,
document and evidence consideration of the risk implications of the source of the funds and wealth
and the geographical sphere of the activities in which they have been generated.

21.

In determining what constitutes ‘reasonable measures’ to establish the source of funds and
wealth, i.e. show them to be true, the firm should have regard to the particular risk factors present
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22.

23.

24.

25.

26.

in a business relationship or occasional transaction, together with its overall assessed risk. Such

risk factors include, inter alia, the value of thec U st oomee N &f i C i aastts, tagathare r ' s

with the value of the funds involved in the business relationship or occasional transaction, the
type and complexity of the customer or beneficial owner,thec U st oamee naf i c i
economic activity and employment, and the nature of the services provided by the firm.

Information on the source of funds and wealth will generally be obtained from the customer or
beneficial owner in the first instance and the extent to which this is corroborated through
additional information or documentation should be commensurate with the risk. The firm may
have a business relationship where it can establish to its satisfaction the source of funds and
source of wealth from the customer or beneficial owner without seeking to corroborate that
information because it is consistent with the knowledge the firm holds about the business
relationship or occasional transaction and because the values involved are relatively low and
commensurate with the type of product or service being provided by the firm.

For example, the firm may have a natural person customer located in a higher risk jurisdiction
utilising its products or services for a relatively small amount of funds and where the firm has
determined that the only factor making it a high risk relationship is geographic risk. In such a
case placing reliance upon the information provided by the customer on the source of funds and
wealth as part of t h e fECDDnmdeasures could be considered ‘reasonable’ because it is
consistent with the information and knowledge it has built up about the customer through CDD
measures, together with the other elements of its FCDD measures and the enhanced measures
applied because the customer is not resident in the Bailiwick.

On the other hand, ‘reasonable measures’ will require corroborating information where the
customer or beneficial owner is from a higher risk country or territory, where the values involved
in the business relationship or occasional transaction are large and where the sources of funds
and wealth are not easily discernible fromthec u s t oomtee i esf i c i disdlosedimesme
and business interests.

The extent to which the firm corroborates the information provided by the customer or beneficial
owner on the source of funds and wealth is a function of risk and not a ‘ one size fits all’ approach.
Where corroboration of the information provided by the customer or beneficial owner is required,
the firm could consider one or more of the means set out in the following non-exhaustive list:

(a) commissioning an independent and reliable report from a specialist agency;

(b)  obtaining certified copies of corroborating documentation such as contracts of sale,
property deeds, salary slips, etc.;

(c)  where the firm is part of a group, obtaining reliable information from another member of
the group with which the customer or beneficial owner has a connection:

(d)  where the source of funds or source of wealth include virtual assets, using blockchain
analysis products, or other suitable services, from a reliable commercial vendor:

{e)(e) obtaining information from a reliable third party (for example, a professionally qualified
solicitor, accountant or tax advisor) who has an office in a country or territory connected
with the customer or beneficial owner;

te)(f) where the customer has been introduced to the firm, obtaining information from the
introducer;

H(g) where information is publicly available, whether identified through online searches,
through searches by Al or available through subscription databasesservices, obtaining
information from a reliable public or private third party source; or

{=2)(h) obtaining information from financial statements that have been prepared and audited in
accordance with generally accepted accounting principles.

It would not be considered sufficient for the firm to acceptac ust oanlee naf i ci
responses on an application form at face value, particularly where vague answers are given (for
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example,* e mp | 0oy me n { withoot furthér slaific&ionyA’s noted previously, the firm
should seek to corroborate the source of funds and source of wealth, particularly where the value
of funds, or the risk of the business relationship or occasional transaction, is high, for example,
by taking steps to understand where the customer or beneficial owner was employed and his or
her actual level of income.

27. Similarly, establishing the source of funds involved in a business relationship or occasional
transaction should not be limited to knowing from which financial institution the funds may have
been transferred. The steps taken by the firm should be substantive and seek to establish the
provenance of the funds or the reason for the funds having been acquired.

28.  The obligation to take reasonable measures to establish the source of funds extends beyond those
funds present at the commencement of a business relationship. In this respect, the f i r m’ s
monitoring arrangements should include assessing, on an ongoing basis, whether the
transactional activity of a business relationship is consistent with the risk profile of that
relationship, the nature of the product providleda nd t he f i r m’ the cuunsdt eornsetra nsd i
andbenef i cisautce obweaitle r * s

8.4. Interplay Between SCDD and Enhanced Measures

29. It may be possible to apply SCDD measures as specified in Chapter 9 of this Handbook to a
business relationship or occasional transaction involving or in relation to one or more of the
higher risk factors set out in Paragraph 5(2) of Schedule 3, provided that enhanced measures are
applied to address the particular higher risk factors present.

30. By way of example, it may be possible, where the firm has assessed the ML, TF and PF risk of a
business relationship or occasional transaction to be low, to apply the SCDD measures set out
in Section 9.3. of this Handbook to a natural person resident in the Bailiwick using a personal
asset holding vehicle, provided the firm also applies an enhanced measure to satisfy itself that
the use of such a personal asset holding vehicle is genuine and legitimate.

31.  Similarly it may be possible, where the firm has assessed the ML, TF and PF risk as low, to apply
the SCDD measures set out in Section 9.6. of this Handbook to a non-resident Appendix C
business, provided that an enhanced measure is also applied to mitigate the risk associated with
a non-resident customer, for example, to determine and understand why the Appendix C business
is obtaining the services in the Bailiwick and not in its home jurisdiction.

ECDD Measures

8.5. Politically Exposed Persons

8.5.1. Introduction

32.  Due to their position and influence, PEPs may have the potential to abuse their positions for the
purpose of committing ML and related predicate offences, including bribery and corruption, as
well as conducting activity related to 7F and PF. Where a PEP also has connections to countries
or business sectors where corruption is widespread, the risk is further increased.

33.  PEP status itself does not incriminate individuals or their associates and connected entities.
However, it will mean that a customer or beneficial owner who is a foreign PEP is subject to
ECDD measures and that a domestic PEP or international organisation PEP may, on the basis
of risk, be subject to ECDD measures.
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34.

8.5.2.

There i-si ne fiome al | ' ECApnraupcafa REPt The nayepflthg i n g
measures applied will be commensurate with the type of PEP, the specific risks that are identified
and the nature of the P E P position and ability to influence.

Identification of PEPs

35.

In accordance with Paragraph 4(3)(f) of Schedule 3, as part of its CDD measures the firm shall
make a determination as to whether the customer or beneficial owner is a PEP, and if so, whether
he or she is a foreign PEP, a domestic PEP or an international organisation PEP.

36.

As referenced above, Paragraph 5(4) of Schedule 3 defines three categories of PEP, referred to
as follows for the purpose of this Handbook:

(a) “foreign PEP" — a natural person who has, or has had at any time, a prominent public
function, or who has been elected or appointed to such a function, in a country or territory
other than the Bailiwick;

(b)  “domestic PEP" — a natural person who has, or has had at any time, a prominent public
function, or who has been elected or appointed to such a function, within the Bailiwick;
and

(c)  “international organisation PEP" — a natural person who is, or has been at any time,
entrusted with a prominent function by an infernational organisation.

37.

In accordance with the definition of PEP contained within Paragraph 5(4) of Schedule 3,
prominent public function includes, without limitation -

(i)  heads of state or heads of government;

(il)) senior politicians and other important officials of political parties;
(ii1) senior government officials;

(iv) senior members of the judiciary;

(v)  senior military officers; and

(vi) senior executives of state owned body corporates.

38.

39.

When seeking to establish whether a natural person falls within the definition of a PEP,
‘ Ip o mi Bheuid be'interpreted as relating only to those persons in positions of seniority in the
areas covered by Paragraph 8.37. above. Middle ranking or more junior individuals in the
foregoing categories are explicitly excluded from the definition.

Not withstanding the above, ecithtrén Sdhefulerorthr omi n e |
Handbook as the precise level of seniority which triggers the requirement to treat an individual

as a PEP will depend upon a range of factors, including the role held by the individual, the

particular organisational framework of the government or infernational organisation concerned,

and the powers, responsibilities and influence associated with particular public functions.

40.

In accordance with Paragraph 5(5A) of Schedule 3, a person is not a PEP for the purposes of
Schedule 3 if that person —

(@) was not a PEP within the meaning of Regulation 5(2)(b) of the FSB Regulations or
Regulation 5(2)(b) of the PB Regulations, when those regulations were in force, and

(b) ceased to be entrusted with a prominent public function in respect of the Bailiwick before
31 March 2019.
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41.

42.

43.

To assist in the identification of natural persons falling within the definition of domestic PEP,
Appendix E to this Handbook lists those positions in Guernsey, Alderney and Sark deemed to
fall within the categories listed in Paragraph 8.37. above. Where an individual ceased to hold a
prominent public function listed in Appendix E prior to 31 March 2019, in accordance with
Paragraph 5(5A) of Schedule 3 there is no requirement for the individual to be identified as a
PEP, or to consider as part of its relationship risk assessment the implication of the person having
held a prominent public function in the Bailiwick.

Authorities in other jurisdictions may publish lists, similar to Appendix E to this Handbook, of
those natural persons considered to fall within the definition of a PEP within their jurisdiction.
These could be helpful for the firm in determining whether to treat an individual as a PEP.
However, the firm should be mindful that these classifications will be based upon perceptions of
risk applicable within other jurisdictions and that these may not necessarily be appropriate
perceptions from the perspective of the firm.

In determining whether a customer or beneficial owner is a PEP, the firm could consider:

(a)  using sources such as the UN, the EU, the UK Foreign and Commonwealth Office and the
Group of States Against Corruption to establish, as far as is reasonably possible, whether
or not a customer or beneficial owner, is a natural person who is the current or former
holder of a prominent public function in a foreign country or territory, or for an
international organisation;

(b)  using sources such as the States of Guernsey, States of Alderney and Chief Pleas of Sark
to establish, as far as is reasonably possible, whether or not a customer or beneficial owner
is a natural person who is the current or former holder of a prominent public function
within the Bailiwick;

(¢)  seeking confirmation from a customer or beneficial owner, for example through a question
within an application form, as to whether they hold, or have held, a prominent public
function either within the Bailiwick or beyond, or for an international organisation; or

(d)  using commercially available databases to identify such persons.

44.

In accordance with Paragraph 5(1)(a) of Schedule 3, where the firm determines that an individual
who is the customer or beneficial owner to a business relationship or occasional transaction is a
foreign PEP, it shall carry out ECDD in relation to that business relationship or occasional
transaction.

45.

Where the firm identifies that a customer or beneficial owner is a domestic PEP or international
organisation PEP, it must gather sufficient information to understand the particular characteristics
of the public function that the natural person has been entrusted with and factor this information
into the relationship risk assessment conducted in accordance with Paragraph 3 of Schedule 3 and
Chapter 3 of this Handbook.

46.

Where, having conducted a relationship risk assessment, the firm concludes that the business
relationship or occasional transaction involving a domestic PEP or international organisation
PEP is high risk, the firm must apply ECDD measures in accordance with Paragraph 5(3)(a) of
Schedule 3 and Section 8.2.1. of this Handbook.

47.

48.

Where the firm concludes that the business relationship or occasional transaction with the
domestic PEP or international organisation PEP does not present a high level of risk, it is not
necessary to apply ECDD measures, provided that the firm has applied SCDD or CDD measures
and any enhanced measures necessary in accordance with Paragraph 5(2) of Schedule 3.

Where the firm identifies that a foreign PEP is a director (or equivalent) of a customer, or a
person acting or purporting to act for a customer, but where the PEP does not fall within the
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49.

50.

8.5.3.

51.

definition of beneficial owner and where no funds or assets of that PEP are handled in the
particular business relationship or occasional transaction, the firm should include as part of its
relationship risk assessment consideration of the nature of the P E Prolsand the reason why the
PEP holds such a role.

Where the firm has determined as part of its relationship risk assessment that, but for the function
held by the PEP in the circumstances in Paragraph 8.48. above, the business relationship or
occasional transaction would be other than high risk, it could decide to apply, based on risk,
CDD measures appropriate to the form of the customer in accordance with Chapters 4 to 9 of this
Handbook, including enhanced measures as applicable.

One such example would be a foreign public sector pension scheme investing into a CIS. In such
a case there may be members of the pension committee who are PEPs, holding their position on
the committee by virtue of their political position and with no ability to exercise ultimate effective
control over the pension scheme. Such persons have no economic interest in the funds involved
in the business relationship or occasional transaction (beyond potentially any pension rights as
a resident of that country or organisation) and the risk of the relationship being used as a vehicle
for the laundering of any funds or assets personally held by the PEP or the financing of terrorism
or proliferation is low.

International Organisation PEPs

In accordance with Paragraph 5(4)(b) of Schedule 3, the definition of a PEP includes a natural
person who is, or has been, entrusted with a prominent public function by an international
organisation. This includes members of senior management or individuals who have been
entrusted with equivalent functions, for example, directors, councillors and members of the board
or equivalent of an international organisation.

52.

Paragraph 21 of Schedule 3 defines an international organisation as an entity:

(a) which was established by a formal political agreement between its member states that has
the status of an international treaty;

(b) the existence of which is recognised by law in its member states; and

(c)  which is not treated as a resident institutional unit of the country in which it is located.

53.

54.

8.5.4.

55.

Examples of international organisations covered by Schedule 3 and this Handbook include the

UN, the World Bank and the North Atlantic Treaty Or gani zati on (“ NATO")

There may be other examples of international organisations, for example, international sporting
federations, which do not fall within the Schedule 3 definition, but where the firm considers that
ECDD measures should be applied to a business relationship or occasional transaction. There

are no prescribed requirements in thisregardandany deci si on t aken shoul

assessment of risk.
Immediate Family Members

In addition to the specific risks posed by PEPs, the firm should be alive to the potential for the
abuse of a business relationship or occasional transaction with or by a family member of a PEP.
This abuse could be for the purpose of moving the proceeds of crime or facilitating the placement
and concealment of such proceeds without specific connection to the PEP themselves.

56.

In accordance with Paragraph 5(4)(c) of Schedule 3, an immediate family member of a PEP shall
include, without limitation:

(a) aspouse;
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(b) apartner, being a person who is considered by the law of the country or territory in which
the relevant public function is held as being equivalent to a spouse;

{e)(a) a parent;

£eh(b) a child;

fe)(c) a sibling;

H(d) a parent-in-law; and

{=)(e) a grandchild.

57.

58.

59.

8.5.5.

The list of immediate family members included within Paragraph 5(4)(c) of Schedule 3 as set out
above is without limitation and the firm should take a proportionate, risk-based approach to the
treatment of wider family members. This determination will depend on the social, economic and
cultural structure of the country of the PEP. It should also be noted that the number of persons
who qualify as immediate family members is fluid and may change over time.

In deciding whether a member of a wider family unit would be considered as an immediate family
member of a PEP, the firm should determine the extent of the influence that a particular PEP
relationship or association has and assess the level of risk that exists through the particular
connection with a PEP.

This determination will include such relevant factors as the influence that particular types of
family members generally have and how broad the circle of close family members and
dependents tends to be. In some cultures the number of family members who are considered to
be close or who have influence may be quite small, while in others the circle of family members
may be broader and extend to cousins or even clans.

Close Associates

60.

In accordance with Paragraph 5(4)(d) of Schedule 3, a close associate of a person referred to in
Paragraphs 5(4)(a) or (b) shall include, without limitation -

(i)  aperson who is widely known to maintain a close business relationship with such a person,
or

(il) a person who is in a position to conduct substantial financial transactions on behalf such a
person.

61.

62.

63.

Those persons considered to be close associates could include known partners outside the family
unit who would not qualify as immediate family members (for example, girlfriends, boyfriends
and extra-marital partners), prominent members of the same political party, civil organisation,
labour or employee union as the PEP, and business partners or associates, especially those that
share beneficial ownership of a legal person or legal arrangement with the PEP, or who are
otherwise connected (for example, through joint membership of a company board where the PEP
and/or close associate is a beneficial owner).

As with an immediate family member, the interpretation of whether an individual should be
considered to be a close associate will depend upon the social, economic and cultural context of
the relationship.

Where the firm determines that a natural person who is the customer or beneficial owner to a
business relationship or occasional transaction is an immediate family member or close associate
of a domestic PEP or international organisation PEP, the firm should treat that person in
accordance with the requirements set out in Schedule 3 and this Handbook for the category of
PEP to which they are connected. For example, the child of a domestic PEP should be treated in
accordance with the provisions for domestic PEPs.
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8.5.6.

Former PEPs

64. On the basis of the potential for PEPs to abuse their prominent positions for the purpose of
committing various financial crimes, the default position on the treatment of PEPs in the FATF
Recommendations is that once you are a foreign PEP, or a family member or close associate of
such a person, the relationship should always be subject to ECDD measures.

65. Notwithstanding the above, there may be situations where a business relationship or occasional
transaction involves persons who have held prominent public positions historically but who
would otherwise not be considered to be high risk.

66.  Accordingly, Paragraph 5 of Schedule 3 provides flexibility in respect of the timeframe within
which certain natural persons are to be classified as PEPs. Details of these timeframes are
included within Sections 8.5.6.1. to 8.5.6.3. of this Handbook below and differ depending on the
type of PEP and the position that the PEP holds.

Time Period for
Category of PEP Role of PEP Declassification
A head of state or head of government (or an immediate
. . Never
family member or close associate of such a person).
A person with the power to direct the spending of
Foreign PEP significant sums (or an immediate family member or Never
close associate of such a person).
All other foreign PEPs (including immediate family 7 years from
members and close associates thereof). cessation of role
A head of an international organisation (or an immediate
. . Never
family member or close associate of such a person).
. A person with the power to direct the spending of
International . . ) .
. significant sums (or an immediate family member or Never
Organisation PEP .
close associate of such a person).
All other international organisation PEPs (including 7 years from
immediate family members and close associates thereof). | cessation of role
Domestic PEP All domestic PEPS (including immediate family members 5 years from
and close associates thereof). cessation of role
Fig. 12 - Timescales for Declassification PEPs

67. Details on the requirements of Schedule 3, together with additional guidance, are provided within
the following sections setting out the steps to be taken by the firm when it is looking to establish
a business relationship or undertake an occasional transaction within which the customer or
beneficial owner is a former PEP.

68. In accordance with Paragraph 5(8) of Schedule 3 (and as reflected in Fig. 12 above), the measures
set out in Sections 8.5.6.1. - 8.5.6.3. below apply in respect of persons falling within Paragraphs
5(4)(c)-(d) of Schedule 3 (immediate family members and close associates) in respect of the person
in question as they do in respect of that person.

8.5.6.1. Domestic PEPs, Family Members and Close Associates

69. In accordance with Paragraph 5(5) of Schedule 3, the firm may treat a domestic PEP as not being

a PEP five years after the person ceased to be entrusted with a public function (for the purposes of
this Handbook, a  “ f domaswi PEP” )f the senior management of the firm has documented
that the firm is satisfied that —
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(a) it understands the source of the funds within the business relationship or occasional
transaction, and
(b) there is no reason to continue to treat the person as a PEP.

70.

71.

72.

For any natural person falling within Paragraph 5(5) of Schedule 3, the firm can make a decision
to declassify that person as a domestic PEP following a period of five years, such period
commencing on the date that they, or the associated domestic PEP in the case of an immediate
family member or close associate, ceased to be entrusted with any prominent public function
within the Bailiwick.

Where, during the course of a business relationship (or in the case of a prospective business
relationship or occasional tramsaction, prior to the firm being engaged), the customer or
beneficial owner becomes a former domestic PEP, consideration of their previous function as
part of a relationship risk assessment in accordance with Commission Rule 8.45. is not required,
provided that the criteria in Paragraph 8.69. above are met.

Where the firm identifies, in accordance with Paragraph 4(3)(f) of Schedule 3, that the customer
to a prospective business relationship or occasional transaction, or any beneficial owner of such,
has held a prominent public function within the Bailiwick within the past five years, the firm
should consider this as a factor when undertaking its relationship risk assessment in accordance
with Commission Rule 8.45. above.

8.5.6.2. International Organisation PEPs, Family Members and Close Associates

73. In accordance with Paragraph 5(6) of Schedule 3, subject to Paragraph 5(9), the firm may treat an
international organisation PEP as not being such a PEP seven years after the person ceased to be
entrusted with a prominent function by an international organisation if the senior management of
the firm has documented that the firm is satisfied that -

(a) it understands the source of the funds within the business relationship or occasional
transaction, and
(b) there is no reason to continue to treat the person as a PEP.

74. In accordance with Paragraph 5(9) of Schedule 3, the provisions set out in Paragraph 8.73. above

do not apply in respect of -

(a) ahead of an international organisation,

(b) aperson with the power to direct the spending of significant sums, or

(c) persons falling within Paragraphs 5(4)(c)-(d) of Schedule 3 (immediate family members and
close associates) in respect of such persons.

75.  Indetermining whether an international organisation PEP falls within Paragraph 8.74.(b) above,
the firm should consider whether:

(a)  the international organisation PEP has/had authority over, or access to, significant assets
and funds, policies and/or operations of the international organisation;

(b) the international organisation PEP has/had access to, or control or influence over, the
accounts of the international organisation; and

(c) the international organisation PEP has/had control over the awarding of contracts or
similar by the international organisation.

76.  For any other natural person falling within Paragraph 5(4)(b) of Schedule 3, the firm can make a

decision to declassify that person as an international organisation PEP following a period of
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77.

78.

seven years, such period commencing on the date that they, or the associated international
organisation PEP in the case of an immediate family member or close associate, ceased to be

entrusted with any pr o mhamtivnal ongadisation REP’f)unct i on

Where, during the course of a business relationship (or in the case of a prospective business
relationship or occasional transaction, prior to the firm being engaged) the customer or
beneficial owner becomes a former international organisation PEP, consideration of their
previous function as part of a relationship risk assessment in accordance with Commission Rule
8.45. is not required, provided that the criteria in Paragraph 5(6) of Schedule 3 are met.

Where the firm identifies, in accordance with Paragraph 4(3)(f) of Schedule 3, that the customer
or beneficial owner to a prospective business relationship or occasional transaction has held a
prominent public function with an infernational organisation within the past seven years, the
firm should consider this as a factor when undertaking its relationship risk assessment in
accordance with Commission Rule 8.45. above.

8.5.6.3. Foreign PEPs, Family Members and Close Associates

79. Inaccordance with Paragraph 5(7) of Schedule 3, subject to Paragraph 5(9), the firm may treat any
foreign PEP as not being a PEP seven years after the person ceased to be entrusted with a public
function if the senior management of the firm has documented that the firm is satisfied that -

(@ it has established and under st ands futdsh
within the business relationship or occasional transaction, and

(b) there is no reason to continue to treat the person as a PEP.

80. In accordance with Paragraph 5(9) of Schedule 3, the provisions set out in Paragraph 8.79. above
do not apply in respect of -

(a) ahead of state or head of government,

(b) aperson with the power to direct the spending of significant sums, or

(c) persons falling within Paragraphs 5(4)(c)-(d) of Schedule 3 (immediate family members and
close associates) in respect of such persons.

81. In determining whether a foreign PEP falls within Paragraph 8.80.(b) above, the firm should
consider whether:

(a)  the foreign PEP has/had access to, or authority, control or influence over, significant state
assets and funds, policies and/or operations;

(b) the foreign PEP has/had control over regulatory approvals, including awarding licences
and concessions;

(c) the foreign PEP has/had the formal or informal ability to control mechanisms established
to prevent and detect ML, TF and/or PF (for example, control over law enforcement or
other public sector investigative agencies); and

(d) the foreign PEP has/had access to, or authority, control or influence over, the assets of
state owned enterprises.

82.  For all other foreign PEPs falling within Paragraph 5(4)(a) of Schedule 3, the firm could decide
to declassify a natural person as a foreign PEP following a period of seven years, such period
commencing on the date that they, or the associated foreign PEP in the case of an immediate
family member or close associate, ceased to be entrusted with any prominent public function (a
“ f o rfareggn PEP" ) .

83.  Where, during the course of a business relationship (or in the case of a prospective business

relationship or occasional transaction, prior to the firm being engaged) the customer or
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84.

8.6.

85.

beneficial owner becomes a former foreign PEP, the firm is not required to apply the measures
set out in Paragraph 8.44. of this Handbook for that natural person provided that the criteria in
Paragraph 5(7) of Schedule 3 are met.

Where the firm identifies, in accordance with Paragraph 4(3)(f) of Schedule 3, that the customer
or beneficial owner to a prospective business relationship or occasional transaction has held a
prominent public function outside the Bailiwick within the past seven years, it should continue to
treat that individual as a foreign PEP in accordance with the requirements of Paragraph 5 of
Schedule 3 and Section 8.5.2. of this Handbook.

Correspondent Relationships

Correspondent banking is the provision of banking services by one bank to another bank (“the
respondent bank” )Used by banks throughout the world, correspondent accounts enable banks
to conduct business and provide services that they do not offer directly. There are also similar
relationships in other areas of financial services business.

86.

In accordance with Paragraph 5(1)(b) of Schedule 3, the firm shall apply ECDD measures in
relation to a business relationship or occasional transaction which is a correspondent banking
relationship, or similar to such a relationship in that it involves the provision of services, which
themselves amount to financial services business or facilitate the carrying on of such business, by
one financial services business to another.

87.

Additionally, in accordance with Paragraph 8(2) of Schedule 3, the firm shall:

(a) not enter into, or continue, a correspondent banking relationship with a shell bank; and

(b) take appropriate measures to ensure that it does not enter into, or continue, a correspondent
banking relationship where the respondent bank is known to permit its accounts to be used
by a shell bank.

88.

In relation to correspondent banking relationships and similar correspondent relationships
established for securities transactions or funds transfers, whether for the firm as principal or for its
customers, the firm must apply the measures set out in (a) to (¢) below and, where relevant, those
in Commission Rule 8.89. below:

(a)  gather sufficient information about a respondent institution to understand fully the nature of
the respondent institution’s business

(b)  determine from publicly available information the reputation of the respondent institution
and the quality of supervision, including whether it has been subject to an ML, TF or PF
investigation or regulatory action;

(c) assessthe respondent i NCET policies,tpiocednrés and cdrtdls aral
ascertain that they are adequate, appropriate and effective;

(d) obtain board approval before establishing new correspondent relationships; and

(e) clearly understand and document the respective AML, CFT and CPF responsibilities of each
institution.

9.

Where a correspondent rel at i onthrbughm cic oyl
firm must also take steps in order to satisfy itself that:

(a) the customer (the respondent institution) has complied with all of the required CDD
measures set out in Schedule 3 and this Handbook on those of its customers with direct
access to the accounts of the correspondent institution; and

(b) the respondent institution is able to provide relevant CDD information upon request to the
correspondent institution.
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90.

The firm must ensure that appropriate and effective policies, procedures and controls are in place
when establishing a correspondent relationship with a foreign bank or other financial services
business.

91.

Additionally, the firm must have appropriate and effective policies, procedures and controls in

place to ensure compliance with the requirements of Paragraph 8 of Schedule 3 in respect of shell
banks.

8.7.

High Risk Countries and Territories

92.

In accordance with Paragraph 5(1)(c)(i) of Schedule 3, the firm shall apply ECDD measures to a
business relationship or occasional transaction where the customer or beneficial owner has a
relevant connection with a country or territory that -

(A) provides funding or support for terrorist activities, or does not apply (or insufficiently
applies) the FATF Recommendations, or

(B) is a country otherwise identified by the FATF as a country for which such measures are
appropriate.

93.

For the purposes of Paragraph 5(1)(c), Paragraph 5(10) of Schedule 3 defines that a customer or
beneficial owner has a relevant connection’ with a country or territory if the customer or
beneficial owner —

(a) is the government, or a public authority, of the country or territory,

(b) is a PEP within the meaning of Paragraph 5(4) of Schedule 3 in respect of the country or
territory,

(c) isresident in the country or territory,

(d) has a business address in the country or territory,

(e) derives funds from —

(i)  assets held by the customer or beneficial owner, or on behalf of the customer or
beneficial owner, in the country or territory, or
(i) income arising in the country or territory, or

(f)  has any other connection with the country or territory which the firm considers, in light of
the fir m’ SSchadulet (inelwlingdu rebtdimited to its duties under Paragraph 2
of Schedule 3), to be a relevant connection for those purposes.

94.

The firm must have policies, procedures and controls in place which enable it to determine those
countries or territories falling within Paragraph 5(1)(c)(i) of Schedule 3.

95.

The FATFr egul arly updates its public statement

A c t i 10 which it calls on all members and urges all jurisdictions to apply enhanced due
diligence, and in the most serious cases, countries are called upon to apply counter-measures to
protect the international financial system from the ongoing ML, TF, and PF risks emanating from

the country. This 1i st is often external

applying Paragraph 5(1)(c)(i) of Schedule 3, Appendix H to this Handbook identifies those
countries and territories which the FATF has listed as high risk.

96.

As part of its policies, procedures and controls, the firm must:
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(a) Dbe aware of concerns about weaknesses in the AML, CFT and CPF systems of other
countries or territories; and

(b) consider any updates to Appendix H of this Handbook and Notices, Instructions and
Warnings issued from time to time by the Commission.

8.8.

Bearer Shares and Bearer Warrants

97.

In accordance with Paragraph 5(1)(e) of Schedule 3, the firm shall apply ECDD measures to a
business relationship or occasional transaction in which the customer, the beneficial owner of the
customer, or any other legal person in the ownership and control structure of the customer, is a
legal person that has bearer shares or bearer warrants.

98.

A bearer share is a share that is owned by, and gives all associated rights to, the person who is
in control or possession of the share. The bearer share is not recorded by indefeasible title (for
example, on a register) and transfer of the ownership of the share does not need to go through a
register to be effected. As there are no records as to the holder, it is often difficult to identify the
true or ultimate beneficial owner of a bearer share, or more broadly, bearer share companies.

99.

Wher e t g appefiteralovssor a customer, the beneficial owner of a customer, or any
other legal person in the ownership and control structure of the customer to have bearer shares
and/or bearer warrants, the firm must have appropriate and effective policies, procedures and
controls in place to mitigate the risk posed by their use.

100.

Where the firm establishes or maintains a business relationship or undertakes an occasional
transaction falling within Paragraph 5(1)(e) of Schedule 3, the firm must apply both of the
following measures in respect of that business relationship or occasional transaction, together
with the ECDD measures set out in Paragraph 5(1) of Schedule 3:

(a) determine and satisfy itself as to the reasons why the customer, the beneficial owner of the
customer, or other legal person in the ownership and control structure of the customer has
bearer shares and/or bearer warrants; and

(b) have custody of the bearer shares and/or bearer warrants, or be satisfied as to their location
and immobilisation. This should include confirming the number and location of the bearer
shares and/or bearer warrants on a periodic basis, or alternatively, receiving a written
undertaking from the custodian of those bearer shares and/or bearer warrants that the firm
will be notified of any changes to records relating to them and their custodian.

101.

The firm must apply the above policies, procedures and controls to a business relationship or
occasional transaction irrespective of whether the identified bearer share or bearer warrant
represents an amount below the relevant threshold for ownership or control of the legal person.

Enhanced Measures

102.

In accordance with Paragraph 5(2) of Schedule 3, the firm shall carry out enhanced measures in
relation to business relationships and occasional transactions, whether otherwise high risk or not,
which involve or are in relation to -

(a) acustomer who is not resident in the Bailiwick;

(b) the provision of private banking services;

(c) a customer which is a legal person or legal arrangement used for personal asset holding
purposes; or

(d) acustomer which is —

(1)  alegal person with nominee shareholders, or
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(ii) owned by a legal person with nominee shareholders. |

103. Paragraphs 5(3)(b) and 16A of Schedule 3 defines enhanced measures as being the carrying out
of appropriate and adequate enhanced measures in relation to a business relationship or occasional
transaction, to mitigate and manage the specific higher risk of ML, TF and PF resulting from the
matters listed in Paragraph 5(2) of Schedule 3 that are relevant to that relationship or transaction.

104. For a number of business relationships or occasional transactions there is likely to be more than
one specified business involved and the firm should be aware that the enhanced measures it
applies may be different to those applied by another specified business to mitigate differing higher
risk factors.

105. By way of example, a fiduciary establishes a trust for a non-resident customer to whom it applies
enhanced measures as set out in Section 8.9. below. The fiduciary then acts as the customer in a
business relationship with another specified business where, acting as trustee, it opens a bank
account on behalf of the trust with a private bank. The bank will apply enhanced measures to
mitigate the higher risks associated with its customer being a personal asset holding vehicle and
the provision of private banking services as detailed in Sections 8.10. and 8.11., which may be
different to those applied by the fiduciary.

8.9. Non-Resident Customer

106. Customers who are not resident in a country or territory but who nevertheless seek to form a
business relationship or conduct an occasional transaction with a business in that country or
territory will generally have legitimate reasons for doing so. However, some such customers may
present a higher risk of ML, TF and/or PF, for example, by attempting to move illicit funds away
from their country or territory of residence or attempting to further conceal the source of funds
from that country or territory.

107. For the purposes of Paragraph 5(2)(a) of Schedule 3, examples of enhanced measures the firm
could apply in respect of a business relationship or occasional transaction involving or in relation
to a customer who is not resident in the Bailiwick could include:

(a) taking steps to understand the reason(s) behind the customer seeking to establish a business
relationship or carry out an occasional transaction with the firm;

(b)  the use of external data sources to collect information on the customer and the particular
country risk in order to build a customer business and risk profile similar to that available
for a resident customer;

(c) taking reasonable measures to establish and understand the source of the funds used within
the business relationship or occasional transaction and considering whether this is
consistent with t hecustoinerand the ratiomlefer theshtisimensd i ng o f
relationship or occasional transaction (see Section 8.3. of this Handbook).

108. For the purposes of Paragraph 8.107.(a), when determining the reasons for establishing a business
relationship or undertaking an occasional transaction, the firm should document its
determination. The reasons given should be more detailed and substantivet han mer el y
pl andiarsg’et prsimitare ct i on’

109. Where the firm determines that the rationale for the customer establishing a business relationship
or undertaking an occasional transaction with the firm is tax planning or tax mitigation, the firm
should seek to understand the underlying tax rationale for the business relationship or occasional
transaction. Where concerns are raised about this rationale, the firm could consider requesting a
copy of the tax opinion or tax advice to support its understanding oftheCc U S t Oamedgenerss.
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110.

8.10.

111.

112.

113.

114.

115.

8.11.

116.

With regard to Paragraph 8.107.(c) above, when seeking to establish the source of any funds, the
firm should consider both the activities which generated those funds in order to understand the
provenance of the funds and any potential implications to those funds being moved to the
Bailiwick. For example, is the customer seeking to circumvent capital controls by moving the
funds to the firm.

Customer Provided with Private Banking Services

Private banking is generally understood to be the provision of personalised banking and/or
investment services to high-net-worth customers in a closely managed relationship. It may
involve complex, bespoke arrangements and high value transactions across multiple countries
and territories. Such customers may therefore present a higher risk of ML, TF and/or PF.

For the purposes of this Section a service is regarded as a private banking service if it meets all
four of the following criteria:

(a) is offered or proposed to personal, private client, customers (either directly or through a
legal person or legal arrangement) identified by the firm as being eligible for the service
on the basis of their net worth;

(b) involves high value investment;

(c) isnon-standardised; and

(d) istailoredtothec u s t ongedsr ' S

For the avoidance of doubt, private banking services are not considered to be solely the preserve
of a bank (with the exception of accepting deposits) but could feasibly be offered by a firm
licensed under the POI Law. A business licensed under the Fiduciaries Law who facilitates
private banking services as part of its duties as a trustee is not considered to be providing private
banking services.

For the purposes of Paragraph 5(2)(b) of Schedule 3, examples of enhanced measures the firm
could apply in respect of a business relationship or occasional transaction involving or in relation
to the provision of private banking services could include:

(a) reviewing the business relationship more frequently, including all documents, data and
information obtained as part odDD inéaseres i brdemmd emsure that they
continue to be appropriate and relevant;

(b)  where transaction monitoring thresholds are used, ensuring that these are appropriate for
the circumstances of the business relationship and considering whether they should be
reduced to provide greater oversight of transactions connected with the business
relationship;

(c) taking reasonable measures to establish and understand the source of any funds and of the
wealth of the customer and beneficial owner (see Section 8.3. of this Handbook).

Where the firm offers private banking services alongside other corporate or retail services, it
should consider on a case by case basis whether a customer utilises such private banking services,
taking into account Paragraph 8.112. above, or whether the products and/or services provided to
the customer fall within more traditional retail banking services. If the latter, there is no
requirement to apply the enhanced measures set out above.

Customer is a Personal Asset Holding Vehicle

Personal asset holding vehicles are legal persons or legal arrangements established by natural
persons for the specific purpose of holding assets for investment. Whilst there are some perfectly
legitimate reasons for establishing a personal asset holding vehicle, the use of such, either a legal
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117.

118.

119.

120.

121.

8.12.

122.

123.

124.

person or legal arrangement, can serve to conceal the true source of wealth and funds, or the
identity of the ultimate beneficial owner of the investment. The use of personal asset holding
vehicles therefore presents a higher risk, making it more difficult for the firm to establish the true
beneficial ownership of a customer.

Notwithstanding the above, the extent of the risk associated with the personal asset holding
vehicle could vary depending upon whether a regulated trust and corporate service provider is
providing corporate services to the personal asset holding vehicle. This will in turn determine the
extent of the enhanced measures to be applied by the firm to the customer.

For the purposes of Paragraph 5(2)(c) of Schedule 3, examples of enhanced measures the firm
could apply in respect of a business relationship or occasional transaction involving or in relation
to a customer which is a legal person or legal arrangement used for personal asset holding
purposes could include:

(a)  determining the purpose and rationale for making use of a personal asset holding vehicle
rather than a beneficial owner holding assets in their own name and satisfying itself that
the use of such a vehicle has a genuine and legitimate purpose;

(b) taking reasonable measures to establish and understand the source of any funds and of the
wealth of the customer and beneficial owner (see Section 8.3. of this Handbook).

Paragraph 5(2)(c) applies where the personal asset holding vehicle is the customer or the third
party where the customer is a trustee or general partner acting on behalf of a personal asset
holding vehicle.

For the purposes of Paragraph 8.118.(a) above, when determining the purpose and rationale for
the use of an asset holding vehicle, the firm should document its determination. The reasons given
should be more detailed and substantive thanmerely t ax pl anni ng’ , ‘

Where the firm determines that the rationale for the customer making use of a personal asset
holding vehicle is tax planning or tax mitigation, the firm should seek to understand the
underlying tax rationale. Where concerns are raised about this rationale, the firm could consider

requesting a copy of the tax opinion or tax advice to support its understanding ofthec u st o me r

arrangements.

Customer with Nominee Shareholders

There may be sound commercial reasons for a customer using nominee shareholders, for
example, to ease administration and reduce costs by tasking the nominee to undertake essential
corporate actions in the administration of the structure.

Notwithstanding the above, as detailed in Section 7.3. of this Handbook, the use of nominee
shareholders can provide a customer with the means to obscure true ownership and control by
separating legal and beneficial ownership. The use of nominee shareholders therefore presents a
higher risk, making it more difficult for the firm to establish the true beneficial ownership of a
customer.

For the purposes of Paragraph 5(2)(d) of Schedule 3, examples of enhanced measures the firm
could apply in respect of a business relationship or occasional transaction involving or in relation
to a customer which is a legal person with nominee shareholders, or owned by a legal person
with nominee shareholders, could include:

(a) determining and satisfying itself as to the reasons why the customer, or a legal person
which owns the customer, is making use of nominee shareholders,

Chapter 8 — Page 138

asset

S

p



(b) using external data sources to collect information on the fitness and propriety of the
nominee shareholder (such as their regulated status and reputation) and the particular
country risk;

(c)  where nominees are used in intermediary relationships falling within Section 9.8. of this
Handbook, the measures the firm must take in accordance with the Commission Rules in
Section 9.8.2.

Where the firm enters into a business relationship or undertakes an occasional transaction with a CIS
which is authorised or registered by the Commission and has not been nominated as the party
responsible for applying CDD measures to investors in that CIS in accordance with Section 4.8.1. of
this Handbook, it is not required to apply enhanced measures in respect of that CIS where the CIS has
nominee shareholders, for example, an intermediary investing into the CIS on behalf its own customers.
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9.1.

9.2.

Introduction

This Chapter provides for the treatment of business relationships and occasional transactions
which have been assessed as being low risk relationships pursuant to Paragraph 3 of Schedule 3
and Chapter 3 of this Handbook. 1t sets out the ability to apply SCDD measures to business
relationships or occasional transactions in specific circumstances and defines those simplified
measures which can be applied.

This Chapter should also be read in conjunction with Chapters 4 to 7 of this Handbook which
provide for the overarching CDD obligations and the specific requirements for the differing
categories of natural persons, legal persons and legal arrangements with which the firm could
deal as part of a business relationship or occasional transaction.

Simplified Customer Due Diligence Measures

The general rule is that business relationships and occasional transactions are subject to the full
range of CDD measures as set out in Schedule 3 and this Handbook, including the requirement
to identify and verify the identity of the customer and to identify and take reasonable measures
to verify the identity of the beneficial owner.

However, there may be circumstances where the risks of ML, TF and PF have been assessed by
the firm as being low. Examples could include:

(a) a Bailiwick resident customer where the purpose and intended nature of the business
relationship or occasional transaction is clearly understood by the firm;

(b)  a business relationship or occasional transaction where the risks associated with the
relationship are inherently low and information on the identity of the customer and
beneficial owner is publicly available, or where adequate checks and controls exist
elsewhere in publicly available systems; or

(c)  a business relationship or occasional transaction in which the customer is an Appendix C
business.

There may also be circumstances where the risk of ML, TF and PF has been assessed as low by
the Bailiwick as part of its NRA. In these circumstances, the firm may consider applying SCDD

measures when identifying, and verifying the identity of, the customer and beneficial owner.

National Risk Assessment

In accordance with Paragraph 6(1) of Schedule 3, where the firm is required to carry out CDD in
relation to a business relationship or occasional transaction which has been assessed as a low
risk relationship pursuant to Paragraph 3(4)(a) or in accordance with the NRA, it may, subject to
the provisions of Paragraphs 6(2) and 6(3) of Schedule 3, apply reduced or SCDD measures.

In accordance with Paragraph 6(2) of Schedule 3, the discretion in Paragraph 6(1) as set out
above may only be exercised by the firm:

(a) in accordance with the requirements set out in this Handbook, and
(b)  where it complies with the requirements of Paragraph 3 of Schedule 3.

The SCDD measures applied by the firm should be commensurate with the low risk factors and
should relate only to relationship acceptance measures or to aspects of ongoing monitoring
(excluding sanctions screening). Examples of possible measures could include:
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(a) reducing the verification measures applied to the customer and/or beneficial owner, in
accordance with the following sections of this Chapter;

(b) reducing the degree of on-going monitoring and scrutiny of transactions, based on a
reasonable monetary threshold; or

(c) not collecting specific information or carrying out specific measures to understand the
purpose and intended nature of the business relationship or occasional transaction, but
inferring the purpose and nature from the type of transaction(s) or business relationship
established.

The firm must ensure that, when it becomes aware of circumstances which affect the assessed risk
of a business relationship or occasional transaction to which SCDD measures have been applied,
a review of the relationship risk assessment is undertaken and a determination is made as to
whether the identification data held remains appropriate to the revised risk of the business
relationship or occasional transaction.

10.

Where the firm has taken a de