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Table of Acronyms

The following acronyms are used within this Handbook. Where necessary definitions of these terms
can be found in Appendix A.

AML Anti-Money Laundering

App Application

BACS Bankers’ Automated Clearing System
CDD Customer Due Diligence

CECIS Closed-Ended Collective Investment Scheme
CFT Countering the Financing of Terrorism
CIS Collective Investment Scheme

DT Drug Trafficking

ECDD Enhanced Customer Due Diligence
ESAs European Supervisory Authorities

EU European Union

FATF Financial Action Task Force

FIS Financial Intelligence Service

FIU Financial Investigation Unit

FSB Financial Services Business

FT Financing of Terrorism

GP General Partner

IBAN International Bank Account Number
IC Incorporated Cell

ICC Incorporated Cell Company

IFSWF International Forum of Sovereign Wealth Funds
IMF International Monetary Fund

I0SCO International Organization of Securities Commissions
IT Information Technology

LLP Limited Liability Partnership

LP Limited Partnership
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Ml Management Information
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MLRO Money Laundering Reporting Officer

MONEYVAL  The Committee of Experts on the Evaluation of Anti-Money Laundering and the
Financing of Terrorism

MSP Money Service Provider

MVTS Money or Value Transfer Service

NATO North Atlantic Treaty Organization

NGCIS Non-Guernsey Collective Investment Scheme
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OECD Organisation for Economic Co-operation and Development
OECIS Open-Ended Collective Investment Scheme

Page 5



OFAC
PB

PC
PCC
PEP

PQ

PSP
RFID
SCDD
SDN
slo
SWF
SWIFT
THEMIS
UK

UN
UNSCR
us

Office of Foreign Assets Control

Prescribed Business

Protected Cell

Protected Cell Company

Politically Exposed Person

Personal Questionnaire

Payment Service Provider

Radio-Frequency Identification

Simplified Customer Due Diligence

Specially Designated National

Senior Investigating Officer

Sovereign Wealth Fund

Society for Worldwide Interbank Financial Telecommunication
The FIS Online Reporting Facility for a Disclosure of Suspicion
United Kingdom

United Nations

United Nations Security Council Resolutions
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1.1.

1.2.

Introduction

The laundering of criminal proceeds, the financing of terrorism and the financing of the
proliferation of weapons of mass destruction (henceforth referred to collectively as “ML and
FT”) through the financial and business systems of the world is vital to the success of criminal
and terrorist operations. To this end, criminals and terrorists seek to exploit the facilities of the
world’s businesses in order to benefit from such proceeds or financing.

Increased integration of the world’s financial systems and the removal of barriers to the free
movement of capital have enhanced the ease with which criminal proceeds can be laundered or
terrorist funds transferred and have added to the complexity of audit trails. The future of the
Bailiwick of Guernsey (“the Bailiwick™) as a well-respected international financial centre
depends on its ability to prevent the abuse of its financial services business (“FSB”) and
prescribed business (“PB”) sectors by criminals and terrorists.

Background and Scope

The Bailiwick authorities are committed to ensuring that criminals, including money launderers,
terrorists and those financing terrorism or the proliferation of weapons of mass destruction,
cannot launder the proceeds of crime through the Bailiwick or otherwise use the Bailiwick’s
finance and business sectors. The Guernsey Financial Services Commission (“the Commission”)
endorses the International Standards on Combating Money Laundering and the Financing of
Terrorism & Proliferation issued by the Financial Action Task Force (“FATF” and “the FATF
Recommendations”). This Handbook is a statement of the standards expected by the Commission
of all specified businesses in the Bailiwick to ensure the Bailiwick’s compliance with the FATF
Recommendations.

Should a specified business assist in laundering the proceeds of crime or in the financing of a
terrorist act or organisation, it could face regulatory investigation, the loss of its reputation, and
law enforcement investigation. The involvement of a specified business with criminal proceeds
or terrorist funds would also damage the reputation and integrity of the Bailiwick as an
international finance centre.

Under Section 1(1) of the Criminal Justice (Proceeds of Crime) (Bailiwick of Guernsey) Law,
1999 as amended (“the Law™) all offences that are indictable under the laws of the Bailiwick are
considered to be predicate offences and therefore funds or any type of property, regardless of
value, acquired either directly or indirectly as the result of committing a predicate offence, are
considered to be the proceeds of crime. Under Bailiwick law all offences are indictable, with the
exception of some minor offences which mainly concern public order and road traffic. The range
of predicate offences is therefore extremely wide and includes, but is not limited to, the following:

(@) participation in an organised criminal group and racketeering;
(b)  terrorism, including FT;

(c) financing of proliferation of weapons of mass destruction;

(d)  human trafficking and migrant smuggling;

(e) sexual exploitation, including sexual exploitation of children;
(f) illicit trafficking in narcotic drugs and psychotropic substances;
(9) illicit arms trafficking;

(h) illicit trafficking in stolen and other goods;

(i)  corruption and bribery;

(j)  fraud and tax evasion;

(k)  counterfeiting and piracy of products;

()  environmental crime;

(m) murder, manslaughter and grievous bodily injury;
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1.3.

(n)  Kidnapping, illegal restraint and hostage taking;
(o) robbery and theft;

(p)  smuggling;

() extortion;

(ry  forgery;

(s) piracy; and

(t) insider trading and market manipulation.

The Bailiwick’s anti-money laundering (“AML”) and countering the financing of terrorism
(“CFT™) legislation (and by extension this Handbook) applies to all specified businesses
conducting business in the Bailiwick. This includes Bailiwick-based branches and offices of
companies incorporated outside of the Bailiwick conducting financial services and/or prescribed
business within the Bailiwick. In this Handbook all references to ‘the firm’ shall have the same
meaning as specified business in Paragraph 21(1) of Schedule 3, and includes all such businesses
whether natural persons, legal persons or legal arrangements, including but not limited to,
companies, partnerships and sole traders.

Schedule 3 to the Law (referred to henceforth as “Schedule 3”) and this Handbook have been
drafted to take into account the fact that not all of the requirements of the FATF
Recommendations are relevant to all businesses. In this regard, while certain provisions (for
example, the application of a risk-based approach, corporate governance, customer due diligence
(“CDD™), suspicion reporting, employee training and record keeping) apply equally to all firms,
there are other requirements set out in this Handbook which may not be as relevant to some
particular areas of industry (for example, wire transfers). Taking such an approach to the drafting
of Schedule 3 and this Handbook is intended to prevent the application of unnecessary and
bureaucratic standards.

The Bailiwick’s AML and CFT Framework

The Bailiwick’s AML and CFT framework includes the following legislation (henceforth referred
to as “the Relevant Enactments”):

(@  The Criminal Justice (Proceeds of Crime) (Bailiwick of Guernsey) Law, 1999;

(b)  The Drug Trafficking (Bailiwick of Guernsey) Law, 2000;

(c)  The Terrorist Asset-Freezing (Bailiwick of Guernsey) Law, 2011,

(d) The Sanctions (Bailiwick of Guernsey) Law, 2018;

()  The Terrorism and Crime (Bailiwick of Guernsey) Law, 2002;

() The Disclosure (Bailiwick of Guernsey) Law, 2007;

(g) The Transfer of Funds (Guernsey) Ordinance, 2017;

(n)  The Transfer of Funds (Alderney) Ordinance, 2017;

(i)  The Transfer of Funds (Sark) Ordinance, 2017;

(1)  The Disclosure (Bailiwick of Guernsey) Regulations, 2007;

(k)  The Terrorism and Crime (Bailiwick of Guernsey) Regulations, 2007;

()  The Registration of Non-Regulated Financial Services Businesses (Bailiwick of Guernsey)
Law, 2008;

(m) The Prescribed Businesses (Bailiwick of Guernsey) Law, 2008;

(n)  The Beneficial Ownership of Legal Persons (Guernsey) Law, 2017;

(o) The Beneficial Ownership of Legal Persons (Alderney) Law, 2017;

(p)  The Beneficial Ownership (Definition) Regulations, 2017;

(@) The Beneficial Ownership (Alderney) (Definitions) Regulations, 2017;

(r)  The Beneficial Ownership of Legal Persons (Provision of Information) (Transitional
Provisions) Regulations, 2017;

(s) The Beneficial Ownership of Legal Persons (Provision of Information) (Transitional
Provisions) (Alderney) Regulations, 2017;

(t)  The Beneficial Ownership of Legal Persons (Nominee Relationships) Regulations, 2017;
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1.4.

10.

11.

12.

13.

(u) The Beneficial Ownership of Legal Persons (Nominee Relationships) (Alderney)
Ordinance, 2017; and

(v) The Beneficial Ownership of Legal Persons (Provision of Information) (Limited
Partnerships) Regulations, 2017;

and such other enactments relating to ML and FT as may be enacted from time to time in the
Bailiwick.

Sanctions legislation is published by the States of Guernsey’s Policy & Resources Committee
and can be accessed via the below website:

WWW.gov.gg/sanctions

Handbook Purpose

This Handbook has been issued by the Commission and, together with statements and instructions
issued by the Commission, contains the rules and guidance referred to in: Section 49AA(7) of the
Law; Paragraph 3(7) of Schedule 3 to the Law; Section 15(8) of the Terrorism and Crime
(Bailiwick of Guernsey) Law, 2002 as amended (“the Terrorism Law”); Section 15 of the
Disclosure (Bailiwick of Guernsey) Law, 2007 as amended (“the Disclosure Law”); and Section
11 of the Transfer of Funds (Guernsey) Ordinance, 2017, the Transfer of Funds (Alderney)
Ordinance, 2017 and the Transfer of Funds (Sark) Ordinance, 2017 (“the Transfer of Funds
Ordinance”).

This Handbook is issued to assist the firm in complying with the requirements of the relevant
legislation concerning ML and FT, financial crime and related offences to prevent the Bailiwick s
financial system and operations from being abused for ML and FT. The Law and the Terrorism
Law as amended state that the Bailiwick courts shall take account of rules made and instructions
and guidance given by the Commission in determining whether or not the firm has complied with
the requirements of Schedule 3.

This Handbook has the following additional purposes:

(@) tooutline the legal and regulatory framework for AML and CFT requirements and systems;

(b) to interpret the requirements of the Relevant Enactments and provide guidance on how
they may be implemented in practice;

(c) toindicate good industry practice in AML and CFT procedures through a proportionate,
risk-based approach; and

(d) to assist in the design and implementation of systems and controls necessary to mitigate
the risks of the firm being used in connection with ML and FT and other financial crime.

The Commission acknowledges the differing approaches adopted by specified businesses to
achieve compliance with the requirements of the Relevant Enactments and Commission Rules.
This Handbook therefore seeks to adopt a technology neutral stance, allowing the firm to embrace
whichever technological solution(s) it deems appropriate to meet its obligations. Further
information about the use of technology can be found in Chapter 3 of this Handbook.
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14.

15.

1.6.

16.

Requirements of Schedule 3

Schedule 3 includes requirements relating to:

(@)  risk assessment and mitigation;

(b) applying CDD measures;

()  monitoring customer activity and ongoing CDD;

(d) reporting suspected ML and FT activity;

(e) employee screening and training;

(f)  record keeping; and

() ensuring compliance, corporate responsibility and related requirements.

Any paraphrasing of Schedule 3 within parts of this Handbook represents the Commission’s own
explanation of that schedule and is for the purposes of information and assistance only. Schedule
3 remains the definitive text for the firm’s AML and CFT obligations. The Commission’s
paraphrasing does not detract from the legal effect of Schedule 3 or from its enforceability by the
courts. In case of doubt, you are advised to consult a Bailiwick Advocate.

Structure and Content of the Handbook

This Handbook takes a two-level approach:

(@) Level one (“Commission Rules™) sets out how the Commission requires the firm to meet
the requirements of Schedule 3. Compliance with the Commission Rules will be taken into
account by the courts when considering compliance with Schedule 3 (which is legally
enforceable and a contravention of which can result in prosecution); and

(b) Level two (“guidance”) presents ways of complying with Schedule 3 and the Commission
Rules. The firm may adopt other appropriate and effective measures to those set out in
guidance, including policies, procedures and controls established by the group Head Office
of the firm, so long as it can demonstrate that such measures also achieve compliance with
Schedule 3 and the Commission Rules.

17.

When the requirements of Schedule 3 are explained or paraphrased in this Handbook, the term
‘shall’ is used and the text is presented in blue shaded boxes for ease of reference. Reference is
also made to the relevant paragraph(s) of Schedule 3.

18.

When the requirements of the Transfer of Funds Ordinance and the EU Regulation are explained
or paraphrased in Chapter 14 of this Handbook, the term ‘shall’ is used and the text is presented
in clear boxes for ease of reference. Reference is also made to the relevant paragraph(s) of the
Ordinance.

19.

Where the Commission Rules are set out, the term ‘must’ is used and the text is presented in red
shaded boxes to denote that these are rules.

20.

21.

In all cases the terms ‘shall’ and ‘must’ indicate that these provisions are mandatory and subject
to the possibility of prosecution (in the case of a contravention of Schedule 3 or the Transfer of
Funds Ordinance) as well as regulatory sanction and any other applicable sanctions.

In respect of guidance, this Handbook uses the terms ‘should’ or ‘may’ to indicate ways in which
the requirements of Schedule 3, the Transfer of Funds Ordinance and the Commission Rules can
be satisfied, but allowing for alternative means of meeting the requirements as deemed
appropriate by the firm.
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22.

23.

1.7.

24.

25.

26.

27.

1.8.

28.

1.9.

The Commission will from time to time update this Handbook to reflect new legislation,
developments in the financial services and PB sectors, changes to international standards, good
practice and amendments to Schedule 3 or the Relevant Enactments.

This Handbook is not intended to provide an exhaustive list of appropriate and effective policies,
procedures and controls to counter ML and FT. The structure of this Handbook is such that it
permits the firm to adopt a risk-based approach appropriate to its particular circumstances. The
firm should give consideration to additional measures which may be necessary to prevent any
exploitation of it and of its products, services and/or delivery channels by persons seeking to
carry out ML and/or FT.

Significant Failure to Meet the Required Standards

For any firm, whether regulated by or registered with the Commission, the primary consequences
of any significant failure to meet the standards required by Schedule 3, the Commission Rules
and the Relevant Enactments will be legal ones. In this respect the Commission will have regard
to the firm’s compliance with the provisions of Schedule 3, the Commission Rules and the
Relevant Enactments when considering whether to take enforcement action against it in respect
of a breach of any requirements of the aforementioned. In such cases, the Commission has powers
to impose a range of disciplinary and financial sanctions, including the power to withdraw,
restrict or suspend the licence of the firm where applicable.

Where the firm is regulated by the Commission, the Commission is entitled to take such failure
into consideration in the exercise of its judgement as to whether the firm and its directors and
managers have satisfied the minimum criteria for licensing. In particular, in determining whether
the firm is carrying out its business with integrity and skill and whether a natural person is fit and
proper, the Commission must have regard to compliance with Schedule 3, the Commission Rules
and the Relevant Enactments.

In addition, the Commission can take enforcement action under the Regulatory Laws and/or the
Financial Services Commission Law for any contravention of the Commission Rules where the
firm is licensed under one or more of the Regulatory Laws.

Where the firm is not regulated by, but is registered with the Commission, the Commission is
entitled to consider compliance with Schedule 3, the Commission Rules and the Relevant
Enactments when exercising its judgement in considering the continued registration of the firm.
In this respect the Commission can also take enforcement action under the NRFSB Law and the
PB Law where the firm is registered with the Commission under those laws.

Data Protection

The Bailiwick’s AML and CFT legislation requires the firm to collate and retain records and
documentation. Where such records and documentation contain personal data, the firm will need
to comply with the Data Protection (Bailiwick of Guernsey) Law, 2017 (“the Data Protection
Law”) which brings the Bailiwick into line with the European Union’s (“EU”) General Data
Protection Regulation (“GDPR”).

https://www.guernseylegalresources.gg/laws/guernsey-bailiwick/d/data-protection/data-
protection-bailiwick-of-guernsey-law-2017-consolidated-text/
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32016R0679

The Financial Action Task Force
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29.

30.

1.10.

31.

32.

33.

34.

35.

The FATF is an inter-governmental body that was established in 1989 by the ministers of its
member jurisdictions. The mandate of the FATF is to set standards and to promote effective
implementation of legal, regulatory and operational measures for combating ML, FT, the
financing of the proliferation of weapons of mass destruction and other related threats to the
integrity of the international financial system.

The FATF Recommendations are recognised as the global AML and CFT standard. The FATF
Recommendations therefore set an international standard which countries should implement
through measures adapted to their particular circumstances. The FATF Recommendations set out
the essential measures that countries should have in place to:

(@) identify risks and develop policies and domestic co-ordination;

(b)  pursue ML, FT and the financing of proliferation of weapons of mass destruction;

(c) apply preventive measures for the financial sector and other designated sectors;

(d) establish powers and responsibilities for the competent authorities (for example,
investigative, law enforcement and supervisory authorities) and other institutional
measures;

(e) enhance the transparency and availability of beneficial ownership information of legal
persons and legal arrangements; and

(f)  facilitate international co-operation.

The National Risk Assessment

In accordance with the FATF Recommendations, the Bailiwick, led by the States of Guernsey’s
Policy & Resources Committee, has conducted a National Risk Assessment (“NRA”). The NRA
was based on the methodology developed by the International Monetary Fund (“IMF”)
supplemented by additional information provided by the relevant agencies within the Bailiwick
and industry to ensure a thorough assessment of the ML and FT risks presented by the individual
sectors within the finance industry and products and services from within the Bailiwick.

The key finding of the NRA with regard to ML risk is that as an international finance centre with
a low domestic crime rate, the Bailiwick’s greatest ML risk comes from the laundering of the
proceeds of foreign criminality. The underlying offences most likely to be involved are bribery
and corruption and fraud (including tax evasion). The key finding of the NRA with regard to FT
risks is that the greatest risks come from its cross-border business being used to support foreign
terrorism, by funds being passed through or administered from the Bailiwick. However, this risk
is much lower than the ML risks from cross-border business. FT from cross-border business is
most likely to arise in the context of secondary terrorist financing, i.e. where criminal proceeds
are used to fund terrorism.

The assessment of risks and vulnerabilities detailed within the NRA will naturally cascade
through to specified businesses within the Bailiwick. In this respect, references are made
throughout Schedule 3 and this Handbook requiring the firm to have regard to the content of the
NRA when undertaking certain activities, for example, the formulation of its business risk
assessments and risk appetite.

The Bailiwick will continue to review the NRA on an on-going and trigger-event basis, making
changes as necessary taking into account market changes, the advancement of technology and
data collected from industry, for example, through various surveys and regulatory returns.

A copy of the Bailiwick’s NRA can be found on the website of the States of Guernsey’s Policy &
Resources Committee:

National Risk Assessment
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36.

37.

38.

MONEYVAL

The Committee of Experts on the Evaluation of Anti-Money Laundering and the Financing of
Terrorism (“MONEYVAL”) is a monitoring body of the Council of Europe. The aim of
MONEYVAL is to ensure that its member states have in place effective systems to counter ML
and FT and comply with the relevant international standards in these fields.

On 10 October 2012 the Committee of Ministers of the Council of Europe, following a request
by the United Kingdom (“UK”), adopted a resolution to allow the Bailiwick, the Bailiwick of
Jersey and the Isle of Man (the “Crown Dependencies”) to participate fully in the evaluation
process of MONEYVAL and to become subject to its procedures.

MONEYVAL’s most recent evaluation of the Bailiwick was conducted during October 2014 and
assessed the Bailiwick’s compliance with the FATF 2003 Recommendations. In its report,
published on 15 January 2016, MONEYVAL concluded that the Bailiwick has ‘a mature legal
and regulatory system’ and surpassed the equivalent review by the IMF in 2010.

www.coe.int/en/web/moneyval/jurisdictions/guernesey
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2.1.

Introduction

Good corporate governance should provide proper incentives for the board or senior management
to pursue objectives that are in the interests of the firm and its shareholders and should facilitate
effective monitoring of the firm for compliance with its AML and CFT obligations.

The Organisation for Economic Co-operation and Development (“OECD”) describes the
corporate governance structure of a firm as the distribution of rights and responsibilities among
different participants, such as the board, managers and other stakeholders, and the defining of
the rules and procedures for making decisions on corporate affairs.

The presence of an effective corporate governance system, within an individual company and
across an economy as a whole, is key to building an environment of trust, transparency and
accountability necessary for fostering long-term investment, financial stability and business
integrity and helps to provide a degree of confidence that is necessary for the proper functioning
of a market economy.

This Chapter, together with Schedule 3, provide a framework for the oversight of the policies,
procedures and controls of the firm to counter ML and FT.

In accordance with Paragraph 21(2) of Schedule 3, references in this Chapter and in the wider
Handbook to the “board” shall mean the board of directors of the firm where it is a body
corporate, or the senior management of the firm where it is not a body corporate (but is, for
example, a partnership or a branch).

2.2.

With reference to Paragraph 21(3) of Schedule 3, where the firm is a sole trader (for example, a
personal fiduciary licence holder or a natural person registered as a prescribed business operating
alone), references to the “board” are references to the natural person named in the licence or
registration issued by the Commission, unless specified otherwise within this Handbook.

GFSC Code of Corporate Governance

The firm is expected to maintain good standards of corporate governance. In order to provide
locally regulated FSBs and individual directors with a framework for sound systems of corporate
governance and to help them discharge their duties efficiently and effectively, the Commission
has issued the Finance Sector Code of Corporate Governance (“the Code™).

https://www.gfsc.gg/sites/default/files/20160218%20-
%20Finance%20Sector%20Code%200f%20Corp%20%20Gov.pdf

The Code is a formal expression of good governance practice against which the Commission can
assess the degree of governance exercised over regulated persons. In this regard, the Commission
is focussed on outcomes based regulation, i.e. the Code focuses on high-level principles which
allow each firm to meet the requirements in a manner suitable to the specific FSB’s business
without having to adhere to prescriptive rules.

Whilst the Code does not apply to firms registered with the Commission under the NRFSB Law
or the PB Law, to partnerships, or to Bailiwick branches of foreign domiciled companies, its
content can be helpful as a guide to the Commission’s expectations when assessing compliance
with this Chapter by those businesses.
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2.3.

10.

Board Responsibility for Compliance

The board of the firm has effective responsibility for compliance with Schedule 3 and the
Commission Rules. References to compliance in this Handbook generally are to be taken as
references to compliance with Schedule 3 and the Commission Rules.

11.

The board of the firm is responsible for managing the firm effectively and is in the best position
to understand and evaluate all potential risks to the firm, including those of ML and FT. The
board must therefore take ownership of, and responsibility for, the business risk assessments and
ensure that they remain up to date and relevant.

12.

More information on the process and requirements for conducting business risk assessments can
be found in Chapter 3 of this Handbook.

13.

The board must organise and control the firm effectively, including establishing and maintaining
appropriate and effective policies, procedures and controls as detailed below, and having
adequate resources to manage and mitigate the identified risks of ML and FT taking into account
the size, nature and complexity of its business.

14.

Taking into account the conclusions of the business risk assessments, in accordance with
Paragraph 2(b) of Schedule 3, the firm shall have in place effective policies, procedures and
controls to identify, assess, mitigate, manage, review and monitor those risks in a way that is
consistent with the requirements of Schedule 3, the Relevant Enactments, the NRA and the
Commission Rules in this Handbook.

15.

16.

In addition to the general duty to understand, assess and mitigate risks as set out in Paragraph 2
of Schedule 3 and the requirement to maintain effective policies, procedures and controls
contained therein, the firm should be aware that other paragraphs of Schedule 3 and this
Handbook also contain more specific requirements in respect of the policies, procedures and
controls required to mitigate particular risks, threats and vulnerabilities.

These policies, procedures and controls should enable the firm to comply with the requirements
of Schedule 3 and the Commission Rules, including amongst other things, to:

(@)  conduct, document and maintain business risk assessments to identify the inherent ML and
FT risks to the firm and to define the firm’s AML and CFT risk appetite (see Chapter 3);

(b) conduct risk assessments of all business relationships and occasional transactions to
identify those to which Enhanced Customer Due Diligence (“ECDD”) measures and
monitoring must be applied, and those to which Simplified Customer Due Diligence
(“SCDD”) measures can be applied where this is considered appropriate (see Chapter 3);

(c) apply sufficient Customer Due Diligence (“CDD”) measures to identify, and verify the
identity of, customers, beneficial owners and other key principals, whether natural persons,
legal persons and legal arrangements, and to establish the purpose and intended nature of
the business relationship or occasional transaction (see Chapters 4-7);

(d) apply ECDD measures to those business relationships and occasional transactions deemed
to pose a high risk of ML or FT and/or enhanced measures to those business relationships
or occasional transactions involving, or in relation to, one or more of the higher risk factors
prescribed by Paragraph 5(2) of Schedule 3 sufficient to mitigate the specific risks arising
(see Chapter 8);

(e) apply SCDD measures in an appropriate manner where the circumstances of a business
relationship or occasional transaction are such that the ML and FT risks have been
assessed as low (see Chapter 9);

()  conduct transaction and activity monitoring (see Chapter 11);

Chapter 2 - Page 19




2.4.

(g) monitor business relationships on a frequency appropriate to the assessed risk to ensure
that any unusual, adverse or suspicious activity is highlighted and given additional
attention (see Chapter 11);

(n)  screen customers, payees, beneficial owners and other key principals to enable the prompt
identification of any natural persons, legal persons or legal arrangements subject to United
Nation (“UN”), UK or other sanction (see Chapter 12);

(i)  report promptly to the FIS where an employee knows or suspects, or has reasonable
grounds for knowing or suspecting, that another person is involved in ML and/or FT
(including in connection with an attempted transaction) (see Chapter 13);

(3)  screen transfers of funds for missing or incomplete payer and payee information where the
firm is a payment service provider (“PSP”) (see Chapter 14);

(k)  screen potential employees to ensure the probity and competence of board and staff
members (see Chapter 15);

() provide suitable and sufficient AML and CFT training to all relevant employees, identify
those employees to whom additional training must be provided and provide such additional
training (see Chapter 15);

(m) maintain records for the appropriate amount of time and in a manner which enables the
firm to access relevant data in a timely manner (see Chapter 16); and

(n)  ensure that, where the firm is a majority owner or exercises control over a branch office or
subsidiary established outside the Bailiwick, the branch office_or subsidiary applies
controls consistent with the requirements of Schedule 3 or requirements consistent with
the FATF Recommendations.

Board Oversight of Compliance

17.

In accordance with Paragraph 15(1)(c) of Schedule 3, the firm shall establish and maintain an
effective policy, for which responsibility shall be taken by the board, for the review of its
compliance with the requirements of Schedule 3 and this Handbook, and such policy shall include
provision as to the extent and frequency of such reviews.

18.

The board must consider the appropriateness and effectiveness of its compliance arrangements
and its policy for the review of compliance at a minimum annually, or whenever material changes
to the business of the firm or the requirements of Schedule 3 or this Handbook occur. Where, as
a result of its review, changes to the compliance arrangements or review policy are required, the
board must ensure that the firm makes those changes in a timely manner.

19.

As part of its compliance arrangements, the firm is responsible for appointing an MLCO who is
responsible for the firm’s compliance with its policies, procedures and controls to forestall,
prevent and detect ML and FT. This Section should therefore be read in conjunction with Section
2.8.1. of this Handbook which sets out the roles and responsibilities of the MLCO.

20.

In addition to appointing an MLCO, the board of the firm must consider periodically whether,
based upon the size and risk profile of the firm, it would be appropriate to maintain an
independent audit function to test the ML and FT policies, procedures and controls of the firm.

21.

While neither Schedule 3 nor this Handbook mandate such an appointment, specified businesses
which are part of a large financial group are likely to have an audit function or be subject to
oversight from a group function. Other specified businesses may utilise the services of an
external auditor or other independent body to test the appropriateness and effectiveness of their
policies, procedures and controls.

22.

The board must ensure that the compliance review policy takes into account the size, nature and
complexity of the business of the firm, including the risks identified in the business risk
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assessments. The policy must include a requirement for sample testing of the effectiveness and
adequacy of the firm’s policies, procedures and controls.

23. The board should take a risk-based approach when defining its compliance review policy and
ensure that those areas deemed to pose the greatest risk to the firm are reviewed more frequently.

In this respect the policy should review the appropriateness, effectiveness and adequacy of the

policies, procedures and controls established in accordance with the requirements of Schedule 3

and this Handbook. This includes, but is not limited to:

(@) the application of CDD measures, including ECDD, SCDD and enhanced measures;

(b) the Management Information (“MI”) received by the board, including information on any
branch offices and subsidiaries;

(c) the management and testing of third parties upon which reliance is placed for the
application of CDD measures, for example, via an introducer relationship or under an
outsourcing arrangement;

(d) the ongoing competence and effectiveness of the MLRO;

(e) the handling of internal disclosures to the MLRO and external disclosures and any
production orders or requests for information to or from the FIS;

() the management of sanctions risks and the handling of sanctions notices;

(g) the provision of AML and CFT training, including an assessment of the methods used and
the effectiveness of the training received by employees; and

(n)  the policies, procedures and controls surrounding bribery and corruption, including both
the employees and customers of the firm, for example, gifts and hospitality policies and
registers.

24. In accordance with Paragraph 15(1)(d) of Schedule 3, the firm shall ensure that a review of its
compliance with Schedule 3 and this Handbook is discussed and minuted at a meeting of the
board at appropriate intervals, and in considering what is appropriate, the firm shall have regard
to the risk taking into account —

(@) the size, nature and complexity of the firm,

(b) its customers, products and services, and

(c) the ways in which it provides those products and services.

25. The board may delegate some or all of its duties but must retain responsibility for the review of
overall compliance with the AML and CFT requirements of Schedule 3, this Handbook and the
Relevant Enactments.

26.  Where the firm identifies any deficiencies as a result of its compliance review policy, it must
take appropriate action to remediate those deficiencies as soon as practicable and give
consideration to the requirements of Commission Rule 2.49. where the deficiencies identified are
considered to be serious or material.

27.  Where the firm is managed or administered by another specified business, the responsibility for

the firm and its compliance with Schedule 3, this Handbook and the Relevant Enactments is
retained by the board of the managed or administered firm and not transferred to its manager or
administrator.

Chapter 2 - Page 21




2.5.

28.

29.

30.

31.

Qutsourcing

Where the firm outsources a function to a third party (either within the Bailiwick or overseas, or
within its group or externally) the board remains ultimately responsible for the activities
undertaken on its behalf and for compliance with the requirements of Schedule 3, this Handbook
and the Relevant Enactments. The firm cannot contract out of its statutory and regulatory
responsibilities to prevent and detect ML and FT.

This Section should be read as referring to the outsourcing of any function relevant to the firm’s
compliance with its obligations under Schedule 3, this Handbook and the Relevant Enactments,
for example, the appointment of a third party as the firm’s MLCO or MLRO, or the use of a third
party to gather the requisite identification data for the firm’s customers and other key principals.

Where the firm is considering the outsourcing of functions to a third party, it should:

(@ review the Commission s guidance notes on outsourcing;

(b) consider implementing a terms of reference or agreement describing the provisions of the
arrangement;

(c) ensure that the roles, responsibilities and respective duties of the firm and the outsourced
service provider are clearly defined and documented;

(d) ensure that the board, the MLRO, the MLCO, other third parties and all employees
understand the roles, responsibilities and respective duties of each party; and

(e) ensure that it has appropriate oversight of the work undertaken by the outsourced service
provider.

Below are links to the Commission’s guidance notes on the outsourcing of functions. While the
documents are applicable only to those firms licensed under the Protection of Investors
(Bailiwick of Guernsey) Law, 1987 (“the POl Law”), the Banking Supervision (Bailiwick of
Guernsey) Law, 1994 (“the Banking Law”) and the Insurance Business (Bailiwick of Guernsey)
Law, 2002 (“the IB Law™) respectively, the principles contained within are relevant across
industry and provide a useful reference when considering an outsourcing arrangement:

https://www.gfsc.gg/sites/default/files/Outsourcing-Functions-by-Entities-Licenced-
Under-the-POI-Law_0.pdf
https://www.gfsc.gg/sites/default/files/Outsourcing-Risk-Guidance-Note-for-Banks_2.pdf
https://www.gfsc.gg/sites/default/files/20180711%20-%200utsourcing%20Guidance.pdf

32.

Prior to a decision being made to establish an outsourcing arrangement, the firm must make an
assessment of the risk of any potential exposure to ML and FT and must maintain a record of
that assessment as part of its business risk assessments.

33.

34.

The firm should monitor the risks identified by its assessment of an outsourcing arrangement and
review this assessment on an on-going basis in accordance with its business risk assessment
obligations.

The firm should ensure, at the commencement of an outsourcing arrangement and on an ongoing
basis, that:

(@)  the outsourced service provider:
(i)  hasthe appropriate knowledge, skill and experience;

(if)  is cognisant of the applicable AML and CFT requirements;
(iii)  is sufficiently resourced to perform the required activities;
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35.

(iv) has in place satisfactory policies, procedures and controls which are, and continue
to be, applied to an equivalent standard and which are kept up to date to reflect
changes in regulatory requirements and emerging ML and FT risks; and

(v) is screened and subject to appropriate due diligence to ensure the probity of the
outsourced service provider;

(b) the work undertaken by the outsourced service provider is monitored to ensure it complies
with the requirements of Schedule 3, this Handbook and the Relevant Enactments;

(c) any reports or progress summaries provided to the firm by the outsourced service provider
contain meaningful, accurate and complete information about the activities undertaken,
progress of work and areas of non-compliance identified; and

(d) the reports received from the outsourced service provider explain in sufficient detail the
materials reviewed and other sources investigated in arriving at its conclusions so as to
allow the firm to understand how findings and conclusions were reached and to test or
verify such findings and conclusions.

The fact that the firm has relied upon an outsourced service provider or the report of an
outsourced service provider will not be considered a mitigating factor where the firm has failed
to comply with a requirement of Schedule 3, this Handbook or the Relevant Enactments. The
board should therefore ensure the veracity of any reports provided by an outsourced service
provider, for example, by spot-checking aspects of such reports.

36.

The firm must ensure that the outsourced service provider has in place procedures which include
a provision that knowledge, suspicion, or reasonable grounds for knowledge or suspicion, of ML
and/or FT activity in connection with the outsourcing firm’s business will be reported by the
outsourced service provider to the MLRO of the outsourcing firm (subject to any tipping off
provisions to which the outsourced service provider is subject) in a timely manner.

37.

An exception to Commission Rule 2.36. would be where the outsourced service provider forms
a suspicion that the outsourcing firm is complicit in ML and/or FT activity. In such cases the
outsourced service provider, where it is a specified business, must disclose its suspicion to the
FIS in accordance with Chapter 13 of this Handbook and advise the Commission of its actions.

38.

2.6.

Where the firm chooses to outsource or subcontract work to an unregulated entity, it should bear
in mind that it remains subject to the obligation to maintain appropriate policies, procedures and
controls to prevent ML and FT. In this context, the firm should consider whether such
subcontracting increases the risk that it will be involved in, or used for, ML and/or FT, in which
case appropriate and effective controls to address that risk should be implemented.

Foreign Branches and Subsidiaries

39.

In accordance with Paragraph 15(1)(e) of Schedule 3, the firm shall ensure that any of its branch
offices and, where it is a body corporate, any body corporate of which it is the majority
shareholder or control of which it otherwise exercises, which, in either case, is a specified
business in any country or territory outside the Bailiwick (collectively “its subsidiaries”),
complies there with:

(i)  therequirements of Schedule 3 and this Handbook, and
(i)  any requirements under the law applicable in that country or territory which are consistent
with the FATF Recommendations,

provided that, where requirements under (i) or (ii) above differ, the firm shall ensure that the
requirement which provides the highest standard of compliance, by reference to the FATF
Recommendations, is complied with.
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40.

In determining whether the firm exercises control over another entity, examples could include
one or more of the following:

(@)  where the firm determines appointments to the board or senior management of that entity;
(b)  where the firm determines that entity’s business model or risk appetite; and/or
(c)  where the firm is involved in the day-to-day management of that entity.

41.

In addition to the entities covered by Paragraph 2.39. above, in accordance with Paragraph
15(1)(g) of Schedule 3, where the firm is an FSB, it shall ensure that the conduct of any agent
that it uses is subject to requirements to forestall, prevent and detect ML and FT that are consistent
with those in the FATF Recommendations in respect of such an agent.

42.

The AML and CFT programmes should incorporate the measures required under Schedule 3,
should be appropriate to the business of its subsidiaries and should be implemented effectively
at the level of those entities.

43.

In accordance with Paragraph 15(1)(f) of Schedule 3, the firm shall ensure that it and its
subsidiaries effectively implement policies, procedures and controls in respect of the sharing of
information (including but not limited to customer, account and transaction information)
between themselves for the purposes of:

(@ carrying out CDD:

(b) sharing suspicions relating to ML and FT that have been formed and reported to the FIS
(unless the FIS has instructed that they should not be so shared), and

(c) otherwise forestalling, preventing and detecting ML and FT,

whilst ensuring that such policies, procedures and controls protect the confidentiality of such
information.

44,

The policies, procedures and controls referenced above should ensure that adequate safeguards
on the confidentiality and use of information exchanged between the firm and its subsidiaries are
in place and that such sharing and use is subject to the provisions of the data protection legislation
of the jurisdictions within which its subsidiaries are located.

45.

In accordance with Paragraph 15(2) of Schedule 3, the obligations in Paragraphs 2.39. and 2.43.
above apply to the extent that the law of the relevant country or territory allows and if the law of
the country or territory does not so allow in relation to any requirement of Schedule 3, the firm
shall notify the Commission accordingly.

46.

In addition to advising the Commission, the firm should also ensure that appropriate controls are
implemented to mitigate any risks arising related to the specific areas where compliance with
appropriate AML and CFT measures cannot be met.

47.

The firm must be aware that the inability to observe appropriate AML and CFT measures is
particularly likely to occur in countries or territories which do not, or insufficiently apply, the
FATF Recommendations. In such circumstances the firm must take appropriate steps to
effectively deal with the specific ML and FT risks associated with conducting business in such a
country or territory.

48.

Where the firm is a money service provider registered with the Commission in accordance with
Schedule 4 to the Law, it must apply the requirements of this section where it uses agents to
provide services on behalf of the firm, whether by contract or under the direction of the firm.
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2.1.

Liaison with the Commission

49.

The board of the firm must ensure that the Commission is notified of any material failure to
comply with the provisions of Schedule 3, this Handbook or the Relevant Enactments, or of any
serious breaches of the policies, procedures or controls of the firm.

50.

51.

52.

The following are examples of the types of scenarios in which the Commission would expect to
be notified. This list is not definitive and there may be other scenarios where the Commission
would reasonably expect to be notified:

(@) the firm identifies, either through its compliance monitoring arrangements or by other
means (for example, a management letter from an auditor), areas of material non-
compliance where remediation work is required;

(b) the firm receives a report, whether orally or in writing, from an external party engaged to
review its compliance arrangements, identifying areas of material non-compliance where
remediation work is recommended,

(c) the firm receives a report from a whistle-blower and an initial or provisional investigation
reveals some substance to the concerns raised:;

(d) thefirmis aware that an aspect of material non-compliance may have occurred across more
than one member of its corporate group, including the firm (or the parent of the firm where
it is a branch office), which may have a bearing on the firm’s compliance with its AML
and CFT obligations and/or the effectiveness of the firm’s compliance arrangements;

(e) the firm discovers that the party to whom it has outsourced functions critical to compliance
with Schedule 3, this Handbook or the Relevant Enactments has failed to apply one or more
of the requirements of Schedule 3, this Handbook or the Relevant Enactments and
remediation work is required,;

(f) any aspect of material non-compliance identified involving a business relationship or
occasional transaction with a relevant connection to a country listed in Appendix H to this
Handbook and those covered by sanctions legislation applicable in the Bailiwick,
regardless of the values involved; or

(g) any breach of the requirements placed upon the firm by the Bailiwick’s sanctions
framework, regardless of the number of business relationships/occasional transactions or
values involved.

In addition to the above, the Commission would expect to be notified where the firm identifies a
breakdown of administrative or control procedures (for example, a failure of a computer system)
or any other event arising which is likely to result in a failure to comply with the provisions of
Schedule 3, this Handbook and/or the Relevant Enactments.

The Commission recognises that from time to time the firm may identify instances of non-
compliance as part of its ongoing monitoring or relationship risk assessment review programmes.
Provided that a matter meets the following criteria then notification to the Commission is not
required:

(@) itisisolated in nature;

(b) itis readily resolvable within a short period of time;
(c) it does not pose a significant risk to the firm; and
(d) it does not compromise the accuracy of:

(i)  the CDD information held for the customer, beneficial owner or other key principal;

(i)  the firm’s understanding of the beneficial ownership of the customer; and

(iii) the firm’s understanding of the purpose and intended activity of the business
relationship.
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53.

54.

55.

2.8.

2.8.1.

Notwithstanding that notification to the Commission is not required in the above circumstances,
the firm should document its assessment of a matter and its conclusions as to why it is not
considered to be material. The Commission reserves the right to enquire about such instances of
non-compliance during on-site visits, thematic reviews and other engagements with the firm.

Where the firm has determined that a matter warrants notification to the Commission, the
Commission would expect to receive early notice, even where the full extent of the matter is yet
to be confirmed or the manner of remediation decided.

While not an exhaustive list, the following are examples of what the Commission considers to
constitute poor practice in relation to a failure to notify it under Commission Rule 2.49.:

(@ the firm lacks the resources to immediately address the non-compliance or seeks to
undertake the necessary remediation work before notifying the Commission;

(b) the firm has found no evidence that an actual financial crime has occurred as a result of
the non-compliance; or

(c) having identified a widespread weakness within its controls, the board decides to delay
advising the Commission while it undertakes a full audit to assess the extent of the issue.

Key Persons

Money Laundering Compliance Officer

56.

In accordance with Paragraph 15(1)(a) of Schedule 3, the firm shall, if it comprises more than
one individual, appoint a person of at least manager level as the Money Laundering Compliance
Officer (“MLCO”) and provide the name, title and email address of that person to the
Commission as soon as is reasonably practicable and, in any event, within fourteen days starting
from the date of that person’s appointment.

57.

Notifications made in accordance with Schedule 3 should be submitted via the Commission’s PQ
Portal:
https://online.gfsc.gg

58.

The MLCO appointed by the firm must:

(@)  be anatural person;

(b)  be of at least manager level,

(c) have the appropriate knowledge, skill and experience to fulfil a compliance role within the
firm;

(d) be employed by the firm or an entity within the same group as the firm (in the case of
managed or administered businesses it is acceptable for an employee of the manager or
administrator of the firm to be appointed as the MLCO); and

(e)  be resident in the British Islands.

59.

The firm must ensure that the MLCO:

(@ hastimely and unrestricted access to the records of the firm;

(b)  has sufficient resources to perform his or her duties;

(c) has the full co-operation of the firm’s staff;

(d) s fully aware of his or her obligations and those of the firm; and

(e) reports directly to, and has regular contact with, the board so as to enable the board to
satisfy itself that all statutory obligations and provisions in Schedule 3, this Handbook and
the Relevant Enactments are being met and that the firm is taking sufficiently robust
measures to protect itself against the potential risk of being used for ML or FT.
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60.

As defined in Paragraph 21(1) of Schedule 3, the MLCO appointed by the firm shall monitor
compliance with policies, procedures and controls to forestall, prevent and detect ML and FT.

61.

62.

In accordance with Section 2.3. above, the board is responsible for the firm’s compliance with
Schedule 3 and this Handbook, including establishing appropriate and effective policies,
procedures and controls to forestall, prevent and detect ML and FT. By contrast, the MLCO s
role is to monitor the firm’s compliance with its policies, procedures and controls and periodically
report thereon to the board. In this respect the functions of the MLCO include:

(@) overseeing the monitoring and testing of AML and CFT policies, procedures, controls and
systems in place to assess their appropriateness and effectiveness;

(b) investigating any matters of concern or non-compliance arising from the firm’s compliance
review policy;

(c) establishing appropriate controls to mitigate any risks arising from the firm’s compliance
review policy and to remediate issues where necessary and appropriate in a timely manner;

(d) reporting periodically to the board on compliance matters, including the results of the
testing undertaken and any issues that need to be brought to the board’s attention; and

(e) acting as a point of contact with the Commission and to respond promptly to any requests
for information made.

While it is not anticipated that the MLCO will personally conduct all monitoring and testing, the
expectation is that the MLCO will have oversight of any monitoring and testing being conducted
by the firm, for example, by a compliance team or an outsourcing oversight team, in accordance
with the firm’s compliance review policy.

63.

The circumstances of the firm may be such that, due to the small number of employees, the
MLCO holds additional functions or is responsible for other aspects of the firm’s operations.
Where this is the case, the firm must ensure that any conflicts of interest between the MLCO role
and any other functions held are identified, documented and appropriately managed.

64.

2.8.2.

For the avoidance of doubt, the same individual can be appointed to the positions of Money
Laundering Reporting Officer (“MLRO”) and MLCO, provided the firm considers this
appropriate having regard to the respective demands of the two roles and whether the individual
has sufficient time and resources to fulfil both roles effectively.

Money Laundering Reporting Officer

65.

In accordance with Paragraph 12(1)(a) of Schedule 3, the firm shall appoint a person of at least
manager level as the MLRO, provide the name, title and email address of that person to the
Commission as soon as is reasonably practicable and, in any event, within fourteen days starting
from the date of that person’s appointment, and ensure that all employees are aware of the name
of that person.

66.

In addition to notifying the Commission, in accordance with Paragraph 12(1)(d) of Schedule 3,
the firm shall provide the name, title and email address of the MLRO to the FIS as soon as is
reasonably practicable and, in any event, within fourteen days starting from the date of that
person’s appointment.

67.

Notifications made in accordance with Schedule 3 should be submitted via the Commission’s PQ
Portal:

https://online.gfsc.gg
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68. The MLRO appointed by the firm must:

(@)  be anatural person;

(b) be of at least manager level,

(c) have the appropriate knowledge, skill and experience;

(d) be employed by the firm or an entity within the same group as the firm (in the case of a
managed or administered business it is acceptable for an employee of the manager or
administrator to be appointed as the MLRO); and

(e) be resident in the Bailiwick.

69. The firm must ensure that the MLRO:

(@) is the main point of contact with the FIS in the handling of disclosures;

(b) has unrestricted access to the CDD information of the firm’s customers, including the
beneficial owners thereof;

(c) has sufficient resources to perform his or her duties;

(d) s available on a day-to-day basis;

(e) receives full co-operation from all staff;

(f)  reports directly to, and has regular contact with, the board or equivalent of the firm; and

(9) s fully aware of both his or her personal obligations and those of the firm under Schedule
3, this Handbook and the Relevant Enactments.

70. The firm must provide the MLRO with the authority to act independently in carrying out his or
her responsibilities under Part 1 of the Disclosure Law or Section 12, 15 or 15A of the Terrorism
Law. The MLRO must be free to have direct access to the FIS in order that any suspicious activity
may be reported as soon as possible. The MLRO must also be free to liaise with the FIS on any
guestion of whether to proceed with a transaction in the circumstances.

2.8.3. Nominated Officer

71. Inaccordance with Paragraph 12(1)(b) (where the firm is an FSB) or 12(1)(c) (where the firm is
a PB) of Schedule 3, the firm shall, if it comprises more than one individual, nominate a person
to—

(@) receive disclosures, under Part | of the Disclosure Law and Section 12 or Section 15 of the
Terrorism Law (a “Nominated Officer”), in the absence of the MLRO, and

(b)  otherwise carry out the functions of the MLRO in that officer’s absence,

and ensure that all employees are aware of the name of that Nominated Officer.

72. Inaccordance with Paragraph 12(1)(d) of Schedule 3, the firm shall provide the name, title and
email address of any person nominated under Paragraphs 12(1)(b) or 12(1)(c) as set out above
to the FIS as soon as is reasonably practicable and, in any event, within fourteen days starting
from the date of that person’s appointment.

73.  The Nominated Officer must:

(@ be a natural person; and

(b) have the appropriate knowledge, skill and experience.

74. There is no obligation to advise the Commission of the name, title or email address of the

Nominated Officer. However, where the Nominated Officer is acting in place of the MLRO to
cover an extended period of absence (for example, maternity leave, sabbatical or long-term sick
leave) the firm should consider appointing the Nominated Officer as the MLRO on a temporary
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basis. Where this occurs the Commission should be notified in accordance with Section 2.8.2.
above.

75.  The firm must communicate the name of the Nominated Officer to all employees of the firm and
ensure that all employees of the firm are aware of the natural person(s) to whom internal
disclosures are to be made in the absence of the MLRO.

76. For the avoidance of doubt, in accordance with Paragraphs 12(1)(b)-(c) of Schedule 3, the

requirements of this section do not apply where the firm comprises one individual, for example,
a personal fiduciary licence holder and or a natural person registered as a PB and acting alone.
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