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In addition to the below Guidance the Commission recommends that Firms consider the 

resources made available on the UK Government National Cyber Security Centre website 

www.ncsc.gov.uk. 

  

 

 

The Cyber Security Rules, 2021 are set out in red text boxes. 

http://www.ncsc.gov.uk/
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Periodic Review 

Depending on the size, nature and complexity of a Firm, the Board should decide on the 

frequency of periodic reviews.  The Commission would not expect periodic reviews to take 

place any less frequently than every 24 months and Boards should report to their shareholders 

that they are comfortable with their Cyber policies, controls and reporting on an annual basis. 
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Identification of Assets and Risks 

 

 

 

Assets and Data 

A Firm should ensure it is able to identify the assets and data it holds and assess the damage, 

to its business, if it lost access to those assets or if the data it holds were to suffer a breach of 

confidentiality, integrity or availability. These assets should not be limited to traditional IT 

assets and should include systems, people and data assets.   

When considering the requirement to identify assets, in line with rule 2.1, Firms should 

consider the materiality and the possible underlying risks associated with that asset.  All assets 

should be considered through a cyber security lens but not all assets will require bespoke or 

in depth analysis. 

Without knowing what you have to protect you cannot determine the appropriate controls to 

protect it.  This assessment of cyber risks could be a standalone document or could be part of 

a pre-existing risk assessment document. 

The Commission recognises that a Firm may hold assets using cloud services or similar 

outsourced service.  It is the expectation that a Firm would identify these assets held in this 

manner in the same way they would any other outsourced provider. 

 

 

Risks 

The Commission expects that the Board of all licensed Firms, or the relevant board committee, 

will have evaluated the Cyber Risks associated with the assets that it has identified and 

reviewed the impact that a cyber security event would have on the integrity, availability and 

confidentiality of those assets.  Understanding the risks associated with the assets held will 

enable Firms to judge the appropriate level of controls and mitigants that are needed.

 

2.1 Risk Assessment of Cyber Vulnerabilities and Risk 

 

(1) The licensee must ensure that it has taken appropriate steps to identify all of 

its material assets and carried out an assessment of significant associated 

cyber risks. 

 

PART 2 - IDENTIFY 

2.2 Risk Assessment of Cyber Vulnerabilities 

 

(2) The licensee must ensure that it has taken appropriate steps to identify all of its 

assets and carried out an assessment of all associated cyber risks. 

 

PART 2 - IDENTIFY 

2.3 Risk Assessment of Cyber Vulnerabilities 

 

(3) The licensee must ensure that it has taken appropriate steps to identify all of its 

assets and carried out an assessment of all associated cyber risks. 

 

PART 2 - IDENTIFY 

2.4 Risk Assessment of Cyber Vulnerabilities 

 

(4) The licensee must ensure that it has taken appropriate steps to identify all of its 

assets and carried out an assessment of all associated cyber risks. 
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2 Factor Authentication (2FA)/Multi Factor Authentication (MFA) 

Firms should consider activating 2FA or MFA on any account accessed over the internet. 

2FA or MFA adds an extra layer of security to every online platform accessed. The first 

layer is generally a combination of a username and password. The second layer is a further 

requirement to authenticate your identity; traditionally a code or token that has been sent 

to your email or generated by an application on a device.  Adding the additional layer in 

the process to authenticate your identity makes it harder for an attacker to access your 

data.    

2FA/MFA is a simple and cost effective measure to increase security of access to online 

systems.  

 

Email protection tools (phishing) 

Successful phishing attacks are one of the most common causes of cyber security breaches.  

The risks from phishing are extremely difficult to completely mitigate using technical 

controls.  However, Firms can benefit from a technical solution in filtering out a lot of 

phishing emails, spam, spear-phishing and other email based threats and should consider 

the appropriateness of these tools.   

Firms should consider how they can increase employee awareness of phishing threats. 

 

Antimalware 

Antivirus or antimalware controls are universally used, however, older or less 

comprehensive antivirus solutions can depend on outdated signature based rules that are 

susceptible to more modern malware or viruses.  Antivirus or antimalware programmes 

should be reviewed regularly to ensure they are fit for purpose and able to detect newer 

threats and configuration settings reviewed to ensure that the antivirus or antimalware 

programmes are delivering the expected level of protection. 

 

Mobile Device Management 

Firms should give consideration to the appropriateness of employing mobile device 

management (MDM) solutions to ensure that corporate data is suitably secure.  

 

Data Loss Prevention tools 

Firms should consider the appropriateness of data loss prevention tools that enable them 

to gain visibility of data loss and ultimately provide better detection and prevention of the 

unauthorised exfiltration of sensitive or confidential corporate data. 
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o Data loss events; 

o Phishing attacks blocked. 

 

Compliance Status 

o How compliant is the Firm with any regulatory requirements, standards and 

any models or accreditations with which it is aligned, either locally or as part 

of a group entity. 

 

 

 

 

Materiality  

 

When a Firm reviews or implements cyber controls, policies and procedures it should 

consider whether these are appropriate for its business and whether they are already covered 

by existing control frameworks.   












